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Module Objective

This module will familiarize you with:

• SPY ACT
• U.S. Federal Laws

y

U.S. Federal Laws
• United Kingdom’s Cyber Laws
• European Laws
• Japan’s Cyber Laws

A t l i   Th  C b i  A t  • Australi a : The Cybercrime Act 2001 
• Indian Law: The Information Technology Act 
• Germany’s Cyber Laws
• Singapore’s Cyber Lawsg p y
• Belgium  Law
• Brazilian Law
• Canadian Laws
• France Laws
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• France Laws
• Italian Law
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http:/ / www.usdoj.gov

Mission of (USDOJ) United States Department of Justice is to 
enforce the law and defend the interests of the United States; to 
ensure public safety against threats foreign and domestic; to provide p y g g ; p
federal leadership in preventing and controlling crime; to seek just 
punishment for those guilty of unlawful behavior; and to ensure fair 
and impartial administration of justice for all Americans
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Securely Protect Yourself Against 
Cyber Trespass Act (SPY ACT)Cyber Trespass Act (SPY ACT)

¿ SEC. 2. PROHIBITION OF [UNFAIR OR] DECEPTIVE ACTS OR 
PRACTICES RELATING TO SPYWARE.PRACTICES RELATING TO SPYWARE.

• (a) Prohibition- It is unlawful for any person, who is not the owner or 
authorized user of a protected computer, to engage in unfair or deceptive 
acts or practices that involve any of the following conduct with respect to p y g p
the protected computer:

– (1) Taking control of the computer by--

– (A) utilizing such computer to send unsolicited information or material ( ) g p
from the computer to others;

– (B) diverting the Internet browser of the computer, or similar program of 
the computer used to access and navigate the Internet--

(i) i h h i i f h h i d f h(i)  without authorization of the owner or authorized user of the computer; 
and

(ii) away from the site the user intended to view, to one or more other Web 
pages, such that the user is prevented from viewing the content at the 
i d d b l h di i i h i h i d
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intended Web page, unless such diverting is otherwise authorized;
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SPY ACT (cont’d)

– (C) accessing, hijacking, or otherwise using the modem, or Internet 

connection or service  for the computer and thereby causing damage connection or service, for the computer and thereby causing damage 

to the computer or causing the owner or authorized user or a third 

party defrauded by such conduct to incur charges or other costs for a 

service that is not authorized by such owner or authorized user;

– (E) delivering advertisements that a user of the computer cannot 

close without undue effort or knowledge by the user or without 

turning off the computer or closing all sessions of the Internet 

browser for the computer.

– (2) Modifying settings related to use of the computer or to the 
computer's access to or use of the Internet by altering--

– (A) the Web page that appears when the owner or authorized user 
launches an Internet browser or similar program used to access and 
navigate the Internet;

(B) th  d f lt id  d t    h th  I t t   th  
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– (B) the default provider used to access or search the Internet, or other 
existing Internet connections settings;



SPY ACT (cont’d)

– (3) Collecting personally identifiable information 
h h h f k k l i f ithrough the use of a keystroke logging function

– (4) Inducing the owner or authorized user of the 
computer to disclose personally identifiable information p p y
by means of a Web page that--

– (A) is substantially similar to a Web page established or 
provided by another person; andp y p ;

– (B) misleads the owner or authorized user that such Web 
page is provided by such other person
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Legal Perspective 
(U S  Federal Law)(U.S. Federal Law)

Federal Criminal Code Related to Computer Crime:

¿ 18 U.S.C. § 1029.  Fr a u d  a n d  R ela t ed  Act iv it y  in  
Co n n ect io n  w it h  Acces s  Dev ices

¿ 18 U S C  § 1030   Fr a u d  a n d  R ela t ed  Act iv it y  in  ¿ 18 U.S.C. § 1030.  Fr a u d  a n d  R ela t ed  Act iv it y  in  
Co n n ect io n  w it h  Co m p u t er s

¿ 18 U.S.C. § 1362.  Co m m u n ica t io n  Lin es , St a t io n s , o r  
Sy s t em s

¿ 18 U.S.C. § 2510 et seq.  W ir e  a n d  Elect r o n ic 
Co m m u n ica t io n s  In t er cep t io n  a n d  In t er cep t io n  o f Or a l Co m m u n ica t io n s  In t er cep t io n  a n d  In t er cep t io n  o f Or a l 
Co m m u n ica t io n s

¿ 18 U.S.C. § 2701 et seq.  St o r ed  W ir e  a n d  Elect r o n ic 
C i t i  d  T t i l R d  A
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Co m m u n ica t io n s  a n d  Tr a n s a ct io n a l R eco r d s  Acces s



Section 1029

Subsection (a)  Whoever -

(1) knowingly and with intent to defraud produces, uses, or traffics in 
one or more counterfeit access devices;

(2) knowingly and with intent to defraud traffics in or uses one or 
more unauthorized access devices during any one-year period, and 
by such conduct obtains anything of value aggregating $1,000 or 
more during that period;

(3) knowingly and with intent to defraud possesses fifteen or more 
devices which are counterfeit or unauthorized access devices;

(4) knowingly, and with intent to defraud, produces, traffics in, has (4) knowingly, and with intent to defraud, produces, traffics in, has 
control or custody of, or possesses device-making equipment;
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Section 1029 (cont’d)

(5) knowingly and with intent to defraud effects transactions, with 1 or 
more access devices issued to another person or persons  to receive more access devices issued to another person or persons, to receive 
payment or any other thing of value during any 1-year period the 
aggregate value of which is equal to or greater than $1,000;

(6) ith t th  th i ti  f th  i  f th   d i  (6) without the authorization of the issuer of the access device, 
knowingly and with intent to defraud solicits a person for the 
purpose of—

(A) ff i    d i   (A) offering an access device; or 

(B) selling information regarding or an application to obtain an access 
device;

(7) knowingly and with intent to defraud uses, produces, traffics in, 
has control or custody of, or possesses a telecommunications 
instrument that has been modified or altered to obtain 

th i d  f t l i ti  i
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Section 1029 (cont’d)

(8) knowingly and with intent to defraud uses, produces, traffics in, 
has control or custody of  or possesses a scanning receiver;has control or custody of, or possesses a scanning receiver;

(9) knowingly uses, produces, traffics in, has control or custody of, or 
possesses hardware or software, knowing it has been configured to 
insert or modify telecommunication identifying information 
associated with or contained in a telecommunications instrument 
so that such instrument may be used to obtain telecommunications y
service without authorization; or

(10) without the authorization of the credit card system member or its 
agent  knowingly and with intent to defraud causes or arranges for agent, knowingly and with intent to defraud causes or arranges for 
another person to present to the member or its agent, for payment, 
1 or more evidences or records of transactions made by an access 
device
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Penalties

(A) in the case of an offense that does not occur after a conviction for 
another offense under this sectionanother offense under this section--

• (i) if the offense is under paragraph (1), (2), (3), (6), (7), or (10) of 
subsection (a), a fine under this title or imprisonment for not more than 
10 years  or both; and10 years, or both; and

• (ii) if the offense is under paragraph (4), (5), (8), or (9) of subsection (a), 
a fine under this title or imprisonment for not more than 15 years, or 
both;;

(B) in the case of an offense that occurs after a conviction for another 
offense under this section, a fine under this title or imprisonment for 
not more than 20 years, or both; andnot more than 20 years, or both; and

(C) in either case, forfeiture to the United States of any personal 
property used or intended to be used to commit the offense
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Section 1030 – (a) (1)

Subsection (a) Whoever--

( ) h i  k i l  d  t  ith t th i ti   di  (1) having knowingly accessed a computer without authorization or exceeding 
authorized access, and by means of such conduct having obtained 
information that has been determined by the United States Government 
pursuant to an Executive order or statute to require protection against p q p g
unauthorized disclosure for reasons of national defense or foreign relations, 
or any restricted data, as defined in paragraph y of section 11 of the Atomic 
Energy Act of 1954, with reason to believe that such information so obtained 
could be used to the injury of the United States  or to the advantage of any could be used to the injury of the United States, or to the advantage of any 
foreign nation willfully communicates, delivers, transmits, or causes to be 
communicated, delivered, or transmitted, or attempts to communicate, 
deliver, transmit or cause to be communicated, delivered, or transmitted the 
same to any person not entitled to receive it, or willfully retains the same and 
fails to deliver it to the officer or employee of the United States entitled to 
receive it;
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Section 1030 (2) (A) (B) (C) 

(2) intentionally accesses a computer without 
authorization or exceeds authorized access, and thereby 
obtains--

(A) information contained in a financial record of a financial (A) information contained in a financial record of a financial 
institution, or of a card issuer as defined in section 1602(n) of 
title 15, or contained in a file of a consumer reporting agency on 
   h t   d fi d i  th  F i  C dit a consumer, as such terms are defined in the Fair Credit 

Reporting Act (15 U.S.C. 1681 et seq.);

(B) information from any department or agency of the United y p g y
States; or

(C) information from any protected computer if the conduct 
involved an interstate or foreign communication;
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Section 1030 (3) (4)

(3) intentionally, without authorization to access any nonpublic 
computer of a department or agency of the United States, accesses 
such a computer of that department or agency that is exclusively 
for the use of the Government of the United States or, in the case of 
   l i l  f  h  i  d b   f  h  a computer not exclusively for such use, is used by or for the 

Government of the United States and such conduct affects that use 
by or for the Government of the United States;

(4) knowingly and with intent to defraud, accesses a protected 
computer without authorization, or exceeds authorized access, and 
by means of such conduct furthers the intended fraud and obtains 

thi  f l  l  th  bj t f th  f d d th  thi  anything of value, unless the object of the fraud and the thing 
obtained consists only of the use of the computer and the value of 
such use is not more than $5,000 in any 1-year period;
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Section 1030 (5) (A) (B)

(5)(A)(i) knowingly causes the transmission of a program, (5)(A)(i) knowingly causes the transmission of a program, 
information, code, or command, and as a result of such conduct, 
intentionally causes damage without authorization, to a protected 
computer;p

(ii) intentionally accesses a protected computer without authorization, 
and as a result of such conduct, recklessly causes damage; or

(iii ) intentionally accesses a protected computer without authorization, ( ) y p p ,
and as a result of such conduct, causes damage; and

(5)(B) by conduct described in clause (i), (ii), or (iii) of subparagraph 
(A), caused (or, in the case of an attempted offense, would, if ( ), ( , p , ,
completed, have caused)--
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Section 1030 (5) (B) (cont’d)

(i) loss to 1 or more persons during any 1-year period (and, for purposes 
of an investigation  prosecution  or other proceeding brought by the of an investigation, prosecution, or other proceeding brought by the 
United States only, loss resulting from a related course of conduct 
affecting 1 or more other protected computers) aggregating at least 
$5,000 in value;

(ii) the modification or impairment, or potential modification or 
impairment, of the medical examination, diagnosis, treatment, or care 
of 1 or more individuals;

(iii) physical injury to any person;

(iv) a threat to public health or safety; or

(v) damage affecting a computer system used by or for a government (v) damage affecting a computer system used by or for a government 
entity in furtherance of the administration of justice, national defense, 
or national security;
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Section 1030 (6) (7)

(6) knowingly and with intent to defraud traffics (as defined in section (6) knowingly and with intent to defraud traffics (as defined in section 
1029) in any password or similar information through which a 
computer may be accessed without authorization, if--

(A) such trafficking affects interstate or foreign commerce; or(A) such trafficking affects interstate or foreign commerce; or

(B) such computer is used by or for the Government of the United States; 

(7) with intent to extort from any person any money or other thing of 
value  transmits in interstate or foreign commerce any value, transmits in interstate or foreign commerce any 
communication containing any threat to cause damage to a 
protected computer;
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Penalties

(1)(A) a fine under this title or imprisonment for not more than ten years, or 
both  in the case of an offense under subsection (a)(1) of this section which both, in the case of an offense under subsection (a)(1) of this section which 
does not occur after a conviction for another offense under this section, or 
an attempt to commit an offense punishable under this subparagraph; and

(B) a fine under this title or imprisonment for not more than twenty years, ( ) p y y ,
or both, in the case of an offense under subsection (a)(1) of this section 
which occurs after a conviction for another offense under this section, or 
an attempt to commit an offense punishable under this subparagraph;

(2)(A) except as provided in subparagraph (B), a fine under this title or 
imprisonment for not more than one year, or both, in the case of an 
offense under subsection (a)(2), (a)(3), (a)(5)(A)(iii), or (a)(6) of this 
section which does not occur after a conviction for another offense under section which does not occur after a conviction for another offense under 
this section, or an attempt to commit an offense punishable under this 
subparagraph;
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Penalties (cont’d)

¿ (B) a fine under this title or imprisonment for not more than 5 years, 
or both  in the case of an offense under subsection (a)(2)  or an or both, in the case of an offense under subsection (a)(2), or an 
attempt to commit an offense punishable under this subparagraph, if-
-

• (i) the offense was committed for purposes of commercial advantage or • (i) the offense was committed for purposes of commercial advantage or 
private financial gain;

• (ii) the offense was committed in furtherance of any criminal or tortuous 
act in violation of the Constitution or laws of the United States or of any act in violation of the Constitution or laws of the United States or of any 
State; or

• (iii) the value of the information obtained exceeds $5,000;

¿ (C) a fine under this title or imprisonment for not more than ten ¿ (C) a fine under this title or imprisonment for not more than ten 
years, or both, in the case of an offense under subsection (a)(2), (a)(3) 
or (a)(6) of this section which occurs after a conviction for another 
offense under this section  or an attempt to commit an offense 

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 

offense under this section, or an attempt to commit an offense 
punishable under this subparagraph;



Penalties (cont’d)

(3)(A) a fine under this title or imprisonment for not more than five (3)(A) a fine under this title or imprisonment for not more than five 
years, or both, in the case of an offense under subsection (a)(4) or 
(a)(7) of this section which does not occur after a conviction for 
another offense under this section, or an attempt to commit an p
offense punishable under this subparagraph; and

(3)(B) a fine under this title or imprisonment for not more than ten 
years, or both, in the case of an offense under subsection (a)(4), y , , ( )(4),
(a)(5)(A)(iii), or (a)(7) of this section which occurs after a 
conviction for another offense under this section, or an attempt to 
commit an offense punishable under this subparagraph; and
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18 U.S.C. § 1362

Communication Lines, Stations, or Systems

Law is applicable if:

• Person willfully injures or destroys any of the 
works, property, or material of any means of 
communication

• Maliciously obstructs, hinders, or delays the 
transmission of any communication

• A fine or imprisonment for not more than 10 

Penalty:

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 

A fine or imprisonment for not more than 10 
years, or both



18 U.S.C. § 2318

¿ Trafficking in counterfeit label for phone records, copies of 

computer programs or computer program documentation or computer programs or computer program documentation or 

packaging, and copies of motion pictures or other audio visual 

works, and trafficking in counterfeit computer program 

documentation or packaging documentation or packaging 

• Law is applicable if :

– Person knowingly traffics in a counterfeit label affixed g y

or designed to be affixed 

– Intentionally traffics in counterfeit documentation or 

packaging for a computer programpackaging for a computer program

• Penalty:

– Fined or imprisoned for not more than five years, or 
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both



18 U.S.C. § 2320

Tradem ark Offenses

¿ Trafficking in counterfeit goods or services

• Law is applicable if:

– Person intentionally traffics or attempts to traffic 

in goods or services 

– Knowingly uses a counterfeit mark 

• Penalty:

– Fined not more than $2,000,000 or imprisoned 

not more than 10 years, or both

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 



18 U.S.C. § 1831

Trade  Secre t Offenses

¿ Econom ic espionage

• Law is applicable if:

– Person knowingly steals or without authorization – Person knowingly steals or without authorization 

obtains a trade secret

– Without authorization copies or transmits a trade 
secret

– Receives, buys, or possesses a trade secret

• Penalty:y

– Fined not more than $10,000,000
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47 U.S.C. § 605

¿ Unauthorized publication or use of com m unications

i  hibi d• Practices prohibited

– Receiving, assisting in receiving, transmitting, or 
assisting in transmitting, any interstate or foreign 
communication by wire or radio

– Intercepting any radio communication and divulging or 
publishing the existence, contents, substance, purport, 
effect, or meaning of such intercepted communication to 
any person

– Scrambling of Public Broadcasting Service programming 

• Penalty:

– Fined not more than $2,000 or imprisoned for not more 
than 6 months  or both

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 

than 6 months, or both



Washington:RCW 9A.52.110

Com pute r trespass  in  the  firs t degree

(1) A person is guilty of computer trespass in the first degree if the 
person, without authorization, intentionally gains access to a 
computer system or electronic database of another; and

(a) The access is made with the intent to commit another crime; 
or

(b) The violation involves a computer or database maintained by 
a government agency

(2) Computer trespass in the first degree is a class C felony

[1984 c 273 § 1.]
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Florida:§ 815.01 to 815.07

8 15.0 2 Legis lative  in ten t--The Legislature finds and declares that:

(1) Computer-related crime is a growing problem in government as 
well as in the private sector

(2) Computer-related crime occurs at great cost to the public since ( ) p g p
losses for each incident of computer crime tend to be far greater than 
the losses associated with each incident of other white collar crime

(3) The opportunities for computer-related crimes in financial (3) The opportunities for computerrelated crimes in financial 
institutions, government programs, government records, and other 
business enterprises through the introduction of fraudulent records 
into a computer system, the unauthorized use of computer facilities, the into a computer system, the unauthorized use of computer facilities, the 
alteration or destruction of computerized information or files, and the 
stealing of financial instruments, data, and other assets are great
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Florida:§ 815.01 to 815.07 
(cont’d)(cont d)

(4) While various forms of computer crime might possibly be the 
subject of criminal charges based on other provisions of law  it is subject of criminal charges based on other provisions of law, it is 
appropriate and desirable that a supplemental and additional statute 
be provided which proscribes various forms of computer abuse

8 15 0 4 Offenses  agains t in te llectual property; public 8 15.0 4 Offenses  agains t in te llectual property; public 
reco rds  exem ption--
(1) Whoever willfully, knowingly, and without authorization modifies            
d t    ti  d t ti  idi   i ti   data, programs, or supporting documentation residing or existing  
internal or external to a computer, computer system, or network 
commits an offense against intellectual property

( ) Wh  illf ll  k i l  d ith t th i ti  d t  (2) Whoever willf ull y, knowingly, and without authorization destroys 
data, programs, or supporting documentation residing or existing 
internal or external to a computer, computer system, or computer 
network commits an offense against intellectual property
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network commits an offense against intellectual property



Florida:§ 815.01 to 815.07 
(cont’d)(cont d)

(3)(a) Data, programs, or supporting documentation which is a trade  secret as 
defined in s. 812.081 which resides or exists internal or external to a computer, p ,
computer system, or computer network which is held by an agency as defined in 
chapter 119 is confidential and exempt from the provisions of s. 119.07(1) and s. 
24(a), Art. I of the State Constitution

(b) Whoever willfully  knowingly  and without authorization discloses or takes (b) Whoever willfully, knowingly, and without authorization discloses or takes 
data, programs, or supporting documentation which is a trade secret as defined in 
s. 812.081 or is confidential as provided by law residing or existing internal or 
external to a computer, computer system, or computer network commits an offense 
against intellectual propertyagainst intellectual property

(4)(a) Except as otherwise provided in this subsection, an offense against 
intellectual property is a felony of the third degree, punishable as 
provided in s. 775.082, s. 775.083, or s. 775.084

(b) If the offense is committed for the purpose of devising or executing any 
scheme or artifice to defraud or to obtain any property, then the  offender is guilty 
of a felony of the second degree, punishable as provided in s. 775.082, s. 775.083, or 
s. 775.084
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Florida:§ 815.01 to 815.07 
(cont’d)(cont d)

8 15.0 5 Trade  secre t in fo rm ation--The Legislature finds that it is a public 
necessity that trade secret information as defined in s  812 081  and as necessity that trade secret information as defined in s. 812.081, and as 
provided for in s. 815.04(3), be expressly made confidential and exempt from 
the public records law because it is a felony to disclose such records. Due to the 
legal uncertainty as to whether a public employee would be protected from a 
felony conviction if otherwise complying with chapter 119, and with s. 24(a), 
Art. I of the State Constitution, it is imperative that a public records exemption 
be created. The Legislature in making disclosure of trade secrets a crime has 
clearly established the importance attached to trade secret protection  clearly established the importance attached to trade secret protection. 
Disclosing trade secrets in an agency's possession would negatively impact the 
business interests of those providing an agency such trade secrets by damaging 
them in the marketplace, and those entities and individuals disclosing such 
trade secrets would hesitate to cooperate with that agency, which would impair 
the effective and efficient administration of governmental functions. Thus, the 
public and private harm in disclosing trade secrets significantly outweighs any 

bli  b fit d i d f  di l  d th  bli '  bilit  t  ti i  d 
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public benefit derived from disclosure, and the public's abilit y to scrutinize and 
monitor agency action is not diminished by nondisclosure of trade secrets



Florida:§ 815.01 to 815.07 
(cont’d)(cont d)

8 15.0 6 Offenses  agains t com pute r use rs--

( ) h illf ll k i l d i h h i i(1) Whoever willf ull y, knowingly, and without authorization: 

(a) Accesses or causes to be accessed any computer, computer system, or 
computer network; 

(b) Disrupts or denies or causes the denial of computer system services to an 
authorized user of such computer system services, which, in whole or part, is 
owned by, under contract to, or operated for, on behalf of, or in conjunction 
with another; with another; 

(c) Destroys, takes, injures, or damages equipment or supplies used or 
intended to be used in a computer, computer system, or computer network; 

(d) Destroys  injures  or damages any computer  computer system  or (d) Destroys, injures, or damages any computer, computer system, or 
computer network; or 

(e) Introduces any computer contaminant into any computer, computer 
system  or computer network  commits an offense against computer users  
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Florida:§ 815.01 to 815.07 
(cont’d)(cont d)

(2)(a) Except as provided in paragraphs (b) and (c), whoever violates subsection (1) 
commits a felony of the third degree  punishable as provided in s  775 082  s  commits a felony of the third degree, punishable as provided in s. 775.082, s. 
775.083, or s. 775.084.

(b) Whoever violates subsection (1) and: 

1 Damages a computer  computer equipment  computer supplies  a computer 1. Damages a computer, computer equipment, computer supplies, a computer 
system, or a computer network, and the monetary damage or loss incurred 
as a result of the violation is $5,000 or greater; 

2. Commits the offense for the purpose of devising or executing any scheme 2. Commits the offense for the purpose of devising or executing any scheme 
or artifice to defraud or obtain property; or 

3.  Interrupts or impairs a governmental operation or public communication, 
transportation, or supply of water, gas, or other public  service, commits a 
felony of the second degree, punishable as provided in s. 775.082,  s. 775.083,     
or  s. 775.084

(c) Whoever violates subsection (1) and the violation endangers human life 
commits a felony of the first degree  punishable as provided in s  775 082  s  
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commits a felony of the first degree, punishable as provided in s. 775.082, s. 
775.083, or s. 775.084



Florida:§ 815.01 to 815.07 
(cont’d)( )

(3) Whoever willfully, knowingly, and without authorization modifies equipment 
or supplies used or intended to be used in a computer  computer system  or or supplies used or intended to be used in a computer, computer system, or 
computer network commits a misdemeanor of the first degree, punishable as 
provided in s. 775.082 or s. 775.083

(4) (a) In addition to any other civil remedy available, the owner or lessee of the (4) (a) In addition to any other civil remedy available, the owner or lessee of the 
computer, computer system, computer network, computer program, computer 
equipment, computer supplies, or computer data may bring a civil action 
against any person convicted under this section for compensatory damages

(b) In any action brought under this subsection, the court may award 
reasonable attorney's fees to the prevailing party

(5) Any computer, computer system, computer network, computer software, or 
computer data owned by a defendant which is used during the commission of 
any violation of this section or any computer owned by the defendant which is 
used as a repository for the storage of software or data obtained in violation of 
this section is subject to forfeiture as provided under ss  932 701932 704
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this section is subject to forfeiture as provided under ss. 932.701-932.704.



Florida:§ 815.01 to 815.07 
(cont’d)(cont d)

(6) This section does not apply to any person who accesses his or her 
employer's computer system, computer network, computer 
program, or computer data when acting within the scope of his or 
her lawful employmentp y

(7) For purposes of bringing a civil or criminal action under this 
section, a person who causes, by any means, the access to a 
computer  computer system  or computer network in one computer, computer system, or computer network in one 
jurisdiction from another jurisdiction is deemed to have personally 
accessed the computer, computer system, or computer network in 
b th j isdi ti sboth jurisdictions
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Indiana: IC 35-43

IC 35-4 3-1-4  Com pute r tam pering
Sec  4  (a) As used in this section:Sec. 4. (a) As used in this section:

"Computer network" and "computer system"  have the meanings set    
forth in IC 35-43-2-3.

"Computer program" means an ordered set of instructions or Computer program  means an ordered set of instructions or 
statements that, when executed by a computer, causes the 
computer to process data.

"Data" means a representation of information  facts  knowledge  Data  means a representation of information, facts, knowledge, 
concepts, or instructions that:
( 1) may take any form, including computer printouts, magnetic storage 

media, punched cards, or stored memory;, p , y;
(2) has been prepared or is being prepared; and
(3) has been processed, is being processed, or will be processed;

in a computer system or computer network.
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Indiana: IC 35-43 (cont’d)

Sec. 4. (b) A person who knowingly or intentionally alters or 

damages a computer program or data, which comprises a 
part of a computer system or computer network without the 
consent of the owner of the computer system or computer consent of the owner of the computer system or computer 
network commits computer tampering, a Class D felony. 
However, the offense is a:

(1) Class C felony if the offense is committed for the purpose of 

terrorism; and
(2) Class B felony if the offense is committed for the purpose of 

terrorism and results in serious bodily injury to a person.

As added by  P.L.35-1986, SEC.2. Am ended by  P.L.156-2001, 
SEC.11
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SEC.11



Indiana: IC 35-43 (cont’d)

IC 35-4 3-2 -3  Com pute r trespass  

(a) As used in this section "Access" means to:( )
(1) approach;
(2) instruct;
(3) communicate with;
(4) store data in;(4) store data in;
(5) retrieve data from; or
(6) make use of resources of a computer, computer system, or computer network 

through:
(1) remote terminals;(1) remote terminals;
(2) a complex consisting of two (2) or more interconnected computers; or
(3) a worldwide collection of interconnected networks operating as the Internet

(b) A person who knowingly or intentionally accesses:
( )(1) a computer system;
(2) a computer network; or
(3) any part of a computer system or computer network;

without the consent of the owner of the computer system or computer network, or the 
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consent of the owner's licensee, commits computer trespass, a Class A misdemeanor



Federal Managers Financial 
Integrity Act of 1982Integrity Act of 1982

¿ Sec.1. This Act may be cited as the "Federal Managers' 
Fi i l I i  A  f 8 "Financial I ntegrity Act of 1982".

¿ Sec.2. Section 113 of the Accounting and Auditing Act of 
1950 (31 U S C 66a) is amended by adding at the end 1950 (31 U.S.C.66a) is amended by adding at the end 
thereof the following new subsection:
• (d) (1) (A) To ensure compliance with the requirements of 

b f h l dsubsection (a)(3) of this section, internal accounting and 
administrative controls of each executive agency shall be 
established in accordance with standards prescribed by the 
C t ll  G l  d h ll id  bl   Comptroller General, and shall provide reasonable assurances 
that—

– (i) obligations and costs are in compliance with applicable law

( ) f d d h f d d
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– (ii ) funds, property, and other assets are safeguarded against waste, 
loss, unauthorized use, or misappropriation

Source: http:/ / w w w .w hitehouse.gov/  



The Freedom of Information Act
5 U S C  § 5525 U.S.C. § 552

¿ § 552. Public information; agency rules, opinions, orders, records, 
and proceedings and proceedings 

• (a) Each agency shall make available to the public information as follows: 

– (1) Each agency shall separately state and currently publish in the Federal Register for 
the guidance of the public--

– (A) descriptions of its central and field organization and the established places at 
which, the employees (and in the case of a uniformed service, the members) from 
whom, and the methods whereby, the public may obtain information, make submittals 
or requests, or obtain decisions; 

(B) statements of the general course and method by which its functions are channeled – (B) statements of the general course and method by which its functions are channeled 
and determined, including the nature and requirements of all formal and informal 
procedures available; 

– (C) rules of procedure, descriptions of forms available or the places at which forms 
may be obtained, and instructions as to the scope and contents of all papers, reports, 
or examinations; 

– (D) substantive rules of general applicability adopted as authorized by law, and 
statements of general policy or interpretations of general applicability formulated and 
adopted by the agency; and 

(E) h d  i i   l f h  f i  
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– (E) each amendment, revision, or repeal of the foregoing. 

Source: http:/ / www.usdoj.gov



Federal Information Security 
Management Act (FISMA)Management Act (FISMA)

¿ Title III of the E-Government Act, entitled the Federal 
I f ti  S it  M t A t (FISMA)  q i  Information Securit y Management Act (FISMA), requires 
each Federal agency to develop, document, and implement 
an agency-wide information security program to provide 
i f ti  it  f  th  i f ti  d i f ti  information securit y for the information and information 
systems that support the operations and assets of the agency, 
including those provided or managed by another agency, 

  h   h  i f i  i  contractor, or other source. The information security 
program must include—

• Periodic assessments of the risk and magnitude of the harm that g
could result from the unauthorized access, use, disclosure, 
disruption, modification, or destruction of information and 
information systems that support the operations and assets of the 
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agency; 

Source: http:/ / csrc.nist.gov



Federal Information Security 
Management Act (FISMA) (cont’d)Management Act (FISMA) (cont d)

• Policies and procedures that are based on risk assessments, cost-effectively 
reduce information security risks to an acceptable level, and ensure that reduce information security risks to an acceptable level, and ensure that 
information security is addressed throughout the life cycle of each agency 
information system; 

• Subordinate plans for providing adequate information security for networks, 
facilities, information systems, or groups of information systems, as 
appropriate; 

• Security awareness training to inform personnel (including contractors and 
other users of information systems that support the operations and assets of other users of information systems that support the operations and assets of 
the agency) of the information security risks associated with their activities and 
their responsibilities in complying with agency policies and procedures 
designed to reduce these risks; 

• Periodic testing and evaluation of the effectiveness of information security 
policies, procedures, and practices (including the management, operational, 
and technical controls of every agency information system identified in their 
in entor ) to be performed ith a frequenc  depending on risk  but no less 
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inventory) to be performed with a frequency depending on risk, but no less 
than annually; 



Federal Information Security 
Management Act (FISMA) (cont’d)Management Act (FISMA) (cont d)

• A process for planning, implementing, evaluating, and 
documenting remedial action to address any deficiencies in the documenting remedial action to address any deficiencies in the 
information security policies, procedures and practices of the 
agency; 

d  f  d i  i  d di   i  • Procedures for detecting, reporting, and responding to security 
incidents (including mitigating risks associated with such incidents 
before substantial damage is done and notifying and consulting 

ith th  F d l i f ti  it  i id t  t  with the Federal information securit y incident response center, 
and as appropriate, law enforcement agencies, relevant Offices of 
Inspec tor General, and any other agency or office, in accordance 

ith l    di t d b  th  P id t  d with law or as directed by the President; and 

• Plans and procedures to ensure continuity of operations for 
information systems that support the operations and assets of the 
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agency. 



The Privacy Act Of 1974
5 U S C  § 552a 5 U.S.C. § 552a 

¿ § 552a. Records maintained on individuals 

(b) C di i  f di l• (b) Conditions of disclosure

No agency shall disclose any record which is contained in a system of 
records by any means of communication to any person, or to another 
agency  except pursuant to a written request by  or with the prior written agency, except pursuant to a written request by, or with the prior written 
consent of, the individual to whom the record pertains, unless disclosure of 
the record would be--

– (1) to those officers and employees of the agency which maintains the record who have 
a need for the record in the performance of their duties; a need for the record in the performance of their duties; 

– (2) required under section 552 of this title; 

– (3) for a routine use as defined in subsection (a)(7) of this section and described under 
subsection (e)(4)(D) of this section;

– (4) to the Bureau of the Census for purposes of planning or carrying out a census or 
survey or related activity pursuant to the provisions of Title 13; 

– (5) to a recipient who has provided the agency with advance adequate written 
assurance that the record will be used solely as a statistical research or reporting 

d  d h  d i   b  f d i   f  h  i   i di id ll  
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record, and the record is to be transferred in a form that is not individuall y 
identifiable; 

Source: http:/ / w w w .usdoj.gov/



The Privacy Act Of 1974
5 U S C  § 552a (cont’d)5 U.S.C. § 552a (cont d)

– (6) to the National Archives and Records Administration as a record which has 
sufficient historical or other value to warrant its continued preservation by the United 

f l b h h f h d hStates Government, or for evaluation by the Archivist of the United States or the 
designee of the Archivist to determine whether the record has such value; 

– (7) to another agency or to an instrumentality of any governmental jurisdiction within 
or under the control of the United States for a civil or criminal law enforcement 
activity if the activity is authorized by law  and if the head of the agency or activity if the activity is authorized by law, and if the head of the agency or 
instrumentality has made a written request to the agency which maintains the record 
specifying the particular portion desired and the law enforcement activity for which 
the record is sought; 

– (8) to a person pursuant to a showing of compelling circumstances affecting the (8) to a person pursuant to a showing of compelling circumstances affecting the 
health or safety of an individual if upon such disclosure notification is transmitted to 
the last known address of such individual; 

– (9) to either House of Congress, or, to the extent of matter within its jurisdiction, any 
committee or subcommittee thereof, any joint committee of Congress or , y j g
subcommittee of any such joint committee; 

– (10) to the Comptroller General, or any of his authorized representatives, in the 
course of the performance of the duties of the General Accounting Office; 

– (11) pursuant to the order of a court of competent jurisdiction; or
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(11) pursuant to the order of a court of competent jurisdiction; or

– (12) to a consumer reporting agency in accordance with section 3711(e) of Title 31.



USA Patriot Act of 2001

¿ Section  20 2  Autho rity to  In te rcept Vo ice  
Com m un ications  in  Com pute r Hacking 
Inves tigations

Previous law : Under previous law  investigators could • Previous law : Under previous law, investigators could 
not obtain a wiretap order to intercept wire 
communications (those involving the human voice) for 
i l ti  f th  C t  F d d Ab  A t ( 8 violations of the Computer Fraud and Abuse Act (18 

U.S.C. § 1030). 

• Am endm ent: Section 202 amends 18 U.S.C. § 2516(1) –5 ( )
the subsection that lists those crimes for which 
investigators may obtain a wiretap order for wire 
communications – by adding felony violations of 18 
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by g y
U.S.C. § 1030 to the list of predicate offenses.

Source: http:/ / www.usdoj.gov



USA Patriot Act of 2001 (cont’d)

¿ Section  20 9  Obtain ing Vo ice -m ail and Other Sto red Vo ice  
Com m un icationsCom m un ications

• Previous law : Under previous law, the Electronic Communications Privacy Act 
("ECPA"), 18 U.S.C. § 2703 et seq., governed law enforcement access to stored 
electronic communications (such as e-mail), but not stored wire communications 
(such as voice-mail). Instead, the wiretap statute governed such access because the 
definition of "wire communication" (18 U.S.C. § 2510(1)) included stored 
communications, arguably requiring law enforcement to use a wiretap order (rather 
than a search warrant) to obtain unopened voice communications. Thus, law ) p ,
enforcement authorities used a wiretap order to obtain voice communications stored 
with a third party provider but could use a search warrant if that same information 
were stored on an answering machine inside a criminal’s home.

R l ti  t d i  i ti  th h ti  2510(1) t d l  d • Regulating stored wire communications through section 2510(1) created large and 
unnecessary burdens for criminal investigations. Stored voice communications 
possess few of the sensitivities associated with the real-time interception of 
telephones, making the extremely burdensome process of obtaining a wiretap order 

bl  
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unreasonable. 



Government Paperwork 
Elimination Act (GPEA)Elimination Act (GPEA)

Section 1. What GPEA policies should agencies follow?
The Government Paperwork Elimination Act (GPEA) requires Federal 

agencies, by October 21, 2003, to provide individuals or entities the option 
to submit information or transact with the agency electronically and to 
maintain records electronically when practicable  GPEA specifically states maintain records electronically when practicable. GPEA specifically states 
that electronic records and their related electronic signatures are not to be 
denied legal effect, validity, or enforceability merely because they are in 
electronic form. It also encourages Federal government use of a range of 
electronic signature alternatives. 

Sections 1703 and 1705 of GPEA charge the Office of Management and Budget 
(OMB) with developing procedures for Executive agencies to follow in 

i  d ti  l t i  d t  d i t  i l di  using and accepting electronic documents and signatures, including 
records required to be maintained under Federal programs and 
information that employers are required to store and file with Federal 
agencies about their employees. These procedures reflect and are to be 
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g p y p
executed with due consideration of the following policies: 



Government Paperwork 
Elimination Act (GPEA) (cont’d)Elimination Act (GPEA) (cont d)

• maintaining compatibility with standards and technology for electronic 
signatures generally used in commerce and industry and by State signatures generally used in commerce and industry and by State 
governments; 

• not inappropriately favoring one industry or technology;

• ensuring that electronic signatures are as reliable as appropriate for the g g pp p
purpose in question;

• maximizing the benefits and minimizing the risks and other costs;

• protecting the privacy of transaction partners and third parties that have p g p y p p
information contained in the transaction;

• ensuring that agencies comply with their recordkeeping responsibilities 
under the FRA for these electronic records. Electronic record keeping 

t  li bl   th  i f ti  b itt d   i d b  th  systems reli ably preserve the information submitted, as required by the 
Federal Records Act and implementing regulations; and

• providing, wherever appropriate, for the electronic acknowledgment of 
electronic filin gs that are successfull y submitted. 
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e ect o c gs t at a e success u y sub tted. 



Government Paperwork 
Elimination Act (GPEA)Elimination Act (GPEA)

¿ Section 2. What GPEA Procedures Should Agencies Follow?
• GPEA recognizes that building and deploying electronic systems to 

complement and replace paper-based systems should be consistent with 
the need to ensure that investments in information technology are 
economically prudent to accomplish the agency's mission, protect privacy, y p p g y , p p y,
and ensure the security of the data. Moreover, a decision to reject the 
option of electronic filing or record keeping should demonstrate, in the 
context of a particular application and upon considering relative costs, 
risks, and benefits given the level of sensitivity of the process, that there is risks, and benefits given the level of sensitivity of the process, that there is 
no reasonably cost-effective combination of technologies and management 
controls that can be used to operate the transaction and sufficiently 
minimize the risk of significant harm. Accordingly, agencies should 
develop and implement plans  supported by an assessment of whether to develop and implement plans, supported by an assessment of whether to 
use and accept documents in electronic form and to engage in electronic 
transactions. The assessment should weigh costs and benefits and involve 
an appropriate risk analysis, recognizing that low-risk information 

  d l  i i l id i  hil  hi h i k  
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processes may need only minimal consideration, while high-risk processes 
may need extensive analysis.



Government Paperwork 
Elimination Act (GPEA) (cont’d)Elimination Act (GPEA) (cont d)

• Performing the assessment to evaluate electronic signature alternatives should not 
be viewed as an isolated activity or an end in itself. Agencies should draw from and 
feed into the interrelated requirements of the Paperwork Reduction Act, the Privacy 
Act, the Computer Security Act, the Government Performance and Results Act, the 
Clinger-Cohen Act, the Federal Managers' Financial Integrity Act, the Federal 
Records Act, and the Chief Financial Officers Act, as well as OMB Circular A-130 and 
P id ti l D i i  Di ti  6Presidential Decision Directive 63.

• The assessment should develop strategies to mitigate risks and maximize benefits in 
the context of available technologies, and the relative total costs and effects of 
implementing those technologies on the program being analyzed. The assessment 
l  h ld b  d  d l  b li  d ifi bl  f   h  also should be used to develop baselines and verifi able performance measures that 

track the agency's mission, strategic plans, and tactical goals, as required by the 
Clinger-Cohen Act. 

• In addition to serving as a guide for selecting the most appropriate technologies, the 
f d b f h ld b d d h b dassessment of costs and benefits should be designed so that it can be used to 

generate a business case and verifiable return on investment to support agency 
decisions regarding overall programmatic direction, investment decisions, and 
budgetary priorities. In doing so, agencies should consider the effects on the public, 
its needs  and its readiness to move to an electronic environment
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its needs, and its readiness to move to an electronic environment.
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http:/ / www.gob.mx/

The portal to the government of Mexico includes general information 
about Mexico and its government agencies

It also covers the following topics: education, democracy, 
employment, health, sports, culture, national security, environment, employment, health, sports, culture, national security, environment, 
foreign relations, transportation, immigration, family, agriculture, 
tourism, business, and housing.
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Mexico

Section  30 -4 5-5 — Unautho rized com pute r use
A  h  k i l  illf ll  d i h  h i i   A person who knowingly, willf ull y and without authorization, or 
having obtained authorization, uses the opportunity the 
authorization provides for purposes to which the authorization 
does not extend  directly or indirectly accesses  uses  takes  does not extend, directly or indirectly accesses, uses, takes, 
transfers, conceals, obtains, copies or retains possession of any 
computer, computer network, computer property, computer 
service  computer system or any part thereof  when theservice, computer system or any part thereof, when the

• damage to the computer property or computer service has a value of 
two hundred fifty dollars ($250) or less, is guilty of a petty 
misdemeanor;;

• damage to the computer property or computer service has a value of 
more than two hundred fifty dollars ($250) but not more than five 
hundred dollars ($500), is guilty of a misdemeanor;
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Mexico (cont’d)

• damage to the computer property or computer 
service has a value of more than five hundred dollars 
($500) but not more than two thousand five 
hundred dollars ($2,500), is guilty of a fourth 
d  f ldegree felony;

• damage to the computer property or computer 
service has a value of more than two thousand five 
h d d d ll ($ ) b hhundred dollars ($2,500) but not more than twenty 
thousand dollars ($20,000), is guilty of a third 
degree felony; 

• damage to the computer property or computer 
service has a value of more than twenty thousand 
dollars ($20,000), is guilty of a second degree felony
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http:/ / www.jf.gov.br/
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Brazilian Laws

¿ ENTRY OF FALSE DATA INTO THE INFORMATION SYSTEM

• Art. 313-A. Entry, or facilitation on the part of an authorized employee of the entry, of 

false data, improper alteration or exclusion of correct data with respect to the 

information system or the data bank of the Public Management for purposes of information system or the data bank of the Public Management for purposes of 

achieving an improper advantage for himself or for some other person, or of causing 

damages

¿ Penalty-imprisonment for 2 to 12 years, and fines

¿ UNAUTHORIZED MODIFICATION OR ALTERATION OF THE INFORMATION SYSTEM

A  B  M difi i   l i  f h  i f i      • Art. 313-B. Modifi cation or alteration of the information system or computer program 

by an employee, without authorization by or at the request of a competent authority

¿ Penalty-detention for 3 months to 2 years, and fines
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http:/ / canada.justice.gc.ca/ en/

This website  provides all the source of consolidated Acts and regulations of 
Canada

The Canadian Legal Information Institute (CanLII) is a not-for-profit 
organization launched by the Federation of Law Societies of Canada with the 
goal of making primary sources of Canadian law accessible at no charge on the goal of making primary sources of Canadian law accessible at no charge on the 
Internet. CanLII gathers legislative and judicial texts, as well as legal 
commentaries, from federal, provincial and territorial jurisdictions on a single 
Web site.
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http:/ / canada.justice.gc.ca/ en/  
(cont’d)(cont d)
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Canadian Laws

¿ Canadian Criminal Code Section 342.1 states:

¿ (1) Every one who, fraudulently and without color of right,

• (a) obtains, directly or indirectly, any computer service,

• (b) by means of an electro-magnetic, acoustic, mechanical or other device, intercepts 

or causes to be intercepted, directly or indirectly , any function of a computer system

• (c) uses or causes to be used, directly or indirectly, a computer system with intent to 

commit an offence under paragraph (a) or (b) or an offence under section 430 in 

relation to data or a computer systemp y

¿ Person to commit an offence under paragraph (a), (b) or (c) is guilty of an 

indictable offence and liable to imprisonment for a term not exceeding ten years
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U it d Ki d  United Kingdom 
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http:/ / www.opsi.gov.uk

OPSI(Office of Public Sector Information) provides the full text of all 
li bli l (f d ) d llUK Parli ament Public General Acts (from 1988 onwards) and all  

Local Acts (from 1991 onwards) as they were originally enacted.
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United Kingdom’s Cyber Laws

Com pute r Misuse  Act 19 9 0
( ) A  i  ilt  f  ff  if(1) A person is guilt y of an offense if-

(a) he causes a computer to perform any function with the intent to secure 
access to any program or data held in any computer,
(b) the access he intends to secure is unauthorized  and(b) the access he intends to secure is unauthorized, and
(c) he knows at the time when he causes the computer to perform the function 
that that is the case

(2) The intent a person has to have to commit an offense under this p
section need not to be directed at:

(a) any particular program or data,
(b) a program or data of any particular kind, or
( )    d t  h ld i   ti l  t(c) a program or data held in any particular computer

(3) A person guilty of an offense under this section shall be liable on 
summary conviction to imprisonment for a term not exceeding six 
months or to a fine not exceeding level 5 on the standard scale or to 
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United Kingdom’s Cyber Laws 
(cont’d)(cont d)

(4) A person is guilty of an offense under this section if he commits an 
offense under section 1 above (" the unauthorized access offense") with offense under section 1 above (  the unauthorized access offense ) with 
intent
(a) to commit an offense to which this section applies; or 
(b) to facilitate the commission of such an offense and the offense he intends 
to commit or facilitate is referred to below in this section as the further offense

(5) This section applies to offences
(a) for which the sentence is fixed by law; or
(b) f  hi h   f t t   f    ( t i l  (b) for which a person of twenty-one years of age or over (not previously 
convicted) may be sentenced to imprisonment for a term of five years 

(6) It is immaterial for the purposes of this section whether the further 
offense is to be committed on the same occasion as the unauthorized 

ff faccess offense or on any future occasion
(7) A person may be guilty of an offense under this section even though 

the facts are such that the commission of the further offense is 
impossible
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United Kingdom’s Cyber Laws 
(cont’d)(cont d)

(8) A person guilty of an offense under this section shall be liable
(a) on summary conviction  to imprisonment for a term not exceeding the (a) on summary conviction, to imprisonment for a term not exceeding the 
statutory maximum or to both; and
(b) on conviction on indictment, to imprisonment for a term not exceeding 
five years or to a fine or to both

(9) A person is guilty of an offense if -(9) A person is guilty of an offense if -
(a) he does any act which causes an unauthorized modification of the contents 
of any computer; and -
(b) at the time when he does the act he has the requisite intent and the 
requisite knowledgerequisite knowledge.

(10) For the purposes of subsection (1)(b) above the requisite intent is an 
intent to cause a modification of the contents of any and by so doing -
(a) to impair the operation of any computer;(a) to impair the operation of any computer;
(b) to prevent or hinder access to any program or data held in any computer; 
or
(c) to impair the operation of any such program or the reliability of any such 
data
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Police and Justice Act 2006

Unautho rized access  to  com pute r m ate rial 
( ) I  th  C t  Mi  A t  (  8) (“th   A t”)  ti   (1) In the Computer Misuse Act 1990 (c. 18) (“the 1990 Act”) , section 1 

(offence of unauthorized access to computer material) is amended 
as follows. 

(2) In subsection (1)(2) In subsection (1)—
(a) in paragraph (a), after “any computer” there is inserted “, or to enable 
any such access to be secured”; 

(b) in paragraph (b)  after “secure” there is inserted “  or to enable to be (b) in paragraph (b), after secure  there is inserted , or to enable to be 
secured,”. 

(3) For subsection (3) there is substituted—
“(3) A person guilty of an offence under this section shall be liable—(3) A person guilty of an offence under this section shall be liable—

(a) on summary conviction in England and Wales, to imprisonment 
for a term not exceeding 12 months or to a fine not exceeding the 
statutory maximum or to both; 
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Police and Justice Act 2006 
(cont’d)(cont d)

(b) on summary conviction in Scotland, to imprisonment for a term 
not exceeding six months or to a fine not exceeding the not exceeding six months or to a fine not exceeding the 
statutory maximum or to both; 

(c) on conviction on indictment, to imprisonment for a term  not 
exceeding two years or to a fine or to both.” 

Making, supplying o r obtain ing articles  fo r use  in  com pute r 
m isuse  o ffences  
After section 3 of the 1990 Act there is inserted—

“3A  Making, supplying o r obtain ing articles  fo r use  in  
o ffence  under section  1 o r 3  
(1) A person is guilty of an offence if he makes, adapts, supplies or offers to 

l   i l  i di  i   b  d  i    i  i  h  supply any article intending it to be used to commit, or to assist in the 
commission of, an offence under section 1 or 3. 

(2) A person is guilty of an offence if he supplies or offers to supply any 
article believing that it is likely to be used to commit, or to assist in the 
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Police and Justice Act 2006 
(cont’d)(cont d)

(3) A person is guilty of an offence if he obtains any article with a view 
t  it  b i  li d f   t  it   t  i t i  th  i i  to its being supplied for use to commit , or to assist in the commission 
of, an offence under section 1 or 3. 

(4) In this section “article” includes any program or data held in 
electronic form. electronic form. 

(5) A person guilty of an offence under this section shall be liable—

(a) on summary conviction in England and Wales, to imprisonment for a 
term not exceeding 12 months or to a fine not exceeding the statutory 
maximum or to both; 

(b) on summary conviction in Scotland, to imprisonment for a term not 
exceeding six months or to a fine not exceeding the statutory maximum g g y
or to both; 

(c) on conviction on indictment, to imprisonment for a term not 
exceeding two years or to a fine or to both.”
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http:/ / europa.eu/

This site provides user-friendly fact sheets which summarize EU legislation. The fact sheets are 
divided into 32 subject areas which are the  Activities of the European Union. You will find not 
only summaries of existing measures  but also a follow up of legislative proposals in policies as only summaries of existing measures, but also a follow-up of legislative proposals in policies as 
diverse as External Relations and Employment and Social Affairs. With almost 2,500 fact sheets 
updated daily, the coverage of legislation is comprehensive and up-to-date
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European Laws

¿ SECTION 1 - SUBSTANTIVE CRIMINAL LAW 

¿ According to this law  following are considered as offences:¿ According to this law, following are considered as offences:

• Title 1 - Offences against the confidentiality, integrity and availability of computer 

data and systems

• Article 2 - Illegal Access 

– Each Party shall adopt such legislative and other measures as may be necessary to 

establish as criminal offences under its domestic law, when committed intentionally, 

the access to the whole or any part of a computer system without right

• Article 3 - Illegal Interception

• Article 4 Data Interference• Article 4 - Data Interference

– Each Party shall adopt such legislative and other measures as may be necessary to 

establish as criminal offences under its domestic law, when committed intentionally, 

the damaging  deletion  detoriation  alteration or suppresion of computer data without 
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Belgium Laws

¿ COMPUTER HACKING

¿ Article 550(b) of the Criminal Code:

¿ §1. Any person who, aware that he is not authorised, accesses or maintains his 

access to a computer system, may be sentenced to a term of imprisonment of 3 

months to 1 year and to a fine of (Bfr 5,200-5m) or to one of these sentences

If h  ff  ifi d i  §  b  i  i d i h i i   d f d  h  ¿ If the offence specifi ed in §1 above is committed with intention to defraud, the 

term of imprisonment may be from 6 months to 2 years

¿ §2  Any person who  with the intention to defraud or with the intention to ¿ §2. Any person who, with the intention to defraud or with the intention to 

cause harm, exceeds his power of access to a computer system, may be 

sentenced to a term of imprisonment of 6 months to 2 years and to a fine of 

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 

(BFr 5,200-20m) or to one of these sentences
Source: http:/ / w w w .m osstingrett.no/



kDenmark 

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 



http:/ / www.denmark.dk/

This site provides the information about MINISTRY OF JUSTICE 

The Ministry handles tasks relating to the entire judicial system, including the 
police service, the Office of the Public Prosecutor, the legal system, and the 
prison and probation servicesprison and probation services

The Ministry is also responsible for legislation pertaining to the law of 
persons and family law, and legislation pertaining to securities and data 
protectionprotection.
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Denmark Laws

¿ Penal Code Section 263:

• (2) Any person who, in an unlawful manner, obtains access to another persons 

information or programs which are meant to be used in a data processing system, p g p g y

shall be liable to a fine, to simple detention or to imprisonment for a term not 

exceeding 6 months

• (3) If an act of the kind described in subsection 1 or 2 is committed with the intent to 

procure or make oneself acquainted with information concerning trade secrets of a 

company or under other extraordinary aggravating circumstances, the punishment 

shall be increased to imprisonment for a term not exceeding 2 years
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http:/ / www.legifrance.gouv.fr/

This is an official website for Legal laws in France. These legal rules can 
be adopted by States or between States, on a national level, but they can be adop ed by S a es o be ee S a es, o a a o a e e , bu ey ca
also come from national and international case-law.
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France Laws

¿ Chapter III: ATTACKS ON SYSTEMS FOR AUTOMATED DATA PROCESSING

¿ Article 323-1:

• The act of fraudulently gaining access to, or maintaining, in all or part of an y g g g p

automated data processing system is punishable by imprisonment not 

exceeding one year and a fine of up to 100.000 F

¿ Article 323-2:

• The act of hindering or of distorting the functioning of an automated data 

processing system is punishable by imprisonment not exceeding three years 

and a fine up to 300.000 FF
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http:/ / www.zuwanderung.de

This is an German website for Federal Ministry of Justice,, is responsible for 
legal policy and has the central task of upholding the German constitutional 
state  In the BMJ new laws are prepared and existing ones are amended or state. In the BMJ new laws are prepared, and existing ones are amended or 
repealed.
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German Laws

¿ Penal Code Section 202a. Data Espionage:

• (1) Any person who obtains without authorization, for himself or for another, 

data which are not meant for him and which are specially protected against 

unauthorized access, shall be liable to imprisonment for a term not exceeding 

three years or to a fine 

• (2) Data within the meaning of subsection 1 are only such as are stored or 

t itt d l t i ll   ti ll   i   f  t di tl  i ibltransmitted electronicall y or magneticall y or in any form not directly visible

¿ Penal Code Section 303a: Alteration of Data

• (1) Any person who unlawfully erases  suppresses  renders useless  or alters data • (1) Any person who unlawfully erases, suppresses, renders useless, or alters data 

(section 202a(2)) shall be liable to imprisonment for a term not exceeding two 

years or to a fine
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Greece Laws

¿ Criminal Code Article 370C§2:

• Every one who obtains access to data recorded in a computer 

or in the external memory of a computer or transmitted by or in the external memory of a computer or transmitted by 

telecommunication systems shall be punished by 

imprisonment for up to three months or by a pecuniary 

penalty not less than ten thousands drachmas

• If the act concerns the international relations or the security y

of the State, he shall be punished according to Art. 148
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Italian Laws

¿ Penal Code Article 615 ter: Unauthorized access into a computer or 

l i i  telecommunication systems:

• Anyone who enters unauthorized into a computer or telecommunication system 

protected by security measures  or remains in it against the expressed or protected by security measures, or remains in it against the expressed or 

implied will of the one who has the right to exclude him, shall be sentenced to 

imprisonment not exceeding three years

• The imprisonment is from one until five years

• if the crime is committed by a public official or by an officer of a public service, 

through abuse of power or through violation of the duties concerning the 

function or the service, or by a person who practices - even without a licence -

the profession of a private investigator, or with abuse of the capacity of a 
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Netherlands Laws

¿ Criminal Code Article 138a:

• Any person who intentionally and unlawfully accesses an 

automated system for the storage or processing of data, y g p g ,

or part of such a system, shall be liable, as guilty of 

breach of computer peace, to term of imprisonment not p p , p

exceeding six months or a fine of 10.000 guilders if he:

– (a). Breaks through a security system, or(a). Breaks through a security system, or

– (b) obtains access by a technical intervention, with the help 

of false signals or a false key or by acting in a false capacity
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http:/ / norway.usembassy.gov/ norway/

This U.S. Embassy website is a guide to a broad range of information about Norway. The 
guide includes references to internet resources as well as information about commercial 
online databases  print resources  and institutions and/ or specialists who can provide online databases, print resources, and institutions and/ or specialists who can provide 
further information on a given topic. 
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Norway

Penal Code  § 14 5: 
Any person who unlawfully opens a letter or other closed document or in Any person who unlawfully opens a letter or other closed document or in 
a similar manner gains access to its contents, or who breaks into another 
persons locked depository shall be liable to fines or to imprisonment for 
a term not exceeding 6 monthsg
The same penalty shall apply to any person who unlawfully obtains 
access to data or programs which are stored or transferred by electronic 
or other technical means.
If d  i  d b  th  i iti    f h th i d If damage is caused by the acquisiti on or use of such unauthorized 
knowledge, or if the felony is committed for the purpose of obtaining for 
any person an unlawful gain, imprisonment for a term not exceeding 2 
years may be imposedyears may be imposed
Accomplices shall be liable to the same penalty
Public prosecution will only be instituted when the public interest so 
requires
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Norway (cont’d)

Penal Code  §14 5b:
Any person who unlawfully makes available a computer password or similar 
d t  b  hi h th  h l    t f  t  t  i  bl  f b i  data, by which the whole or any part of a computer system is capable of being 
accessed, shall be sentenced for spreading of access data, to a fine or 
imprisonment not exceeding 6 months or both.
Serious spreading of access data shall be sentenced to imprisonment not 
exceeding 2 years  In deciding whether the spreading is serious  special regard exceeding 2 years. In deciding whether the spreading is serious, special regard 
shall be paid to whether the data may access sensitive information, whether 
the spreading is extensive or whether the conduct in other respects causes a 
danger for considerable damage.

A  li  h ll b  li bl  t  th   lt  An accompli ce shall be liable to the same penalty 

Penal Code  § 151 b:
Any person who by destroying, damaging, or putting out of action any data 
collection or any installation for supplying power, broadcasting, 
telecommunication, or transport causes comprehensive disturbance in the 
public administration or in community life in general shall be liable to 
imprisonment for a term not exceeding 10 years
Negligent acts of the kind mentioned in the first paragraph shall be punishable 
b  fi   i i  f     di   
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Unauthorized access to data 
processing systemprocessing system

Penal Code : 

Article 143bis: Unauthorized access to data processing system
 h  i h  h i i  d i h  h  i  f i   l f l i  Anyone, who without authorization, and without the intent of procuring an unlawful gain, 

accesses a data processing system which are specially protected against unauthorized 
access, by electronic devices, shall be sentenced to imprisonment or fines

Article 144bis: Damage to data
1. Anyone, who without authorization alters, erases, or renders useless data which is 
stored or transferred by electronic or similar means, shall be punished by imprisonment 
for a term of up to three years or a fine of up to forty thousand Swiss francs if a complaint 
is made
If the offender has caused serious damage  a sentence of five years penal servitude can be If the offender has caused serious damage, a sentence of five years penal servitude can be 
imposed. The offence shall be prosecuted ex officio
2. Any person who produces, imports, circulates, promotes, offers or otherwise makes 
available programs, which he/ she knows, or ought to assume, are to be used for purposes 
of committing an offence mentioned in paragraph 1 above, or gives instructions for the of committing an offence mentioned in paragraph 1 above, or gives instructions for the 
production of such programs, shall be punished by imprisonment for a term of up to 
three years or a fine of up to forty thousand Swiss francs
If the offender commits the offence on a habitual basis for profit, a sentence of up to five 
years penal servitude can be imposed
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http:/ / www.australia.gov.au/

h d h f b lThis site provides the information about Australian Facts & Figures, 
Government & Parliament, Information & Communications, Law & Justice, 
Economics, Finance & Tax and other activities

In case of Law & Justice, Australian Law Online provides access to law and 
justice related information and services from all levels of government. It j g
provides Australians with ready access to clear, understandable, user-
friendly information about the Australian legal system and the government 
organizations that are part of the Australian legal system.

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 



http:/ / www.australia.gov.au/  
(cont’d)(cont d)

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 



News

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 

Source: http:/ / w w w .australianit.new s.com .au/



The Cybercrime Act 2001 

The Cybercrime Act 2001 amended the Criminal Code Act 1995 
to replace existing oudated computer offencesto ep ace e st g oudated co pute  o e ces
478.1 Unauthorized access to, or modification of, restricted data

(1) A person is guilty of an offence if:

( ) th     th i d  t   difi ti  (a) the person causes any unauthorized access to, or modifi cation 
of, restricted data; and

(b) the person intends to cause the access or modification; and

( ) h   k  h  h    difi i  i  (c) the person knows that the access or modifi cation is 
unauthorized; and 

(d) one or more of the following applies:

(i) h  i d d  i  h ld i   C l h (i) the restricted data is held in a Commonwealth computer;

(ii) the resticted data is held on behalf of the Commonwealth;

(iii) the access to, or modification of, the resticted data is 
caused by means of a telecommunications service

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 

caused by means of a telecommunications service

Source: www.cybercrimelaw.net/



The Cybercrime Act 2001 
(cont’d)(cont d)

Penalty: 2 years imprisonmentPenalty: 2 years imprisonment

(2) Absolute liability applies to paragraph (1)(d)

(3) In this section: restricted data means data

(a) held in a computer; and 

(b) to which access is restricted by an access control system 
associated with a function of the computer
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http:/ / lawmin.nic.in/

Legal Service India is the premier and leading Indian Legal portal focused on 
law and government. It provides access to an extensive and fast-growing g p g g
online library of free legal resources for use by legal professionals, students, 
consumers and businesses.
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The Information Technology Act

THE INFORMATION TECHNOLOGY ACT, 2000 (No. 21 
of 2000)of 2000)

CHAPTER XI

OFFENCES

66.Hacking with computer system
(1) Whoever with the intent to cause or knowing that 

he is likely to cause wrongful loss or damage to the public or 
  d t   d l t   lt   i f ti  any person destroys or deletes or alters any information 

residing in a computer resource or dimishes its value or 
utility or affects it injuriously by any means, commits 
hack

(2) Whoever commits hacking shall be punished with 
imprisonment up to three years, or with fine which 
may extend upto two lakh rupees, or with both

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 

Source: http:/ / law m in.nic.in/



Japan 

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 



http:/ / www.moj.go.jp/

This site mentions not only mentions the  basic rules (basic legislation) 
applicable in daily life but also the basic judicial framework under applicable in daily life but also the basic judicial framework under 
which these rules are faithfully observed.
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Japan’s Cyber Laws

Law No. 128 of 1999 (in effect from February 3, 2000)

Husei access kinski hou

Article 3. No person shall conduct an act of unauthorized computer 
access.
(1) An act of making available a specific use which is restricted by an access 
control function by making in operation a specific computer having that access 
control function through inputting into that specific computer, via 
telecommunication line, another person’s identification code for that access 
control function

(2) An act of making available a restricted specific use by making in operation a 
ifi   h i  h   l f i  h h i i  i  i  specifi c computer having that access control function through inputting into it, 

via telecommunication line, any information (excluding an identification code) 
or command that can evade the restrictions placed by that access control 
function on that specific use 
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Japan’s Cyber Laws (cont’d)

(3) An act of making available a restricted specific use by making in operation 

a specific computer  whose specific use is restricted by an access control a specific computer, whose specific use is restricted by an access control 

function installed into another specific computer which is connected, via a 

telecommunication line, to that specific computer, through inputting into it, 

via a telecommunication, any information or command that can evade the 

restriction concerned

Article 4. No person shall provide another person's identification code relating to Article 4. No person shall provide another person s identification code relating to 

an access control function to a person other than the access administrator for 

that access control function or the authorized user for that identification code, 

in indicating that it is the identification code for which specific computer's in indicating that it is the identification code for which specific computer s 

specific use, or at the request of a person who has such knowledge, excepting 

the case where such acts are conducted by that access administrator, or with 
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Japan’s Cyber Laws (cont’d)

Article 8. A person who falls under one of the 
following items shall be punished with penal 
servitude for not more than one year or a fine 
of not more than 500 000 yen:of not more than 500,000 yen:

(1) A person who has infringed the provision 
of Article 3, paragraph 1;of Article 3, paragraph 1;

Article 9. A person who has infringed the 
provision of Article 4 shall be punished with a p 4 p
fine of not more than 300,000 yen
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Singapore Singapore 
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SINGOV, is the default homepage for the Singapore Government Online.  The above site directs  you to 
SIGNOV site. SINGOV is the "Government" component of the Singapore Government Online. It serves 
as a convenient launch pad for users to locate information on the Singapore Government - such as as a convenient launch pad for users to locate information on the Singapore Government - such as 
government news and policies, leadership and bureacracy, official statistics put out by the government, 
as well as details and contact information of public service agencies
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Singapore’s Cyber Laws

Chapter 50A: Computer misuse Act

S i   ( ) A   h  k i l      f   Section 3 – (1) Any person who knowingly causes a computer to perform any 
function for the purpose of securing access without authority, shall be liable on 
conviction to a fine not exceeding $ 5.000 or to imprisonment for a term not 
exceeding 2 years or to both.exceeding 2 years or to both.

(2) If any damage is caused as a restut of an offence under this 
section, a person convicted of the offence shall be liable to a fine not exceeding 
$ 50.000 or to imprisonment for a term not exceeding 7 years or to both

Section 4: Access with intent to commit or facilitate commission of offence

(1) This section shall apply to an offence involving property, fraud, 
dishonesty or which causes bodily harm and which is punishable on conviction y y p
with imprisonment for a term of not less than 2 years.

(2) Any person guilty of an offence under this section shall be liable 
on conviction to a not exceeding $ 50.000 or to imprisonment for a term not 
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Korea 
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Act on Promotion of Information and 
Communications Network Utilization and 
Information ProtectionInformation Protection

CHAPTER VI Stability of the Information and Communications 
NetworkNetwork

Article 48 (Prohibition on Act of Infiltrating into Information and 
Communications Networks, etc.)
(1) Any person shall be prohibited from infiltrating into information and (1) Any person shall be prohibited from infiltrating into information and 
communications networks without any justifiable access right or beyond 
his/ her permitted access right
(2) Any person shall be prohibited from transmitting or distributing any 

 (h i f  f d    " li i  ") h   program (hereinafter referred to as a "mali cious program") that may 
damage, disrupt, and destroy the information and communications 
system, alter and forge the data or programs, etc., or hinder the operation 
thereof without any justifiable reasonsy j
(3) Any person shall be prohibited from sending a large volume of signals 
or data for the purpose of hindering the stable operation of information 
and communications networks or from causing troubles in information 
and communications networks using the method of getting unfair 
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Act on Promotion of Information and 
Communications Network Utilization and 
Information Protection (cont’d)Information Protection (cont d)

Article 49 (Protection of Secrets, etc.)
Any person shall be prohibited from damaging the information of other y p p g g
persons or from infringing, stealing or leaking the secrets of other 
persons, which are processed, stored or transmitted by information and 
communications networks

CHAPTER IX PENAL PROVISIONSCHAPTER IX PENAL PROVISIONS

Article 61 (Penal Provisions)
(1) Any person who has defamed any other person by alleging openly 
facts through information and communications network with the purpose facts through information and communications network with the purpose 
of slandering him/ her shall be punished by imprisonment with or 
without prison labor for not more than 3 years or by a fine not exceeding 
20 million won
(2) Any person who has defamed any other person by alleging openly (2) Any person who has defamed any other person by alleging openly 
false facts through information and communications network with the 
purpose of slandering him/ her shall be punished by imprisonment with 
prison labor for not more than 7 years or the suspension of 
di lifi i  f    h     b   fi   di   
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Laws in Malaysia has refined and strengthened its legal system to 
ensure that citizens are protected in a fair manner  Those laws are ensure that citizens are protected in a fair manner. Those laws are 
mentioned in the following website
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The Computer Crimes Act 1997

COMPUTER CRIMES ACT 1997

PART II OFFENCESPART II OFFENCES

3 (1) A person shall be guilty of an offence if

(a) he causes a computer to perform any function with intent to secure access to 
any program or data held in any computer;y p g y p ;

a. the access he intends to secure is unauthorized; and

(c) he knows at the time when he causes the computer to perform the function 
that that is the case

(2) The intent a person has to have to commit an offence under this section need 
not be directed at -

(a) any particular program or data;

(b)    d t  f  ti l  ki d  (b) a program or data of any particular kind; or

(c) a program or data held in any particular computer

1. A person guilty of an offence under this section shall on conviction be liable to 
a fine not exceeding fifty thousand ringgit or to imprisonment not exceeding 
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Hongkong
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Basic Law of Hongkong website specifies that the Central People's Government is not only 
responsible for foreign affairs but also authorizes the Hong Kong Special Administrative 
R i   d  h  l  l ff i  i  d  i h h  lRegion to conduct the relevant external affairs in accordance with the law
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Telecommunication Law

Unauthorized access to computer by telecommunications

(1)Any person who  by telecommunications  knowingly causes a computer to (1)Any person who, by telecommunications, knowingly causes a computer to 
perform any function to obtain unauthorized access to any program or 
data held in a computer commits an offence and is liable on conviction to 
a fine of $20000. (Amended 36 of 2000 s. 28) 

(2) For the purposes of subsection (1)-

(a) the intent of the person need not be directed at-

(i) any particular program or data; (i) any particular program or data; 
(ii) a program or data of a particular kind; or 
(iii) a program or data held in a particular computer

(b) access of any kind by a person to any program or data held in a computer 
is unauthorized if he is not entitled to control access of the kind in question to 
the program or data held in the computer and-

(i) he has not been authorized to obtain access of the kind in question to the 
program or data held in the computer by any person who is so entitled; 
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Telecommunication Law (cont’d)

(ii) he does not believe that he has been so 
authorized; and 

(iii) he does not believe that he would have been so 
authorized if he had applied for the 

appropriate authorityappropriate authority

(3) Subsection (1) has effect without prejudice to any law 
relating to powers of inspection, search or seizure. 

(4) Notwithstanding section 26 of the Magistrates 
Ordinance (Cap 227), proceedings for an offence 
under this section may be brought at any time within 
  f th  i i  f th  ff   ithi  6 3 years of the commission of the offence or within 6 

months of the discovery of the offence by the 
prosecutor, whichever period expires first
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Summary

In this module, we have reviewed various laws and acts related to 
hacking

These hacking laws has covered the laws present in maximum 
countries including United Status, United Kingdom, Europe, Japan, 
A t l i  I d i  G  Si  B l i  B i l  C d  Australi a, India, Germany, Singapore, Belgium, Brazil , Canada, 
France and Italy
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