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Scenario

Mason is fuming with anger! The notebook which he had ordered 

online from Xm achi Inc., did not have the configuration that he had 

requested.

Wh  t t d  th  t   d t t   ld  When contacted, the customer care department gave a cold response. 

Vengeance crept into his mind. Finally he decided to teach the 

notebook manufacturer a lesson.

Being a Network Administrator of his firm, he knew exactly what he 

was supposed to do. 

W hat w ill Mason do to defam e the notebook m anufacturer?

W hat inform ation w ill Mason need to achieve his goal?
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Module Objective

This module will familiarize you with:

Overview of the Reconnaissance Phase

Footprinting: An Introduction

Information Gathering Methodology of HackersInformation Gathering Methodology of Hackers

Competitive Intelligence gathering

Tools that aid in Footprinting
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Footprinting steps



Module Flow

Competitive Intelligence 
Reconnaissance Phase 

Competitive Intelligence 
Gathering 

Tools Used for 
Footprinting

Footprinting 

Steps to perform 
Footprinting

Information Gathering 
Methodology  

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 



Revisiting Reconnaissance

1
Reconnaissance Reconnaissance refers to the 

preparatory phase where an 
attacker seeks to gather as much 

2
Scanning

5
Clearing Tracks

g
information as possible about a 
target of evaluation prior to 
launching an attack

It involves network scanning, 
either external or internal  

3
Gaining Access

4
Maintaining 

Access

either external or internal, 
without authorization
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Defining Footprinting

Footprinting is the blueprint of the 
security profile of an organization, 
undertaken in a methodological manner

Footprinting is one of the three pre-attack 
phases

An attacker spends 90% of the time in 
profiling an organization and another 10%  
in launching the attack

Footprinting results in a unique 
organization profile with respect to 
networks 
(I t t/ i t t/ t t/ i l ) d 
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(Internet/ intranet/ extranet/ wireless) and 
systems involved



Why is Footprinting Necessary

Footprinting is necessary to systematically and methodically 
ensure that all pieces of information related to the 
aforementioned technologies are identified

Footprinting is often the most difficult task to determine the 
security posture of an entity
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Areas and Information which 
Attackers SeekAttackers Seek

Internet Intranet

• Domain Name
• Network blocks
• IP addresses of reachable systems

Internet 

• Networking protocols used
• Internal domain names
• Network blocks

t a et

b y
• TCP and UDP services running
• System architecture
• ACLs
• IDSes running

• IP addresses of reachable systems
• TCP and UDP services running
• System architecture
• ACLsg

• System enumeration (user and 
group names, system banners, 
routing tables, and SNMP info)

• IDSes running
• System enumeration

Extranet 

• Analog/ digital telephone numbers
• Remote system type

Remote access
• Connection origination and 

destination
• Type of connection

l h i

Extranet 
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• Authentication mechanisms • Access control mechanism



I f t i  G th i  Information Gathering 
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Information Gathering 
MethodologyMethodology

Unearth initial information

Locate the network range

Ascertain active machines

Discover open ports/ access pointsDiscover open ports/ access points

Detect operating systems

Uncover services on ports
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Map the metwork



Unearthing Initial Information

Hacking tool

Sam Spade

• Domain name lookup
• Locations

Commonly includes:

Locations
• Contacts (telephone /  mail)

Information Sources:

• Open source
• Whois
• Nslookup
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Finding a Company’s URL

Search for a company’s URL using a search engine such as GoogleSea c o a co pa y s U us g a sea c e g e suc asGoog e

Type the company’s name in the search engine to get the company’s 
URL

Google provides rich information to perform passive reconnaissance

Check newsgroups, forums, and blogs for sensitive information 
regarding the network

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 



Internal URL

By taking a guess, you may find an internal company URL

b t it

You can gain access to internal 
resources by typing an internal URL

• beta.xsecurit y.com
• customers.xsecurity.com
• products.xsecurity.com
• Partners.xsecurity.com

I t t it• Intranet.xsecurit y.com
• Asia.xsecurity.com
• Namerica.xsecurity.com
• Samerica.xsecurity.com

Japan xsecurity com• Japan.xsecurity.com
• London.xsecurity.com
• Hq.xsecurityc.om
• Finance.xsecurity.com
• www2 xsecurity com
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• www2.xsecurity.com
• www3.xsecurity.com



Extracting Archive 0 f a Website 

You can get all information of a You can get all information of a 
company’s website since the time it was 
launched at www.archive.org

• For example: www.eccouncil.org

You can see updates made to the You can see updates made to the 
website

You can look for employee’s database, 
past products, press releases, contact 
information, and more
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www.archive.org
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www.archive.org (cont’d)
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Google Search for Company’s Info.

Using Google, search company’s news and press releases

From this information, get the company’s infrastructure details
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People Search

You can find personal information using People search p g p

For example, http:/ / people.yahoo.com, http:/ / www.intellius.com

You can get details like residential addresses, contact numbers, date of 
birth, and change of location

You can get satellite pictures of private residences
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Yahoo People Search

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 



Satellite Picture of a Residence
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Best PeopleSearch
http:/ / www bestpeoplesearch com/http:/ / www.bestpeoplesearch.com/
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People-Search-America.com
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Switchboard
http:/ / www.switchboard.com/http:/ / www.switchboard.com/
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Anacubis
http:/ / www.i2.co.uk/ anacubis/http:/ / www.i2.co.uk/ anacubis/
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Google Finance
http:/ / finance.google.com/ financehttp:/ / finance.google.com/ finance
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Yahoo Finance
www.finance.yahoo.comwww.finance.yahoo.com
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Footprinting Through Job Sites 

You can gather company’s infrastructure details from job postings

Look for company’s infrastructure postings such as “looking for 
system administrator to manage Solaris 10 network”

Thi   th t th   h  S l i  t k   itThis means that the company has Solaris networks on site

• E.g., www.jobsdb.com

Job requirements

Employee profilep y p

Hardware 
information

Software 
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Footprinting Through Job Sites(cont’d)
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Footprinting Through Job Sites(cont’d)
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Passive Information Gathering

To understand the current security status of a particular 
Information System, organizations perform either a 
Penetration Testing or other hacking techniques

Passive information gathering is done by finding out the 
freely available details over the Internet and by various 

h  h i  i h  i  i   i h h  other techniques without coming in contact with the 
organization’s servers

Organizational and other informative websites are 
exceptions as the information gathering activities carried 
out by an attacker do not raise suspicion
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Competitive Intelligence Competitive Intelligence 
Gathering
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Competitive Intelligence 
GatheringGathering

“Business m oves fast. Product cycles are m easured in m onths, not 
years. Partners becom e rivals quicker than you can say ‘breach of 
contract.’ So how  can you possibly  hope to keep up w ith your 
com petitors if you can't keep an eye on them ?”

Competitive intelligence gathering is the process 
of gathering information about your competitors 
from resources such as the Internetfrom resources such as the Internet

The competitive intelligence is non-interfering 
and subtle in natureand subtle in nature

Competitive intelligence is both a product and a 
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Competitive Intelligence Gathering 
(cont’d)( )

The various issues involved in competitive 
intelligence are:

• Data gathering
• Data analysis
• Information verification

intelligence are:

• Information security

Cognitive hacking:

• Single source
• Multiple source
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Why Do You Need Competitive 
IntelligenceIntelligence

Compare your products with your competitors’ offeringsp y p y p g

Analyze your market positioning compared to the competitors

Pull up a list of competing companies in the market

Extract salesperson’s war stories on how deals are won and 
lost in the competitive arena

Produce a profile of CEO and the entire management staff of Produce a profile of CEO and the entire management staff of 
the competitor

Predict their tactics and methods based on their previous 
k d 
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Competitive Intelligence 
Resource http:/ / www bidigital com/ ci/Resource http:/ / www.bidigital.com/ ci/
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Companies Providing 
Competitive Intelligence ServicesCompetitive Intelligence Services

Carratu International 

• http:/ / www.carratu.com

• http:/ / www.cicentre.com

CI Center

• http:/ / www.assesstherisk.com

CORPORATE CRIME MANAGEMENT 

• http:/ / www.marwen.ca

Marven Consulting Group

SECURITY SCIENCES CORPORATION

• http:/ / www.securitysciences.com

SECURITY SCIENCES CORPORATION

Lubrinco
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• http:/ / www.lubrinco.com



Carratu International 
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CI Center
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Competitive Intelligence - When Did 
This Company Begin?  How Did It Developp y g p

Laser D for Annual Reports to Stockholders & 10-Ks (Reference Room -
workstation # 12) )

EDGAR database- for 10-K and other report filed with the SEC (also Business 
Database Selection Tool) 

International Directory  of Com pany Histories(Reference - HD 2721 D36) 

Mergent Online- company history and joint ventures (Business Database 
Selection Tool) )

Notable Corporate Chronologies(Reference - HD 2721 N67 1995) 

ORION  UCLA's Online Library Information System (Business Database ORION, UCLA s Online Library Information System (Business Database 
Selection Tool) 
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Enter Search Terms: general electric [for books on GE] , click on button: Search 
Subject Words



Competitive Intelligence- Who 
Leads This CompanyLeads This Company

ABI/ INFORM Global (Business Database Selection Tool) 
S h f  i f t i  S bj t  AND  bi hi  i  S bj t  S hSearch for: microsoft in Subject; AND; biographies in Subject; Search

Hoover's Online- Company Profile includes Key People. (Business Database Selection 
Tool) Tool) 
Also in print as Hoover's Handbook of Am erican Business(Reference - HG 4057 A28617) 

National New spaper Index(Business Database Selection Tool) 
T  i  S h Type in: exxon ; Search 

Reference Book of Corporate Managem ents(Reference Index Area  section 5) Reference Book of Corporate Managem ents(Reference Index Area, section 5) 

W ho's W ho in Finance and Industry(Reference Index Area  section 5) 
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W ho s W ho in Finance and Industry(Reference Index Area, section 5) 



Competitive Intelligence- What 
Are This Company's PlansAre This Company s Plans

ABI/ INFORM Global (Business Database Selection Tool) 
Search for  mci in Compan / Org  AND  alliances in S bject  OR  Search for: mci in Company/ Org.; AND; alliances in Subject; OR; 
market strategy in Subject; Search

LexisNexis Academ ic(Business Database Selection Tool) LexisNexis Academ ic(Business Database Selection Tool) 
Business; Industry & Market; Keyword: Palm; Industry: 
Computer & Telecom; Date: Previous six months; Search 

Business & Industry®  (W eb)(Business Database Selection Tool) 
200X BUS_ IND, Open; Search/ Modify, Company Name; 
Search/ Modify, Business Subject, Modify: Company Forecasts; OK 

Factiva (Business Database Selection Tool) 
Enter free-text terms: intel near plans; Select date: in the last year; 
Select sources: All Content; Run Search 

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 
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Competitive Intelligence - What Does 
Expert Opinion Say About The Company Expert Opinion Say About The Company 

ABI/ INFORM Global [academics] (Business Database Selection Tool) 

First Call [analyst reports] (Business Database Selection Tool) 

FINDEX: Directory  of Market Research Reports(Reference - HF 5415.2 F493) 

Market Research Monitor(Business Database Selection Tool) Market Research Monitor(Business Database Selection Tool) 

Multex [analyst reports] (Business Database Selection Tool) 

Nelson's Directory  of Investm ent Research(Reference - HG 4907 N43) 
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W all Street Transcript "TW ST Roundtable Forum s"and "CEO Forum s"
Features (Unbound Periodicals - 2nd floor) [analysts' discussion of a given industry, see 
this sample issuewith Semiconductor Equipment Industry Roundtable] 



Competitive Intelligence- Who Are 
The Leading CompetitorsThe Leading Competitors

Business Rankings Annual(Reference - HG 4057 A353) 

Hoover's Online- Top Competitors free, More Competitors 
available, use (Business Database Selection Tool) 

Market Share Reporter(Reference HF 5410 M37) Market Share Reporter(Reference - HF 5410 M37) 

U.S. Patent and Trademark Office[identify players in emerging 
product areas, see also other patent resources] 

Reference USA[companies by SICs and more] (Business Database 
Selection Tool) 

TableBase (W eb)[find market shares within articles] (Business 
Database Selection Tool) Database Selection Tool) 

W ard's Business Directory  of U.S. Private and Public 
Com panies (Reference Room, Index Section 1) 
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W orld Market Share Reporter(Reference - HF 1416 W67) 



Competitive Intelligence Tool: 
TrellianTrellian

Trellian compiles and analyzes internet usage statistics to create a 
powerful Competitive Intelligence tool that no business should be powerful Competitive Intelligence tool that no business should be 
without
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Competitive Intelligence Tool: 
Web InvestigatorWeb Investigator

Web Investigator checks sources, public 
databases  and proprietar  search databases  and databases, and proprietary search databases, and 
allows to download and view reports of records 

You can get the report you are looking for

Quickly and efficiently search and locate public 
records online
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Web Investigator: Screenshot
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RelevantNoise

R l tN i i   b i ti b d li  h i  th t i  i l  RelevantNoiseis a subscription-based online search service that mines social 
media for business intelligence

It quickly says about your brands across social media and their impact 

It helps a business to monitor the blog buzz about its products, services, and 
company’s reputation, plus those of its competitors

It also assesses the relative influence of bloggers using factors such as their 
tenure, how often they post, and the number of incoming links to help you 
d t i  h  h th  i i  ll  tt
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determine how much the opinions reall y matter



RelevantNoise: Screenshot
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Reputica Dashboard

The Reputica Dashboard provides online source of information 
about your reputation, with links to the primary sources which 
caused your Reputica rating to go up or down

You can see how your rating has changed over time, and how it is 
compared with other companies or competitors
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Reputica Dashboard: Screenshot
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MyReputation

MyReputation finds out everything that is being said about you 
online and gets rid of the content you do not like online and gets rid of the content you do not like 

You can find detailed information from: 

Social networks (MySpace, Facebook, LiveJournal, Bebo, and more)

Professional reviewed websites

Blogs

Online news sourcesOnline news sources

Photograph, video, and audio sharing sites (Flickr, YouTube, etc.)

Milli  f ddi i l i   h  "  I "
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Milli ons of additional sites on the "open Internet"



Public and Private Websites

A company might maintain public and private 
websites for different levels of accesswebsites for different levels of access

Footprint an organization’s public www 
servers  for example:

• www.xsecurity.com
• www.xsecurity.net

it t

servers, for example:

• www.xsecurit y.net

Footprint an organization’s sub domains 
(private)  for example:

• http:/ / partners.xsecurity.com
• http:/ / intranet.xsecurity.com
• http:/ / channels xsecurity com

(private), for example:
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• http:/ / channels.xsecurity.com
• http:/ / www2.xsecurity.com



F t i ti  T lFootprinting Tools
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Footprinting Tools

Wh i

Some Footprinting Tools:

• Whois
• Nslookup
• ARIN
• Neo Trace
• VisualRoute Trace
• SmartWhois
• eMailTrackerPro
• Website watcher• Website watcher
• Google Earth
• GEO Spider
• HTTrack Web Copier
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Sensepost Footprint Tools - 1
www.sensepost.comwww.sensepost.com

BiLE.plp

• BiLE leans on Google and HTTrack to automate the collections to and from the 
target site, and then applies a simple statistical weighing algorithm to deduce which 
websites have the strongest  relationships with the target site

• Command:• Command:
• perl BiLE.pl www.sensepost.com sp_bile_out.txt

BiLE-weigh.pl

• BiLE-weigh, which takes the output of BiLEand calculates the significance of each 
site found

• Command:
• perl bile-weigh.pl www.sensepost.com sp_bile_out.txt.mine out.txt

tld-expand.pl

• The tld-expand.pl script is used to find domains in any other TLDs
• Command:
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• perl exp-tld.pl [input file] [output file]



Sensepost Footprint Tools - 2
www.sensepost.comwww.sensepost.com

vet-IPrange.pl

• The results from the BiLE-weigh have listed a number of domains with their 
relevance to the target website 

• Command:
• perl vet-IPran ge. pl [ in put file ]  [ true domain file ]  [ out put file ]  p g p [ p ] [ ] [ p ]

<range>BiLE-weigh.pl

qtrace.pl

• qtraceis used to plot the boundaries of networks. It uses a heavily modified qtraceis used to plot the boundaries of networks. It uses a heavily modified 
traceroute using a # custom compiled hping#  to perform multiple traceroutes to 
boundary sections of a class C network

• Command:
• perl qtrace.pl [ i p address file ]  [ output file ]_ _ _

vet-mx.pl

• The tool performs MX lookups for a list of domains, and stores each IP it gets in a 
file

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 

file
• Command:

• perl vet-mx.pl [input file] [true domain file] [output file]



Sensepost Footprint Tools - 3
www.sensepost.comwww.sensepost.com

jarf-rev

• jarf-rev is used to perform a reverse DNS lookup on an IP range. All reverse entries 
that match the filter file are displayed on the screen p y

• Command:
• perl jarf-rev [subnetblock]
• perl jarf-rev 192.168.37.1-192.168.37.118

jarf-dnsbrute

• The jarf-dnsbrute script is a DNS brute forcer when DNS zone transfers are not 
allowed. jarf-dnsbrute will perform forward DNS lookups using a specified domain j p p g p
name with a list of names for hosts

• Command:
• perl jarf-dnsbrute [domain_name] [file_with_names]
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Tool: Big Brother

Big Brother is designed to see how network is 
performing in near real-time from any web performing in near realtime from any web 
browser

It displays status information as web pages or 
WML  f  WAP bl d d iWML pages for WAP-enabled devices

Big Brother uses a client-server architecture g
combined with methods which push and pull data

Network testing is done by polling all monitored 
ser ices from a single machine  and reporting services from a single machine, and reporting 
these results to a central location ( BBDISPLAY)

Big Brother includes support for testing ftp, http, 
h    d  l  i   d 
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https, smtp, pop3, dns, telnet, imap, nntp, and 
ssh servers



Big Brother: Screenshot 1
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Big Brother: Screenshot 2
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Tool: BiLE Suite

The BiLE suite contains a number of PERL scripts that can 
b  d b   P t ti  T t  t  id i  th  ti  be used by a Penetration Tester to aid in the enumeration 
phase of a test

BiLE itself stands for Bi-directional Link Extraction 
utilities

The suite of tools can be used in the footprinting process to 
find both obvious and non-obvious relationships between 
disparatedisparate

With this information, a Pen Tester may then decide to try 
and access sites with close relationships with the target as a 
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and access sites with close relationships with the target as a 
stepping stone into the target network



Tool: Alchemy Network Tool

Alchemy Network Tools is a software package containing a set of network 
l i  d di ti  tilitianalysis and diagnostic utiliti es

It aids network administrators to maintain and manage their networks in the g
nice graphical interface

Alchem  Net ork Tools contains the follo ing net ork 

• Ping 

Alchemy Network Tools contains the following network 
utilities:

• Ping 
• Traceroute
• NSLookup
• Whois
• HTTP/ HTTPS request sender 
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HTTP/ HTTPS request sender 
• SNMP request sender 



Alchemy Network Tool: 
ScreenshotScreenshot
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Tool: Advanced Administrative Tool (AA)

Advanced Administrative Tools is a multithreaded network and system 
diagnostic tool

It is designed to gather detailed information and availability status for network 
and local computer

• Port Scanner
• Proxy Analyzer

RBL L

It combines 12 utilities:

• RBL Locator
• CGI Analyzer
• Email Verifier
• Links Analyzer 

N t k M it  • Network Monitor 
• Process Monitor
• Whois
• System Info

R  Vi  
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• Resource Viewer 
• Registry Cleaner



Advanced Administrative Tool: 
ScreenshotScreenshot
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Tool: My IP Suite

My IP Suite combines Domain-to-IP Converter, Batch Ping, Tracert, Whois, 
W b it  S  d C ti  M it   ll   IP t C t  Website Scanner and Connection Monitor as well as an IP-to-Country 
Converter into a single interface

• Lookup IP address for a single or list of domain names and vice versa
• Find out the country associated with a single or list of domains or IP 

addresses

With powerful IP&Web tool you can: 

addresses
• Perform batch and continuous pings on multiple servers
• Trace IP addresses to their destination and investigate connection 

problems
• Determine name  date  last-modified  version  and operation system of the • Determine name, date, last-modified, version, and operation system of the 

remote web server
• Allow to scan any given web site and produce a list of links found in the 

site, using several criteria to filter results
• Monitor all TCP/ IP connections from computer to the Internet 
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/ p
automatically



My IP Suite: Screenshot 1

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 



My IP Suite: Screenshot 2
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Whois Tools
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Wikto Footprinting Tool
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Tool: Whois Lookup

With whois lookup, you can get personal details and contact 
i f ti  b t th  d iinformation about the domain

• For example, www.samspade.com
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Whois

Re gis tran t:
targetcompany (targetcompany-DOM)

dd#  Street Address
City,  Province
State, Pin, Country
Do m ain  Nam e : targe tco m pan y.COM

Adm in is trative  Co n tact:
Surname, Name (SNIDNo-ORG)     targe tco m pan y@do m ain .co m
targetcompany (targetcompany-DOM)  #  Street Address
City,  Province,  State, Pin, Country
Telephone: XXXXX  Fax  XXXXX

Te chn ical Co n tact:
Surname, Name (SNIDNo-ORG)     targe tco m pan y@do m ain .co m
targetcompany (targetcompany-DOM)  #  Street Address
City,  Province,  State, Pin, Country
Telephone: XXXXX  Fax  XXXXX
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Domain servers in listed order:
NS1.WEBHOST.COM            XXX.XXX.XXX.XXX
NS2.WEBHOST.COM            XXX.XXX.XXX.XXX



Tool: SmartWhois

http:/ / www.softdepia.com/ smartwhois_ downloa
d_ 491.html_ 49

SmartWhois is a useful network information 
utility that allows you to find out all available 
information about an IP address, host name, or 
domain  including country  state or province  city  domain, including country, state or province, city, 
name of the network provider, administrator, and 
technical support contact information

Unlike standard Whois utilities, 
SmartWhois can find the 
i f i  b    information about a computer 
located in any part of the world, 
intelligently querying the right 
database and delivering all the 

l d d  i hi   h  i
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related records within a short time



Tool: ActiveWhois

ActiveWhois is a WHOIS tool that allows to retrieve 
domain specific information and displays it in an domain specific information and displays it in an 
organized overview

Information includes DNS information, IP address, 
and connection speed, as well as all standard 
domain owner information

The program hyperlinks all additional domains that 
are found in results (emails and URLs); launching a 
lookup for a linked domain quickly by simply 
clicking on itclicking on it

ActiveWhois Browser also includes a Direct Whois 
option, which allows to manually specify server to 

ll i i l d i d
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query as well  as supports international domains and 
Internet Explorer/ Firefox integration



ActiveWhois: Screenshot
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Tool: LanWhois

LanWhois allows to lookup owner’s information for any given p y g
domain name or IP address

It archives results for easy reference and also allows to save or 
print information

This program includes a database of international WHOIS servers 
that can be updated online

In addition, LanWhois offers IE toolbar integration for easy access 
from the browser
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from the browser



LanWhois: Screenshot
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Tool: CountryWhois

CountryWhois is a utility for identifying the geographic location of an IP 
ddaddress

It is especially focused on IP-to-country identification and does not need to It is especially focused on IPto country identification and does not need to 
contact external Whois servers

Can be used to:

• Analyze server logs
• Check e-mail address headers
• Identify online credit card fraud
• Determine quickly and accurately the country of 

i i  b  IP dd
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origin by IP address



CountryWhois: Screenshot

The following  result show the product most probably uses a reverse lookup to resolve the IP 
addresses and manages to accurately identify the country of origin
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Tool: WhereIsIP

WhereIsIP helps to find out the geographic location of an IP 
address  domain name  ICQ contacts  website  and email address, domain name, ICQ contacts, website, and e-mail 
sender

Features:

• Powerful Internet address geographic 
location analysis ability

• Domain Name research function; it can 
reverse-resolve a IP address to domain 
name
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WhereIsIP: Screenshot
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Tool: ip2country

ip2country is utility for converting IP’s address to the country’s 
name

Enter any IP address and the country’s name is displayedEnter any IP address and the country s name is displayed
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Ip2country: Screenshot
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Tool: CallerIP

Use CallerIP to easily see when someone has connected to the y
computer, report IP address, and run a trace on that IP address

Using CallerIP Professional  CallerIP can be setup as a server  so you Using CallerIP Professional, CallerIP can be setup as a server, so you 
can monitor computer and its connections

Features:

• Receives instant alerts for high risk connections and 
back doors 

• Identifies spyware and suspicious connections to 
your system 
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your system 
• Reports abuse and illicit activity



CallerIP: Screenshot 1
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CallerIP: Screenshot 2
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CallerIP: Screenshot 3
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Web Data Extractor Tool

Use this tool to extract the Use this tool to extract the 
targeted company’s contact 
data (email, phone, fax) 
from the Internet

Extract url, meta tag (title, 
desc, keyword) for website 
promotion, search 
directory creation  web directory creation, web 
research
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Web Data Extractor Tool: 
ScreenshotScreenshot
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Online Whois Tools

www.samspade.org 

www.geektools.com 

www.whois.net 

www.demon.net 
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Tool: What is MyIP
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DNS Information Extraction 
T lTools
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Tool: DNS Enumerator

DNS Enumerator is an automated sub-domain retrieval tool

It scans Google to extract the results
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DNS Enumerator: Screenshot
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Tool: SpiderFoot

SpiderFoot is a free, open-source, and domain footprinting tool 
hi h ill  th  b it   th t d i   ll  h which will scrape the websites on that domain, as well as search 

Google, Netcraft, Whois, and DNS to build up information like: 

Subdomains

Affiliates 

Web server versions 

Users 

i il d iSimilar domains 

Email addresses 

Netblocks
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SpiderFoot: Screenshot 1
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SpiderFoot: Screenshot 2
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SpiderFoot: Screenshot 3
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Tool: Nslookup

Nslookup is a program to query Internet domain name servers. Displays 
information that can be used to diagnose Domain Name System (DNS) information that can be used to diagnose Domain Name System (DNS) 
infrastructure 

It helps find additional IP addresses if authoritative DNS is known from whoisIt helps find additional IP addresses if authoritative DNS is known from whois

MX record reveals the IP of the mail serverMX record reveals the IP of the mail server

Both Unix and Windows come with a NslookupclientBoth Unix and Windows come with a Nslookupclient

Third party clients are also available – for example   Sam Spade
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Third party clients are also available for example,  Sam Spade



Nslookup: Screenshot
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Extract DNS Information

Using www.dnsstuff.com, you can extract DNS 
information such as:

• Mail server extensions
• IP addresses

information such as:

• IP addresses
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Extract DNS Information: 
SnapshotSnapshot
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Types of DNS Records
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Tool: Necrosoft Advanced DIG

NecrosoftAdvanced DIG (ADIG) is a TCP-based DNS client ( )
that supports most of the available options, including AXFR 
zone transfer 
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Tool: Expired Domains

E i d D i  bl   h h h  li  f i i  d i  Expired Domains enable to search through a list of expiring domain 
names by keyword, domain, character length, and other criteria

The program can download an updated list of domain names with the p g p
click of a button

Multiple filter rules can be created to find domain names that are of 
interestinterest

List can be printed, exported, and selected and domain can be saved 
in a draft list
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Expired Domains: Screenshot
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Tool: DomainKing

DomainKing is a domain name lookup tool that can 
help to find available domain names, including help to find available domain names, including 
domains that are about to expire

It can import or extract domain names from a text 
file and generate them based on keywords

Extract domain names from search engine results, 
hi h bl  t  h f  d i   th t  which enable to search for domain names that are 

expired but still indexed by search engines

DomainKingallows to generate mistyped variations DomainKingallows to generate mistyped variations 
of a domain name

It supports more than 100 domain extensions and 
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It supports more than 100 domain extensions and 
provides a fast lookup with color coded results and 
integrated WHOIS lookup



DomainKing: Screenshot
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Tool: Domain Name Analyzer

Domain Name Analyzer is a domain name lookup tool that allows to Domain Name Analyzer is a domain name lookup tool that allows to 
research, find, register, and manage domain names for product or 
business

It includes options to generate multiple domain names from It includes options to generate multiple domain names from 
keywords and then checks them all for availability through a single 
click

The program is easy to use with a pleasant interface and online help

It supports all global and country code top level domains as well as 
trademark lookup, favorite registrar configuration,  and payment 
status lookup
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Domain Name Analyzer: 
ScreenshotScreenshot
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Tool: DomainInspect

DomainInspect is a domain name tool that helps to find available DomainInspect is a domain name tool that helps to find available 
domain names

Manually input domain names, and check if they are registered, 
or have the program generate a list of domain name 
combinations based on keyword schemes or keywords specified

Domain list can be imported to check them (multi-threaded), and 
optionally save, print, or export results to HTML, Excel, Text, 
XML, or comma-separatedXML, or commaseparated

Additional features include integrated trademark lookup, 

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 

g p,
registration option, and more



DomainInspect: Screenshot
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Tool: MSR Strider URL 
TracerTracer

MSR Strider URL Tracer enables to scan a domain name to see the third party 
domains that it serves content from and/or whether the site is being redirecteddomains that it serves content from and/or whether the site is being redirected

It also includes a feature that allows to generate a list of common typos based 
 th  d i  on the domain name

It scans and browses the list of generated names in order to spot domains that 
i li   i d   i lli  ( i )capitali ze on inadvertent URL misspelli ngs (typo-squatting)

It offers a detailed WHOIS lookup as well as an option to block sites, so they can p p , y
no longer be accessed with Internet Explorer

Strider URL Tracer can also be very useful for webmasters or site owners who 
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S d U o b y o b o o o
want to track down typo-squatting violations



MSR Strider URL Tracer: 
ScreenshotScreenshot
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Tool: Mozzle Domain Name Pro

Mozzle is an advanced domain name search tool that features flexible and 
customizable domain name creation patternscustomizable domain name creation patterns

It also allows brainstorming using a built-in automatic thesaurus

Mozzle also includes Net Speak; a feature that generates alternative spellings to 
domain names, such as "4kids" for the domain name "forkids”

Mozzle offers 3 main search modes:

• Simple Search is the easiest to use
• Advanced Search allows to specify independent groups of alternative 

words with individual settings for the position of the words in domain 
name
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• Pattern Search includes 5 wildcard characters and allows optional and 
alternate domain name parts to be specified



Mozzle Domain Name Pro: 
ScreenshotScreenshot
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Domain Research Tool (DRT)

Domain Research Tool is an application that can be used on the initial enumeration of a 
target networktarget network

i d d i

Functions of DRT:

• Finds domains
• Gathers search engine traffic information
• Enumerates backlinks
• Establishes page ranking statistics with a number of search 

enginesg

• BULK Scanning support
P f l P  S t

Features:

• Powerful Proxy Support
• IDN Support
• Typo Generator
• Portfolio Management support
• Watch List
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• Type-in Domain Finder



Domain Research Tool (DRT): 
ScreenshotsScreenshots

DRT provides the expiry details for the target domain and that it indeed does resolve

DRT provides the Domain registration information  Name Server  and Contact Email AddressDRT provides the Domain registration information, Name Server, and Contact Email Address
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Tool: Domain Status Reporter

Domain Name Status Reporter is a simple tool that 
allows you to monitor the status of  the selected top y p
level domains

You can add interested Domain names into a list, and 
then check all of them (or individual ones) for then check all of them (or individual ones) for 
availability

Supported domains include .com, .net, .org, .edu, .info, pp g
and .biz

In addition to status, program displays expiration date  add t o  to status, p og a  d sp ays e p at o  date 
and last updated date and created date

Settings allow to customize Whois server to be used, as 
well as domain extensions and keywords in Whois 
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well as domain extensions and keywords in Whois 
response that indicate that the domain name may be 
available



Domain Status Reporter: 
ScreenshotScreenshot
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Tool: Reggie

Reggie is an easy to use and flexible domain name checker with a built in 80,000 word 
E li h di t iEngli sh dictionary

It uses both HTTP and Whois searches and works through firewalls and HTTP 
th i tiauthorization

Reggie offers 5 automated search options including a Word List Builder which can build 
a list using a combination of 4 different wordsa list using a combination of 4 different words

It also supports "Sounds Like"using Soundex and Metaphone functions to find available 
domain namesdomain names

Advanced users can also specify which servers to use  for each domain extensions
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Reggie: Screenshot
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Locating Network Rangeg g
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Locate the Network Range

• Finding the range of • Finding the range of 
IP addresses

• Discerning the subnet 
mask

Commonly 
includes:

• ARIN (American 
Registry of Internet Information g y
Numbers)

• Traceroute

Information 
Sources:

• NeoTrace
• Visual Route

Hacking 
Tool:

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 



ARIN
http:/ / www.arin.net/ whois/http:/ / www.arin.net/ whois/

ARIN allows searches on the whois database to locate 
information on a network’s autonomous system 
numbers (ASNs)  networkrelated handles  and other numbers (ASNs), network-related handles, and other 
related point of contact (POC)

ARIN whois allows querying the IP address to find 
information on the strategy used for subnet addressinginformation on the strategy used for subnet addressing
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ARIN: Screenshot

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 



ARIN Whois Output: Screenshot

ARIN allows searches on ARIN allows searches on 
the whois database to locate 
information on a network’s 
autonomous system 
numbers (ASNs), network-
related handles, and other 
related point of contact 
(POC)
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(POC).



Traceroute

Traceroute works by exploitin g a feature of the Internet Protocol y p g
called TTL or Time To Live

T t l  th  th IP k t  t l b t  t  t  Traceroute reveals the path IP packets travel between two systems 
by sending out consecutive sets of UDP or ICMP packets with ever-
increasing TTLs

As each router processes an IP packet, it decrements the TTL. When 
the TTL reaches zero, that router sends back a "TTL exceeded" 
message (using ICMP) to the originatorg g g

Routers with reverse DNS entries may reveal the name of routers, 
network affiliation  and geographic location
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network affiliation, and geographic location



Traceroute: Screenshot
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Trace Route Analysis

Traceroute is a program that can be used to determine the path from source 
to destinationto destination

By using this information, an attacker determines the layout of a network and 
the location of each device

• traceroute1 10 10 20  second to last hop is 1 10 10 1

For example: after running several traceroutes, an 
attacker might obtain the following information:

• traceroute1.10.10.20, second to last hop is 1.10.10.1
• traceroute 1.10.20.10, third to last hop is 1.10.10.1
• traceroute 1.10.20.10, second to last hop is 1.10.10.50
• traceroute 1.10.20.15, third to last hop is 1.10.10.1
• traceroute1 10 20 15  second to last hop is 1 10 10 50• traceroute1.10.20.15, second to last hop is 1.10.10.50

By putting this information together, you can diagram the network (see the next 
slide)
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slide)



Trace Route Analysis
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Tool: 3D Traceroute

3D Traceroute is a full-blown 3
three-dimensional traceroute
program that allows you to 
visually monitor Internet’s 
connectivityconnectivity

It offers an attractive and fast It offers an attractive and fast 
loading 3D interface as well as 
optional text results
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3D Traceroute: Screenshot 1
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3D Traceroute: Screenshot 2
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Tool: NeoTrace (Now McAfee 
Visual Trace)Visual Trace)

NeoTrace shows the 
traceroute output 
visually – map view, 
node view, and IP 
view
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NeoTrace: Screenshot
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Tool: VisualRoute Trace

It shows the 
connection path 
and the places 
where bottlenecks 
occuroccur

www.visualware.com/ download/
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VisualRoute Trace: Screenshot
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Path Analyzer Pro

Path Analyzer Pro delivers advanced network route tracing y g

It traces with performance tests, DNS, whois, and network resolution to 
investigate network issues

It is integrated with all these powerful features in a simple and single It is integrated with all these powerful features in a simple and single 
graphical interface
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Path Analyzer Pro: Screenshot 1
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Path Analyzer Pro: Screenshot 2
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Tool: Maltego

Maltego can be used for the information gathering phase of penetration 
testing making it possible for less experienced testers to work faster and more testing making it possible for less experienced testers to work faster and more 
accurately

Maltego provides you with a graphical interface that makes seeing these 
relationships instant and accurate - making it possible to see hidden relationships instant and accurate making it possible to see hidden 
connections

F i  i t i ti

Maltego has applications in:

• Forensic investigations
• Law enforcement
• Intelligence operations
• Identity fraud investigation
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y g
• Identity verification processes



Maltego: Screenshot
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Layer Four Traceroute

LFT is a sort of 'traceroute' that often works much LFT is a sort of traceroute that often works much 
faster and goes through many configurations of 
packet-filters

LFT implements other features such as AS
number lookups through several reliable sources, number lookups through several reliable sources, 
loose source routing, netblock name lookups, and 
many more

It is the all-in-one traceroute tool because it can 
launch a variety of different probes using ICMP, 
UDP  and TCP protocols  or the RFC1393 trace 
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UDP, and TCP protocols, or the RFC1393 trace 
method



Prefix WhoIs widget 

Prefix WhoIs widget displays the number of prefixes present within the 
global Internet routing table and allows the user to submit queries using a global Internet routing table and allows the user to submit queries using a 
familiar Dashboard interface

It allows the user to submit queries in the form of IP addresses 

The IP addresses are submitted to the Prefix WhoIs project, an organization 
that tracks and models the global internet routing table

It also displays some useful information, such as the size of the overall table 
d i   b  f fi
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Prefix WhoIs widget: Screenshot
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Tool: Touchgraph
www.touchgraph.comwww.touchgraph.com

TouchGraph allows for the 
ti  d i ti  f creation and navigation of 

ineractive graphs. Ideal for 
orginising links, or mind 
mappingpp g
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Touchgraph: Screenshot
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Tool: VisualRoute Mail Tracker 

It shows the number of hops 
made and the respective IP 
addresses, the node name, 
location, time zone, and 
network
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Tool: eMailTrackerPro

eMailTrackerPro is the email analysis 
tool that enables analysis of an email 

d it  h d  t ti ll  d 
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and its headers automaticall y, and 
provides graphical results



Tool: Read Notify 
www.readnotify.comwww.readnotify.com

Mail Tracking is a tracking service that allows you to track when your  mail was read, for 
how long and how many times  and the place from where the mail has been posted  It also 
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how long and how many times, and the place from where the mail has been posted. It also 
records forwards and passing of sensitive information (MS Office format)



E-mail Spiders
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E-Mail Spiders

Have you ever wondered how Spammers generate a huge mailing 
database?database?

They pick tons of e-mail addresses by searching in the Internet

All they need is a web spidering tool picking up e-mail addresses and 
storing them to a database

If th  t l   th  ti  i ht  th   t  h d d  f If these tools run the entire night, they can capture hundreds of 
thousands of e-mail addresses

To o ls :To o ls :

• Web data Extractor
• 1st E-mail Address Spider
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Tool: 1st E-mail Address Spider
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Power E-mail Collector Tool

Power E-mail Collector is a powerful email address harvesting program

It can collect up to 750,000 unique valid email addresses per hour with a Cable/ DSL 
connection

It l  ll t  lid il ddIt only collects valid email addresses

You do not have to worry about ending up with undeliverable addresses

How does it work?

• Just enter a domain that you want to collect email addresses from and press the start button.  
The program opens up many simultaneous connections to the domain and begins collecting 
ddaddresses
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Power E-mail Collector Tool: 
ScreenshotScreenshot
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Locating Network Activityg y
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Tool: GEOSpider

GEO Spider helps you to detect, identify, and monitor 
your network activity on the world map

You can see website’s IP address location on the Earth

GEO Spider can trace a hacker, investigate a website, 
and trace a domain name
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GEOSpider: Screenshot

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 



Tool: Geowhere

Geowherehandles many popular newsgroups to find answers to your Geowherehandles many popular newsgroups to find answers to your 
queries in an easy and fast manner

Geowhere can also seek information from country specific search 
engines for better results

Use Geowhere to footprint an organization’s:p g

• Newsgroups Search
• Mailing list finder

Eas  Web Search• Easy Web Search
• Daily News 
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Geowhere: Screenshot
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GoogleEarth

Google Earth puts a planet's 
worth of imagery and other worth of imagery and other 
geographic information right 
on your desktop

Y   f t i t th  l ti  You can footprint the location 
of a place using GoogleEarth

Valuable tool for Hackers
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GoogleEarth (cont’d)
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GoogleEarth (cont’d)
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Search EnginesSearch Engines
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Kartoo Search Engine
www.kartoo.comwww.kartoo.com
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Dogpile (Meta Search Engine)

Dogpile is a meta search engine; it gets results from Dogpile is a meta search engine; it gets results from 
multiple search engines and directories and then 
combines them and presents to the user

Dogpile page provides code to add search tool to your 
website

It chases down the best results from Internet's top 
search engines, including Google, Yahoo! Search, MSN, 
Ask Jeeves, About, MIVA, LookSmart and others
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Dogpile (Meta Search Engine): Screen Shot
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Tool: WebFerret

WebFerret searches the web quickly and thoroughly by instantly submitting the search query to 
multiple search engines

All results are displayed in a single concise window
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robots.txt

This page located at the root folder holds a list of 
directories and other resources on a site that the owner directories and other resources on a site that the owner 
does not want to be indexed by search engines

All h i  l   bAll search engines comply to r o b o t s .t xt

Y  i h    i  d  d i i   f  

b f l

You might not want private data and sensitive areas of a 
site, such as script and binary locations indexed

¿ Robots.txt file
User-agent: * 
Disallow: /cgi-bin
Disallow: /cgi-perl
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Disallow: /cgi perl
Disallow: /cgi-store



robots.txt: Screenshot
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Tool: WTR - Web The Ripper

WTR - Web The Ripper 2 allows to select and download files that are linked 
f   ifi d b from a specifi ed web page

It analyzes input URL and then displays a list of all downloadable files (images, y p p y g ,
html, programs, mp3 etc.) allowing to select all or individual files

The files are downloaded to a folder of choice and the program can also be The files are downloaded to a folder of choice and the program can also be 
configured to automatically launch anti-virus scanner

In addition  you can specify an extension filter to limit downloads to the In addition, you can specify an extension filter to limit downloads to the 
specified file types
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WTR - Web The Ripper: 
ScreenshotScreenshot
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Tool: HTTrack Web Site Copier

This tool mirrors an entire 
website to the desktop

You can footprint the 
 f  i  contents of an entire 

website locally rather than 
visiting the individual pages

Valuable footprinting tool
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Tool: Reamweaver

Reamweaver lets the 
user automatically 
"funhouse-mirror" 
anyone's websiteanyone s website

When a visitor visits a 
page on your 
Reamweaver site, 
Reamweaver gets the 
page from the target page from the target 
domain, changes the 
words as you specify, 
and stores the result 
(along with images, 
etc )
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etc.)



Tool: Website Watcher

Website watchers can be used to get updates on the website

Can be used for competitive advantages
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Website Watcher: Screenshot 1

EC-Council
Copyright ©  byEC-Council

All Rights Reserved. Reproduction is Strictly Prohibited 



Website Watcher: Screenshot 2 
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Website Watcher: Screenshot 3
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How to Fake Websites
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Steps to Create Fake Login Pages

1 • Open any form building website (www.xyz.com) and sign up

2 • Login with newly registered account

• Click åCreate First Form3 • Click åCreate First Form

4 • Delete all pre-defined entries and just leave ‘First Name’

5 • Click åFirst Name and Click åPower Tool Option

6 • Double click åPasswordBox6

7 • Click the newly form password entry to rename it as ‘Password’
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8 • Click åProperties Option



How to Create Fake Login Pages 
(cont’d)(cont d)

9 • Give any title to the form

10 • Put any link, say http:/ / www.google.com in ThankYou URL

11 • Click åSave and click åSource Option11

12 • Two Options: Option1 & Option2 are visible, copy the full code of ‘Option2’

13 • Open notepad and write the ‘Option2’ code13 Open notepad and write the Option2  code

14 • Save the notepad file as index.html

H t thi  ‘i d ht l’  I t t b  i  FREE h ti  id  i15 • Host this ‘i ndex.html’ on Internet by using FREE hosting provider service

16 • Login in your hosting account and open ‘File Manager’
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17 • Upload index.html



Faking Websites using Man-in-the-
Middle Phishing KitMiddle Phishing Kit

This kit enables hackers to sit between prospective marks and p p
legitimate businesses

Using Universal Man-in-the-Middle Phishing Kit, an attack can 
be launched to import pages from any target website

Malicious users can use this kit to do phishing attacks

It can intercept any type of credentials submitted to a target site
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Faking Websites using Man-in-the-
Middle Phishing Kit (cont’d)Middle Phishing Kit (cont d)

Fraudsters use Universal Man-in-the-Middle Phishing Kit to 
  f k  URL i   i l  d f i dl  li  i fcreate a fake URL via a simple and user-friendly onli ne interface

This fake URL communicates with the legitimate website of the g
targeted organization in real-time

The target victim receives a phishing email and when clicking on The target victim receives a phishing email and when clicking on 
the link s/ he is directed to the fake URL
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Benefits to Fraudster

Using Universal Man-in-the-Middle Phishing Kit, attackers Using Universal Manin the Middle Phishing Kit, attackers 
can launch attack to import WebPages from any target website

This kit can launch attacks, which can intercept any type of 
credentials submitted to the site after the victim has logged 
into the account
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Steps to Perform Footprinting

1 • Find companies’ external and internal URLs

2 • Perform whois lookup for personal details

3 • Extract DNS information

4 • Mirror the entire website and look up names

5 • Extract archives of the website

6 • Google search for company’s news and press releases

7 • ` Use people search for personal information of employees

8 • Find the physical location of the web server using the tool “NeoTracer”

9 • Analyze company’s infrastructure details from job postings
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10 • Track the email using “readnotify.com”



What Happened Next

Mason footprints Xmachi Inc and gets some critical information which 
helps him in his assault on the notebook manufacturer.

The following is a partial list of information that 
Mason gathered :

• Domains and Sub Domains
IP address and address range

Mason gathered :

• IP address and address range
• Contact Details of some employees including the Network 

Administrator; it included telephone number, email id, and address
• Current Technologies

f• DNS information
• Firewalls 

Mason now has enough information to bring down the network of Xmachi
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Mason now has enough information to bring down the network of Xmachi
Inc



Summary

Information gathering phase can be categorized broadly into seven 
hphases

Footprintingrenders a unique security profile of a target systemFootprintingrenders a unique security profile of a target system

Whois and ARIN can reveal public information of a domain that can be 
l d f thleveraged further

Traceroute and mail tracking can be used to the target specific IP and 
l t  f  IP filater for IP spoofing

Nslookup can reveal specific users and zone transfers can compromise 
DNS security
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DNS security
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