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C EH scenario
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Bradley’s boss was alwgs rude towards him anphssed sarcastic
comments on him. Bradley was waiting for a charccesach him a lesson.

One fine day he went casually to a security semwiéln his friend who
wasaseculrty advisorwith arepued firm. Duringthe discourse$ie came
through the keyloggers and their implications ogaorizational security.
He was excited; he got the idea to take revengkismoss.

One day when his boss was out for a luncheon mgetird had forgotten
to lock his cabin, Bradley implanted a hardwarel&gger in to his
keyboard

What kind of information Bradley could lay his hasxdn?
How can he harm his boss?
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C EH Security News
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The Mushrooming Menace of Keyloggers

By Andrew K. Burger # Back to Online Wersion
TechMewsWarld = E-Mail Article
Part of the ECT Mews MNetwarl o Digg It

0418407 4:00 AM PT Reprints

"Most modern keyloggers are considered to be legitimate software or hardware and are sold on the open
market. However, there is an ethical boundary between justified monitoring and monitoring for the purpose of
stealing confidential user information -- a boundary marked by a very fine line," said Nikolay Grebennikov,
deputy director of Kaspersky Lab's R&D department.

There may be few things as disturbing to Internet users as the thought of someone spying on them and capturing their every keystroke,
Unfortunately, this has been happening more frequently as the use of keyloggers, phishing and spoofing grows.

In 2006, Keylogging was the fastest-growing type of malware T in what Kaspersky Lab calls the "TrojWware" category -- and that trend is
expected to carry on through 2007, according to Senior Technical Consultant Shane Coursen.

Programs classified by Kaspersky Lab as Trojan-PSWs -- the majority of which are intended to steal user account information from online gamers --
increased at a 125 percent rate, Kaspersky Lab research analysts wrote in "Malware Evolution 2006; Executive Summary," a recent report available
at Kaspersky's Viruslist.com Web site,

A Growing Problem

Keylogging has been growing at a rapid clip recently, an unhealthy trend for computer and netwaork users, recounted Jens Hinrichsen, product
marketing = manager for the Consumer Solutions Business Unit of RSaA, the security solutions division of EMC {NYSE: EMC) Q.

"The APWG {Anti-Phishing Woarking Group) shows manthly increases in the number of keylogging wvariants, aAdditional sources, such as Sophos GK,
hawve also recorded an ongoing increase in keylogging variants," Hinrichsen told the E-Commerce Times.

Sourcehttp://www.ecommer cetimes.com/
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c EH Module Objective
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This module will familiarize you witl J

 Password cracking

« Password attacks

» |dentifying various password cracking tools
 Formulating countermeasures for password cracking
Escdatingpriviieges

Executing applications

Keyloggers and Spywares

Spywares ankeylogger:countermeasuri
Hiding files

Understanding rootkits

The use of Sganagraphy

Covering tracks
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C EH wvodule Flow
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Password Cracking —> Escalating Privileges — Hiding Files
Password Attacks Executing Applications Rootkits
Password Cracking Keyloggers and
Tools Spywares Sl e )
Password Cracking

Countermeasures —— Covering Tracks
Countermeasur:
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C EH CEH Hacking Cycle
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Enumeratiol

Cracking passwords Escalating privileges —

— Hiding files

Executing applications+

. Covering tracks
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C EH Password Types
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Passwords that contain only letters
« HIJKLMNO

Passwords that contain only numbers
. 758904

Passwods that contain oly specid characters
+ $@%!()

Passwords that contain letters and numbers
* ax15009

Passwords that contain only letters and specialattars

e m@roon$

Passwords that contain onlyespal characters and numbers
© @%$47%

Passwords that contain letters, special charactgrd numbers
e EIn@8%
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C EH Types of Password Attacks

Cartified = Ethicol Hocker

|

Four types of
password attacks

A 4

[
.

Passive online 1
attacks

A 4

Active online 2
attacks

A 4

N

Offline attacks 3

[

.

Non-electronic 4
attacks
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c E H Passive Online Attack: Wire Sniffing
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Access and record the raw network tre

Wait until the authentication gaence

Brute force credentials

Considerations:

 Relatively hard to perpetrate
 Usually computationally complex
 Tools widsglavailable
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c EH Passive Online Attack: Man-in-the-

Middle and Replay Attacl
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Somehow get access to the communications
channel

Wait until the authentication sequence

Proxy authentication-traffic

No need to brute force

— Considerations:

» Relatively hard to perpetrate
 Must be trusted by one or both sides
« Some tools are widely available

« Can sometimes be broken by invalidating
traffic
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. Active Online Attack: Password
CEH

Guessim
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Try different passwords until one wol

Succeeds witl

 Bad passwords
 Open authentication points

Considerations:

« Takes alongtime

 Requires huge amounts of network bandwidth

 Easily detected
e Coreproblem:bad passwods

CHC: Cracking passwords
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c EH Offline Attacks
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Offline attacks are time consuming
LM Hashes are much more vulnerable daesmaller key space and shorter length
Web services are available
Distributed password cracking techniques are abtala
Mitigations:

* Use good passwords

* Remove LM Hashes
o Attacker has password database

Password representations mbstcryptographically secure

Considerations:

* Moore’s law
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C EH offline Attacks (cont'd)
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Dictionary Attack

Try different passwords from a list

Succeals only with poor passwods

Consideration:

* Very fast
 Core problem: bad passwords

CHC: Cracking passwords

EC-Council

Hybrid Attack

Start with the dictionary

Insert entropy:

 Append a symbol
« Append a number

Considerations:

* Relatively fast

e Succeeds when entropy is poorly
usec
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c E H Offline Attack: Brute-force Attack
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Try all possible passwords:

« More commonly, try a subset thereof

Usually implemented with progressive complexity

Typically, LM “hasH inattackad firs

Considerations:

 Veryslow
« All passwords will eventually be found

» Attack against NT hash is much harder than LM hash

CHC: Cracking passwords

EC-Council
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c EH Offline Attack: Pre-Computed Hashe
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Generate lh possble hashes

Compare with the database values

Storing hadhes « LM “Hashes”: 310 Terabytes

requires huge « NTHashes < 15 chars:
storage: 5,652,897,009 exabytes

Solution: Use a time-space tradeoff
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C EH Syllable Attack/ Rule-based Attack/

Hybrid Attack

—— Syllable Attack:
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o Syllable attadk is the combination of Brute forceattadck and Dictionary
attack

 This technigue may be used when the passwordas-axisting word and
the attacker tries some techniques to crack it

——  Rule-based Attack:

 Rule-based attack can be used wihencracker gets some information
aboutthe passwod he/ shewantsto crak

« For example, if the cracker knowatlihe password consists of the words
and two or three digits then he/shafuries some program to generate
suitable passwords

—— Hybrid Attack :

 Ahybrid attack is built on the dictionary attac&thod
« Some numerals and symbols are added to thertActiavords
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C EH Distributed Network Attack
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Distributed Network Attack, (DNA) is a new technigtio recover password
protected files

It uses the machines across the network to deggpswords

The DNA Server is installed in a centtacation where machines running DNA
Client can access it over the network

DNA Server Feature

Adds user dictionaries

Optimizespasswod attads for spedficlanguages
Customizes user dictionaries

Stealth client installation functionality
Automaticaly updates the client whilepdating the DNA Server
Controls what clients work on certain jobs
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C EH Distributed Network Attack
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The DNA Manager is installed in a central location

where machines running DNA Client can access irove
the network

DNA Manager coordinates the attack and alloc:

small portions of the key search to machines thiat a
distributed over the network

DNA Client will run in the background consuming
only unused processor time

The program combines the processing capabilities of
all the clients connected to network and uses it to

3 perform key search on Office 97 and 2000 to dec
X them

CHC: Cracking passwords
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c F H Distributed Network Attack (contd)
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Time estimated

Microsoft Word/Excel (One machine would require 56
: Metwark Traffic l Test Statistics [Passwords Tested) | Test per Job Break Down | Te days maximum)

DA, Metwork Traffic DMA Configuration l\"!EIKIITI um Average
L=
|
h

5 Client MNetwork 11 days 5 1% days
10 Client Metwork 5t days |2 3 days
25 Client Network 21 days |1 14 days
50 Client Metwaork 14 days ||V days
100 Client Metwoaork |12 hours & hours

1 hour 12
minutes

BN T T e e

——a - - d - -
-

= i M

—-do_Jd__1__1

& bandwidth uze

1
e e e R
: T 1

_:'_'I__'I__'I__'I__'I

Z_a-_1

1,000 Client Metwork 36 minutes

Adobe Acrobat PDF (One machine would require 40
days maximum)

Client work, unit lenagth [large intervals reduce nebwork. bandwidth consumg DNA Configuration
2 Min

Time

L
IIIIEIlrﬂIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII 5 Clignt Metwork g days 4 days
1 O M | n 10 Client Metwork 4 days 2 days
25 Client Network 1 %% days |20 hours
Network Bandwidth 50 Client Metwork |20 hours |10 hours
{10 Megabit 100 Client Metwork |10 hours |5 hours

{+ 100 MegabBit _ :
(™ 1 Gigabit 1,000 Client Metwork |1 hour 30 minutes

Note: These calculations are based on 500
MHz, Intel® machines.
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c EH Rainbow Attack
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In rule-based attack, password hash table is
generated in advance (only once) and during
recovery process, cracker simply looks up the hash
these pre-computed tables

Arainbow table is a lookup table specially used in
recoverngthe piaintext passwod from a ciphertext

This attack reduces the auditing time for complex
passwords

CHC: Cracking passwords
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C EH Non-Technical Attacks
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— Shoulder surfing

« Watching someone type his/her password
« Common and successful
« Mouthing password while typing

— Keyboard sniffing

« Hardwareis cheapana fara't agetea
» Software is cheap and hard to detect
 Both can be controlled remotely

— Social engineering

e Discussed in module 11
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c EH http://www.defaultpassword.com/
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’3 ig bertha says: default passwords - Microsoft Internet Explorer

File Edt View Favorites Tools Help

GBack ~ = - ) fat | @ search [EFavorites fMedia % | ESt M=

Address Iej http: e, defaultpassword, comf

Google - - Search Web - 57 blocked Aokl Options 49
=

default password list

Browse by character: ABCDEFGHIJKELMNOPQRSTUY W XY Z0-9

Search

Manufactor: I dp||
Product: I clpl |

Contribute to the default password list,

Add your own experience
Product: I Rewision: I

Protocal: IMU“i j Access: I

User ID: I Password: I dp||

Last updated Z005-05-02 15:49:08 {GMT+1)
contact at defaultpassword dot com

Manufactor:

b

ol
- wap this site, read more -

J<|

|@j Dane

CHC: Cracking passwords

|4 Internet
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c EH http://www.cirt.net/ cgi-bin/passwd.pl
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Default Passwords - Microsoft Internet Explorer

File Edit Wiew Favorites

Tools  Help

GBack + = - ) tat | Qisearch  [FFavorites E0Media £% | By 5 B -

Address |{| hkkp: e, cirt, nek fogi-bin/passwd.pl

j @Go

Google - |

j| %Search Wb v| @ | EIS? blocked ‘EAutoFill | EOptions v )

CIRT.net

Default Passwords
Default Wireless 5510s
Cefault Port List

Scurn Security Search

Sugpicion Breeds Confidence

Next-Gen Load Balancing
Load Balancing with Application
Acceleration and Security

-

Free vulnerability scan
Security Wulnerability scanning & fixing
with LAMguard!

Ads by Goooooogle

Default Passwords

Cefault IDs and Passwords in Wendor Producks

Hikto Web Scanner

Messus Plugins
SETI-web

More..,

Cuclades Console Connec
Cyclades Info Dizclosure
Cyclades Priv Escalation
MySQ0L Eventurn Backdoor
MySOL Eventurn M55

Ew FileManager Retrieval
cPanel File Retrieval
Panel KES

More...

Latest Mews
Press
Linksfarnigos
Lonate

Mikto Loot!

Biodata

ADC Fentrox
Advanced Integration
Aladdin

Alinet

AT

Apache Project
Arrowpomt

[l

Search Default Passwords

Search Passwords

CEW Export | AddTUpdate DE

Accelerated Metworks

279 Vendors, 14132 Passwords
360 Systems
Acer
Adiech
AiwLinke Plus
Alcatel
Allet
Arptron
APC

Asante

[—

3COM
Adaptec
Adiran
Adronet

Alied Telesyn
Alteon
Apache

Apple Computer

Ascend
[Rani=apl LI

€]

Cracking passwords

l_ ’@ ’_ |4 Internet
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c EH http://www.virus.org/index.php?
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TheVirus.Orgdefault password database v
created to provide a resource for verified default
login/password pairs for common networked
devices

This database contains default logins and passwords
whenthe hardwareor soffwareis tirstinstdled

This databasecontansdetault passwods for
equipment and software from many vendors
Including 3Com, Cisco, Nortel, IBM, HP, Compaq,
Digital, D-Link, Linksys, Oracle .and Mictasat

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioibéd

CHC: Cracking passwords

EC-Council




C EH PDF Password Cracker

Cartified  Ethicol Hocker

PDF Password Cracker is the program that
cracks the security on PDF documents

Features

« Supports drags and drops PDF files
e Does not need Adobe Acrobat software

e« Supports Windows 98, ME, NT, 2000, XP, and
2003 Systems

CHC: Cracking passwords

EC-Council
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C EH Abcom PDF Password Cracker
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Abcom PDF Password Cracker is the progr
that cracks the security on PDF documents

Features:

Decypts PDF filesprotected with the ownegpasswords

Instantly removes restrictions on copying, prigtend S
other actions with the file | “’J* My

Supports drag and drop PDF files ﬁ@“;’@
Does not need Adobe Acrobat software e i ]
Supports Windows 98/ ME/NT/2000/XP/2003 systems

Supports PDF1.6 (Acrobat 7.x) files, includingiORC4
decryption, and 128-bit RC4

i
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C EH Password Mitigation
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Use the following in place of passwords:

— Smart cards

« Two-factor authentication
e Difficult to thwart
 High cost of initial deployment

— Biometric
— o
€ \\
o €
e Two- or three-factor authentication ﬂ ct
o Usually defe_ated with non-technical attacks »f/’ \
« \ery expensive &
* Prone to failure

- I Copyright © byEC-Council
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c EH Permanent Account Lockout —

Employee Privilege Abu:

Cartified = Ethicol Hocker

Termination Notice

Employee Name: Enployee ID:
Employee Address: Employee SSN:
Manager Name: Manager ID:

Department:

Termination Effective Date:

Benefits Continuation: QYes Severance Package: QYes
O No O No

Termination Reason: Opening unsolicited e-mail Refusal to abide by security policy
Sending spam Sending unsolicited e-mail
Emanating Viruses Allowin g kids to use conpany
Port scanning computer to do homework
Attempted unauthorized access Disabling virus scanner
Surfing porn Running P2P file sharing
Installing shareware Unauthorized file/web serving
Possession of hacking tools Annoying the Sysadmin

. I Copyright © byEC-Council
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c EH Administrator Password Guessing
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Assuming that NetBIOS TCP139 port
ISopen,the mog effedive method of

breaking into 2000/2003 is password
guessing

Attempting to connect to an
enumerated share (ipc$ or ¢$) and
trying user name/password

e CHC: Cracking passwords

&

\

Default admin$, c$, %systemdrive%
shares are good starting points
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Manual Password Cracking

c EH Algorithm
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1. Find a valid user
2. Create a list of possible passwords
3. Rank the passwords from high probability to
4. Key in each password

5. Ifthe system allows in — Success, or else t@jiag

peter./34dre45

=

Ujohn/dfdfg

Rudy/98#rt

<
<

Jacob/nukk

A

) TR

e s - .. e DA\

Manual Attacker
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All Rights Reserved. Reproduction is Strictly Prioibéd




c EH Automatic Password Cracking

Algorithm

Find a valid user

@

Find encryption algorithm us
¥

Obtain encrypted passwords
g
Create a list opossiblepasswords
@
Encrypt each word
¥
See ifthere is a match for each user ID

@

Repeat steps 1through 6

Cartified  Ethicol Hocker

Ujohn/ dfdfc peter/34dre45

P P
< <

Rudy/98#rt Jacob/nukk

A

Attack Speed 300 words / sec

Dictionary Attack

Copyright © byEC-Council
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c EH Performing Automated Password

Guessin
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Performing automated password guessing is easy—sifopp using the
NT/2000 shell for command based tre standard NET USE syntax

1. Create a simple user name and password file

o 2Pipethisfileinto FORcommar:

e C:\>FOR /F "token=1, 2*" %i in (credentials.txt) do net
use \\target\IPC$ %i /u: %;

password
passwor administrator

~ xyecdf /John

]::'::atl:ne_rrt«a-:ji rebecca
freak you Rumsfield

- I Copyright © byEC-Council
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CEH Tool: NAT
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The NetBIOS Auditig Tool (NAT) is desgned to eplore the NetBIOS file-
sharing services offered by the target system

* [t implements a stepwise approach talger information and attempt to obte
the file system-level access as though it wergydileate local client

If a NETBIOS session can be established at alla® port 139 .theatagar
Is declared “vulnerable”

Once the session is fully set up, transactionsp@réormed to collect more
Information about the server, including any filssgm “shares” it offers

CHC: Cracking passwords Copyright © byEC-Council
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C EH NAT: Screenshot
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[0\ WINNT ' system32',cmd.exe - nat -u usetlist.txt -p pass

[#]——— Obhtaining list of remote MetBIOS names
[#]——— Remote sysztems name tahles:

SYSTEM1YOGI
SYSTEM1YOGI
SOURCE HOMING
SOURCE HOMING
SOURCE HOMING
INet™Services
Got 1

Got 2

_ MSBROUWSE_ Got 2

IS™SYSTEM1YOGI

[#]— Attempting to connect with name: =
[#]——- Unable to connect

[#]——— Attempting to connect with name: SYSTEM1YOGI

[#]1——— GCONWECTED with name: SYSTEM1YOGI

[#]——— Attempting to connect with protocol: MICROSOFT MNETWORKS 1 .63
[#]——— Server time iz Thu Apr 28 B5:36:42 2085

[#]——— Timezone is UTC-7.8

[#]-—— Remote server wants us to encrypt. telling it not to

i I Copyright © byEC-Council
EC-Council CH C CraC kl n g p asswo rd S All Rights Reserved. Reprogﬂ)cl;:gn is St?lictly Prli»ilhdald




c E H Smbbf (SMB Passive Brute Force Tool)
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The SMB Auditing Tool is a password auditing t
for the Windows and the SMB platforms

It makes it possible to exploit the timec '

architecture bug in Windows 2000/ XP, making it
extremely fast when guessing passwords on these

platforms ‘

When running a large password file against
Windows 2000/ XP, it shows statistics up to 1,200

logins/ sec ‘

This means that you could run a commonly used
English dictionary with 53,000 words against a
server in under a minute

. I igh byEC-Council
CH C CraC kl n g p asSwo rd S All Rights Reserved. Reprggsg:gnti?St?’ictly Prli»ri]lh(;ald
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C E H Smbbf Tool
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SMBE - Bruteforcer Ul1.8.4 by <(patrik.karlssonfixsecurity.com?

usage:= smbhhf —1 [options]

—i% IP address of server to bruteforce
Path to file containing passwords
—u Path to file containing users
Server to bruteforce
Path to report file
timeout for connect <default IHBAms>
orkgroupsDomain
Be nice,. antomaticaly detect account lockouts
Be verhose
Protocol version
H — Hethios Mode
1 — Windows 2BHH Hative Mode

Copyright © byEC-Council
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c EH SmbCrack Tool: Screenshot
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v DWW INDOWS, system32h cmd.exe

[usage =1
smhcecrack? <option* [optionl

<option =

IP address of server to crack
Path to file containing passwords
g Path to file containing Password scheme
Path to file containing usersCcan replace by option '—d'?
Path to file containing Crack Session Resume Info

WorkgroupsDomain

Beep When Found one password

Timeout for connect {(default FBBms>

Path to log file ¢default log as "ip’ .txt>

Dump Smh Uzer On Uerhose Mode

Dump Smbh Uszer Instead of User File

Count Mumbher For Dump Smh User <Default 28H)

Auto Skip Some wunavailahle User (Nice Use with '—d’ Option>
MTLM Authenication <default pure SHMB Authenication?

Be verbose When Do Embh Password Crack <default off)

Force Craclk Even Found Uzcr Have Boceon Lock {Muzt uzc with *—H'>

Protocol version B-Methios Mode{default)> 1-Win2K Mative Mode
C:»Documents and Settingzs“Administrator. UINDOWS“Dezktop SMB Password Cracker vl
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C 1, Hacking Tool: LOphtcrack
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P e
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Soepce [P DestnstontP | Dombntl semems | Chiallengs:| | o

= | ..;
—uprdE kgt é

sordE dons
£

SR i« = [
000

_—bazh_tablss
f.af-0
_haghaz Toysd
OFaE 0

R e [ [
THT

——
_ BBUTEEQRCE

sijneselapsad

‘| | 2 GERGIL
Eress Ghart S’ bo Esegen capharg dafa rom e petwork When s done, cick Shop Sl fae ] mr g
Srateig s S poss he 1ol ELlon |o keep Sne G885, & the L ancef| bidion 1o deitand & % doas

e e e e e ] e -

[ ol R 2 el v sl 0o B | o et Rt ngnnad i tre Dot e’ Baied o ol
etk ot aton: M etivorks that s testched msy B Sagburs bS Codimamecsbons rirctvrng dhes

=SHECEnL LESh

B b

Sebsched devace: [\Dlevice\HFF - [4E UCCOC-330FAET1-5C poet Cananl [ ------Esprale
_

 SUMHA
Sorotal- uzect
o
il . ﬂum::!_u;:tﬁ
Ready N

LC4 is a password auditing and recoverygkage distributed by @stake software. SMB
packet capture listens to the local network segneertt captures the individual log
sessions
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C EH Microsoft Authentication
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NTLM (NT LAN M anagejisa
challenge/response form of
authentication that was the defau
network authenticatioprotocol in
Windows NT 4.0/ Windows 2000

Microsoft has upgraded its default
authentication protocol to
Kerberos, a considerably more

secureoption than NTLM

: I Copyright © byEC-Council
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CEH v, NTLMv1, and NTLMv2
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Attribute LM

Password case sensitive | No

Hash key length 56Dbit + 56Dbit

Password hash algorithm DES (ECB mode)

Hashvalue length 64bit + 64bit

C/R key length 56bit + 56bit +
16bit

C/R algorithm DES (ECB mode)

C/Rvaluelength 64bit + 64bit +
64bit

EC-Council

CHC: Cracking passwords

NTLMv1 NTLMv2
Yes Yes

MD4 MD4

12 8bit 12 8bit
56bit + 56bit + 128hit

16bit

DES (ECB mode) HMAC_MD

64bit
64Dbit

5
+ 64bit + 128bit
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c E | NTLM and LM Authentication on the

Wire

Cartified  Ethicol Hocker

Authentication Request

Server — Challenge - nonce

v

y 3

LM Response— DES (LM Hash, nonce,

NTLM Response — DES (Unicode pwd, nonce)

A 4

Authentication Result

A 4

y 3

. Cracking passwords

EC-Council

Server
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C EH Kerberos Authentication
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Client Kerberos Server (KDC)

I am user "angel” and need a Ticket
Granting Ticket (TGT)

e

Here is a TGT =
-~

'R

Encrypted with
user's password

“kirit”
program

#kinit angel .

TGT Password for KDC : Key Distribution Center
angel @DELUFE. TEST; AS : Authentication Service

it TGS : Ticket Granting Service

TGT : Ticket Granting Ticket

Credentials
Cache

. I C ight © byEC-Council
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C EH whatis LAN Manager Hash
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Example: Suppose the password is: 123456qwerty

When this password is encrypted with the LM algom, it is first converted to all uppercase:
123456 QWERTY

The password is padded with null (blank) chdaeas to make it 14 characters in length:
1234%5QWERTY_

Before encrypting this password, 14 charadteing is split in half: 1223456Q and WERTY _

Each string is individually engpted and the results concatenated:

* 123456Q = 6BF11EO4AFAB197F
« WERTY = F1E9FFDCC75575B15

The hash is 6BF11E04AFAB197FF1E9FFDCC75575B15

Note: The first half of the hash contains alphuameric characters and it will take 24 hrs
crack by Lophtcrack and the second half oralkes 60 seconds. LM hashes are not salted

Copyright © byEC-Council
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c EH LM “Hash” Generation
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Padded with NULL to 14 characters
Converted to uppercase

Separated into two 7-character strings

e

<4=mm

LM Hash
Concatenate [ =
Copyright © byEC-Council

Key

Constant ‘

Constant
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CEH wMmHash
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16-byte LM hash 16-byte NTLM hash (md4)
1st 8 bytes of LM hash 2nd 8 bytes of LM hash
from first 7 chars from second 7 cha

The first 8 bytes are derived from the fifdtharacters of the password and the second 8
bytes are derived from characters 8 through 1hefgassword

If the password is less than 7 characténgn the second half will always be
O0XAAD3B435B51404EE

Suppose, for this example, the user's passvihas an LM hash of 0OXxC23413A8A1E7665f
AAD3B435B51404EE

LC4 will crack the password as "WELCOME”

Copyright © byEC-Council
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CEH salting

Cartified  Ethicol Hocker

Salting technique prevents deriving
passwods from the passwod f1il'e

Stored representation differs

Side effect: defeats pre-computed
hash attacks

Alice:root:b4ef21:3bad43D3ce 24a83fe0317608de02bf38d

Bob:root:a9c4fa:3282abd0308323ef0349dc7232¢349ac Same
Password

Cecil:root:209be1:a4830H303c 23af34761de02be038fde08 -—

- I Copyright © byEC-Council
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C EH Pwdump2 and PWdump3

Cartified = Ethicol Hocker

[ ] Command Prompt

D= pudump? >pudump?

Administrator:58A:cfbhdbel?e822a346aad3b435h51404ee - d6h5d6f ?42b8ecc 35
Guest:581 :aad3b435h51484eeaad3ib435h51484ee - 31d6cfeddl6ae?31bhY3c52d e
hh:1886:212ad52F 77885 e5aad3ib435h51484ee s 59dealbdilSaacaa47ded42e?956
IUSR_HISHEM:=1881 : b8dch378bdA35780adc/2d01 2h64f B2 66 UcBefBf edc31c691
IWAM_HISHEM:=1882 :c??abaachdl??2el16bh88cfbifh3d8d5h? -Af 394b23d2231cf663
nor:1085::aad3ib435bh51484eeaadlib435h514B84ee-31d6cfeddl6ae?31bh73Ic59dYed
TsInternetlUszer:1888:a51d8clicbPefefBf 72bcBAd50c6288cA-h4P6cf62aB1cd9c

417 [ | d

pwdump3is a Windows
NT/2000 remote password
hash grabber. Use of this
program reques
administrative privileges
on the remote system

PWdump2 decrypts a
password or password file.
It uses an algorithmi
approach as well as brute
forcing

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioibéd

CHC: Cracking passwords

EC-Council




C EH Tool: Rainbowcrack
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Pre-computes all possible
plaintext-ciphertext pairs in
advance and stores them in

the file called “rainbow table”

Hash cracker

:“CEH~Haja“Tools“rainhowcrackrrcrack
RainhouwCrack 1.2 — Making a Faster Cryptanalytic Time—-Memory Trade—Off
by £hu Shuanglei <shuangleifhotmail.com>
http://wuu.antsight .comszsl/rainhowcracks

1zsage : rcrack rainbow_table_pathname -h hash
rcrack rainbow_tahle_pathname -1 hash_list_file
rcrack rainbow_table_pathname —-f puwdump_file
rainhow_tahle_pathname: pathname of the rainbow tabhle(s), wildchard*, 72 supported
h hash: uze raw hash as input
1 hash_list_file: use hash list file as input,. each hash in a line
fF pudump_file: use pwdump file as input,. this will handle lanmanager hash only

example: rcrack *.rt —-h 5d41482abc4b2a?6b?719d9110817ch72
rcrack ®*.rt —1 hash.txt
rcrack = »t —f hash.txt
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C EH Hacking Tool: KerbCrack
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CC» Copyright
C:~>*kerhcrack
KerbhCrack 1.2

crack

—hl
—h2
—h3
—h4
—h5
—ht
—d

E:"-.,'u'-'INNT"-.,Erstenﬂz"-.,cmd.e:-:e
Microsoft Windows 2808 [Uersion 5.HB.21951

1785-26808 Microsoft Corp.

— ¢ 2882, Arne Uidstrom

— http:/sntzecurity.nuwstoolbhox- kerbcracks

Usage: kerhcrack <capture file} <crack mode> [dictionary filel [paszword sizel

modca =

brute force attack with <a-—=. A—
brute force attack with <{a—=. A-
brute force attack with <a—=. A—
bl + swedish letters
b2 + =syedizh letters
b3 + swedish letters

dictionary attack with specified dictionary file

KerbCrack consists of two programs; kerbsniff andbdaeack

The sniffer listens on the network and captures ddwms 2000/ XP Kerberos logins

The cracker can be used to find the passwdrals the capture file using a brute-force
attack or a dictiongrattack

special characters?

-Council CHC: Cracking passwords
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C EH Hacking Tool: John the Ripper
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It is a command-line tool designed to crack bothX¥and NT passwords

The resulting passwords are case insensitive amdmoarepresent the real mixed-
case password

chn the Ripper UVersion 1.6 Copyright <c¥ 1?2?6—78 by Solar Designer

zage: Jjohn [OPTIONS]1 [PASSWORD-FILES]

zingle "single crack" mode

wvordfile:FILE —=stdin wvordlist mode, read words from FILE or stdin
rules enahle rules for wordlist mode

incrementall :MODE] incremental mode [wsing section MODE]
external :HODE external mode or word filter

stdout [ :LEHGTH 1 no cracking,. Just write words to stdout
restore [ :FILE] restore an interrupted session [from FILE]
session sFILE zet zession file name to FILE

status[=FILE] print status of a seszsion [from FILE]
makechars :FILE make a charset. FILE will bhe overwritten

zhow zhow cracked passwords

test perform a bhenchmark

useprs: [-ILOGIMIUIDL...] load this <(these? useris) only

groups s [-1GIDL,...1] load users of thisz C(thesze) group(s> only
zhells:[-1SHELLI,...1] load users with thiz (these? shelldz?> only
salts: [— ICOUNT load salts with at least COUNT passwords only
format : MAME force ciphertext format MAME <DES-BSDI.-MDS5-BF-AFS.-LM>
zavemem: LEUVEL enable memory saving. at LEUEL 1..3

Copyright © byEC-Council
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C EH Password Sniffing

Cartified  Ethicol Hocker

Password guessing is a tough task

Why not just sniff credentials off the wiles users log in to a server and then
replay them to gain access?

If an attacker is able to eavesdrop Mim/2000 logins, then this approach can
spare lot of random guesswork

Server, ‘
| X

aes -/

- I Copyright © byEC-Council
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C E H How to Sniff SMB Credentials
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Run windump (tcpdump equvalent)
with this command:

e windump -nes 0 -w C:\cehfile tcp[28]=0x72
or tcp[28]=0x73 or tcp[40]=0x72 or
tcp[40]=0x73

- I Copyright © byEC-Council
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c E H Sniffing Hashes Using LophtCrack

Cartified

“»

Ele

Ethical Hocker

Toolz Window Help

a|

o

Uscr Nane

| LariMan Password | <2 |HT Password

| LanMan Hash

SME Packet Capture Dutput | YR Packet Capture Dutput

EC-Council

Sauce P || Destination IP
1000025 100009
1000025 10,009
1000025 10,009

1]

Save Captulel Clear Eae:ﬂurel

HS E3
ername | Challerge | Lantdan Hazh | MNT Haszh |
2f62f4582c.. (32ba73edfER2fE58boOf..  YafB9saeBaldbab3233803..
tratar 2E2f4582c.. 2c32792badbada954b77E.. bE13d2Be4cB3282096534.
tratiar 299c1e113..  d4328d84eaa’bB5B88E1a0..  d4328d834eaazbBBB8ET 5. .
K [+

Sawve Capture

Clear Capture

CHC: Cracking passwords

Done |
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C EH Tool: ScooplLM

Cartified  Ethicol Hocker

This tool captures LM/NTLM authentication exchamgethe network

Supports microsoft-ds, Active DirectarNTLMv2 on NetBIOS over TCP/IP,
Telnet, IS (HTTP), and DCOM over TCP/IP

RPATCTDCORREOROD | FFRLL

92,260,901 182, 140.9.2 Bobh\ HYDOMALR Wl ChZAGATICDTERLSE ROATIR
9. 388.0.1 1&2.168.0.2 adminisTratorh BDCHATH o FADERIOBASIIECEE H15422
192.166.0.1 132.163_0.3 e ATy EDOMATH L¥: 4 BTAZIAEQDFRERIEF IDN283C
d i |
bag 27 Z00Z riz40:-5% -
AEEVEETLTL 1TOEZAGTTY 1%2.148.0.0 192.1488.0.2
HE = 7

=
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CEH
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Password Cracking Tools
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CEH Tool:LCP

Cartified = Ethicol Hocker

Main purpose of the LCP program is user accounswasds
auditing and recovery in Windows NT/2000/ XP/ 2(

Features:

e Account information imports:
 Import from local computer
 Import from remote computer
 Import from SAM file
 Import from .LC file
 Import from .LCS file

Import fromPwDumg file

Import from Sniff file

« Passwords recovery:

* Dictionary attack
 Hwrid of dictionary aml bruteforce attaks
« Brute force attack

CHC: Cracking passwords

EC-Council
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C EH LCP: Screenshot
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# |L.CP - [C:\Program Files\LCP\PwDump01.txt.lcp]
File Wiew Import Session  Help
e DOS ina & @ ©
R Dichiohary attack ® Hybrid attack T Bruke force attack
Dictionary word: 1123 122 HEA3 189736 % done
Starting combination: 1234 Ending combination: 12347
Uzer Hame Lk Pagzword MNT Pagsword <0 *14 LM Hazh MT Hazh
Bills YOROHAMA “okaoHama RECDI236D21095CEY... CO4EB42BAFEE114C8..
.-*-.u:lminiatr-:t-:-r SCLCNOSIS SeleNOSIS FACCA4020DICPPE0...  CPC2022D70haraoic...
fredc CRACKPOT crackpaot MEECZBO4BYFE3RA4T ... BOD30OE3ISEDIEFET1S4Z.
b B, a3 " 20428448 Y1 A08AS, . CREE3434F9E3BE FACE. .
williarm [MPLUMITY Impunity DBECEEBCEARDZEBOME... EBEEOFBZEDZ4E885E...
threea B, aaa " 1C342B60939810214,. . E24108942BF38BCFRY ..
E foura " DCFACAARDBCZFZDF...  FARBRAETEFFADFOAF...
Recovering passwords. . 6 of 7 passwords were Found (85, 714%%:)
. I Copyright © byEC-Council
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C EH To0l: SID&User
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SID&User program is SID and user names getting fool
Windows NT/2000/XP/200

— Features:

o SID getting for a givel
account name

 Getting of an account
name for single SID or
account names for SID
range

EC-Council

i SIDEUser

S0 getting
Computer name: | COMPUTER

Account Name: | Administrator

Arcount name getting
Carmputer name: | COMPUTER "[:J
100 159.521-1004336348-1677128 »
Accounts nurmber

(%) Single account

) Range of accounts
Starting RID:

Ending RID:

Start |

| Optionz...

Ready

| Successhul discormection of the network resounce %

Eventz logging
Succesziul connection o the network rezource YWCC

MHame is Administrator

5-1-5-21-1004336348-16771 28483-354 245398-500
Mumber of subauthorities is 5

Damain iz COMPUTER

Length of 51D in memony iz 28 butes

Type of SID iz SidTwpelser

< ¥

Clear | | Save as..

uzerdsid, sidduzer © 1938-2004 E vgenii Budnyi
SIDE ser © 2002, 2004 nk

CHC: Cracking passwords
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C EH Tool: Ophcrack 2
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Ophcrack 2 is a Windows password cracker based eraster time-
memorytrade-off

It uses the rainbow tables

Ophrack 2.3 supports Graphical User Interface antsran Windows,
Mac OS X (Intel CPU)anaLhity

Features:

 Ophcrack cracks 99% of:
« Passwords of length 6 or less cosgd by the characters in this set
 Alphanumeric passwords of length 7 (lo\- and uppercase
 Alphanumeric passwords of length 8 (lowercase)only

i I Copyright © byEC-Council
EC-Council CH C CraC kl n g p asswo rd S All Rights Reserved. Reprogﬂ)cl;:gn is Stryictly Prli»ilhe'ald




C EH Ophcrack 2: Screenshot
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Save As

Launch

E=

Load File...

&

I Dump... Exit

EID USERNAME/LMHASH {LMpasswdl LMpasswd2 NTpasswd

Aﬁu ut

1003 § :
EHome B windows | c »
ExDesktop NBiFoE:
8 Filesystem OIS
& CatRoot
E>CatRoot2
ECom
Econfig
& Add || =] & dhcp

| Select the directory containing the encrypted SAM and the SYSTEM file.

Statis (Usually under C:\WINDOWS\system32\config\)
hash+
endpc X Cancel

Create Folder

» ! Modified | *

LT iU
01/02/05
Yesterday
19/03/04
15/03/04
19/03/04

3

-

£ Open

L AL J

| hd

|tables:0-3,13% passwords:3/3 seconds/pw:7.03]

CHC: Cracking passwords
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C EH Tool: Crack
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Cradk is a pasword auessia brogram

It is designed to quickly locate inserities in Unix (or other) password
files by scanning the contents of a password fdeking for users wh:
have mistakenly chosen a weak login password

Features:

« Usesless memory

« API| for ease of integration with arbitrary passwére
format

* Brute force password cracker

« Spports SolarisLinux, FreeBSD NetBSD OSF, and
Ultrix

Copyright © byEC-Council
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C EH Tool: Access PassView
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Access PassView tool reveals the datal@ssword of everpassword-
protected mdb file that was created with Micros&dtess 95/97/2000/ XP

It can be useful if you have forgotten the Accesddbase password and y
want to recover it

\
There are two ways ( . Drag &Drop N’
getting the password of the . —
e « Command-line
mdb file:
Limitations:

* In Access 2000/ XP files, this utilityroaot recover passwordklat contain more
than 18 characters

» This utility shows only the main databasssword. It cannot recover the user-level
passwords

e CHC: Cracking passwords
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C EH Access PassView: Screenshot
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EC-Council

%, pccess PassView

Aocess PazsView «1.12
Copyright 2 2000 - 2002 Mir Safer
Al Rights Reserved.

Get Paszword

CHC: Cracking passwords
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C EH To0!: Asterisk Logger
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Asterisk Logger reveals passwords that are stoeddna the asterisks

Features:

» Displays additional information about the revegladsword such as the
date/time on which password was revealdte name of the application that
contains the revealed password box, &lmel executable file of the application

» Allows you to save the passwords to HTML file

B Asterisk Logger | - |I:I|E|
File Edit ©Options Help

o

Window Title £ | Password | Dake/ Time | Application | Execukt
B Inbox - Increditail xe - Main Identity  passoik7 781 16/06/2003 19:035:23 IncrediMail Application F:\Prog
[=]site Settings for kestl passwardl 16/06/2003 19:02:24 ZukeFTP F:\Prog

EEiSite Settings For testz passwordz 16/06/2003 19:02:21  CukeFTP :
'-.-'-.-'in'-.-'NC: Zurrent User Properties Trf44514 16/06/2003 19:02:44 MM server For Win3z2 F:\Prog
1| |
|4 ikem(s), 1 Selected 4

Copyright © byEC-Council
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C EH Tool: CHAOS Generator
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CHAOS Generator is a tool that [LoleE R Eee)

generates passwords of any lengt] ¥ Upperletiers Quantity

v Lower letters
and character content % Nurbere Length

Generate

Save...

| Special symbals

Open...

J2gQWGD=umVzkIEQOGUS
lzgMVE3BWEdAaOjvhiulN
uxcowEjcS5¥sqLzPPEifb
LgSCvBIO /EAFSYtUYYsW

UvXgBIEDgORARARRUOZhdw
3NRiqcXPcJvzEciEX90z

It creates alphabetiawuiiern;

alphanumeric, or all keyboard

characters passwords of user-
defined lemyths

e CHC: Cracking passwords

Abhout, .

Help...

v Exit

USA

SHIELD =~
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C EH 7oo0l: Asterisk Key

Cartified  Ethicol Hocker

Asterisk Key shows passwords hidden
under astersks

Features }
2 Asterisk Key - Reveals hidden passwords
File Edit Help
- -J-\, _E -
 Uncoverhidden passwads on & . =
. Recover Suppart
password dialog boxes and web , , ]
Searching for pazsword edit boxes. ..
pages

Window: Confirm Pazsword
b State'Of'the'art password recovel’y Pazzword: [Master] [no bracketz] <Copy:
engne: Al passwods are
recovered instantly

Searching open web pages far pazswords. ..

Wwieh Page: http:dfmail yahoo.cam

e Su p p orts multilin gu al p asswords Passwaord: [lightning] [ho brackets) <Copys
° F u ” |n Sta"u N |n Sta” S l-IDpO rt Click the recover button ta start again.
=
Ready
. . Copyright © byEC-Council
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CEH
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Password Recovery Tool: MS Access
Database Password Deco

The‘MS Access Database Password Dec' utility was designed t
decrypt the master password stored in a MicrosofteAs database

EC-Council

F- MS Access 2000 Password -

x|

Database: protected2K.mdb
Password: cantgetinl23

Done

CHC: Cracking passwords
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c EH Password Cracking Countermeasure
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Enforce 8-12 character alphanumeric passwords

Set the password change policy to 30 days

Physically isolate and protect the server

Use SYSKEY utility to store hashes on disk

Monitor the server logs for brute force attacksuser
account

Copyright © byEC-Council
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c E Do Not Store LAN Manager Hash In

SAM Databas
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Instead of storing your user accountspword in cleartext, Windows generates
and stores user account passwordsi®ing two different password "hashes”

When you set or change the password for a usemadtdo a password thi
contains fewer than 15 characters, Windows gendratke LAN Manager hash
(LM hash) and Windows NT hash (NT hash) of the pagsl

These hashes are stored in the local Security AttoManager (SAM)
database or in Active Directory

The LM hash is relatively weak comparsmithe NT hash and so it is prone to
fast brute-force attack. Therefon®u may want toprevent Windows from
storing an LM hash of your password

Copyright © byEC-Council
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c EH LM Hash Backward Compatibility
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Windows 2000-based servers and Windows Server 204s%2d servers can
authenticate users who connect with computersahatunning the earlier
versions of Windows

Windows 95/98 clients do not use Kerberos for aatioation

For backward compatibility, Window0®0 and Windows Server 2003 support:

« LAN Manager (LM) authentication
 Windows NT (NTLM) authentication
« NTLM version 2 (NTLMv2) authentication

Copyright © byEC-Council
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c EH LM Hash Backward Compatibility

(contd)

Cartified = Ethicol Hocker

The NTLM, NTLMv2, and Kerberos all @sthe NT hash, also known as the
Unicode hash

The LM authenticatiomprotocol uses the “LM hash”

It is best to prevent storage of the LM hash if you do not need it for
backward compatibility. If your network contains Windows 95, Windows
98, or Macintosh clients, you may experience the following problemsif you
prevent the storage of LM hashes

Copyright © byEC-Council
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C EH How to Disable LM HASH
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Method 1: Implementthe NoLMHash Policy by Using Graup Policy

* Disable “Network security: Do not store LAN Manialash value on
next password change”in Local Security Pohk2ySecurity Options

Method 2: Implementthe NoLMHash Policy by Editing the Registry

» Locate the following key
« HKEY_ LOCAL_ MACHINE\SYSTEM\ CurrentControlSet\ Contrbsa

 Add Key, type NoLMHash

Method 3: Usea Passwom that is at [east1l5 Characters Long

e Windows store an LM hash value that cannot be tosadthenticate
the user

. I C ight © byEC-Council
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c EH Password Brute-Force Estimate Tool
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USE TO ESTIMATE TIME FOR THE MORE DIFFICULT BRUTE FORCE ONLY
(DICTIONARY LOOKUP ATTACKS WHICH ARE TRIED USUALLY FIRST TAKE SECONDS
AND GET AN AVERAGE OF 25% of ALL PASSWORDS)

0 MandyllonLabs Veb Site

Character

Had Dyisee “how to use this calculator tah): et Size Entropy or Keyspace of password

Upper Case Letters 26 676

Lowver Case Letters 26 676

Mumbers 10 10

Special Characters 32 1

or Purely Random Combo of Alphaumeric G2 1

'Y Random Combo of AlphaMumeric/Special 44 1

DRD SUBJECT TO A DICTIONARY ATTACK 5 1
password length in Characters |G 4569760 or

| 4 million combinations|

- I Copyright © byEC-Council
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C EH syskey Utility

Cartified = Ethicol Hocker

The key used to encrypt the passwords

- : B
|s_r§ndomly generded by the Syskey TS
utility |8l Folders [ Contents of 3% Fogpy (&
5 Deshtcp 3' L..w. i B T i e Al
RO — w;,; /0 10,33 AM
=159 34 Floppy SESSEEEEREL - b viced Star /00 10156 AM
Y e IE]| Tk HH T B e DS ST Lo e B i T e e E3/0 T1:51 AM
=g D) ﬁ% i e : P30 352 AM
. . |l flkhe 2901 10:02 M
Encryptlon prevents compromise of *j;;;'g o I DA/ 11:44 AM
the passwords Bl R | esiia
50 Me r P9/ 10:15 &M
v = | [ System Generaled Passwaid I P9 1018 AM
= Fi £ Shore Startup Kep on Floppy Disk [FAN 248 PM
1 Ur or Hequres & Floppe dizk 1o be inseited dusing
B 3w ol siraham stk
: : Rt | (St Saup Koy ocal
= = 51 ki b oif e i e
Syskey uses 128-bit encryption to B Sties in sttt b poming e
encrypt the system hash 55 F) L
=& 6]
(5 Control Panel = ok | | cencel |
o — LlJ T L
[1 obiectz] selected [5I1KE

R start| & Fuitshot 93] 5] Exploring | ED:\MNH..“Securinn ... | |5 Conircl F... |!_gsyskﬂf2h--| {250 M

Syskey must be present for the system
to boor

Copyright © byEC-Council
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C EH AccountAudit

Cartified = Ethicol Hocker

AccountAudit enables network administrators to exaenuser
account database of a Domain Controller in a Winslow
Domain

It can report on common sectyrisks such as accounts
without password, locked accounts, accounts with-no
expiring passwords, and other scenarios

AccountAudit also includes an account informatiooltthat
allows to review information for specific user aonts

The reports are generated in HTML format and inelsid
notes revutMme ittt Ran oM SR Tadny

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioibéd
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C EH AccountAudit: Screenshot

Cartified  Ethicol Hocker

EC-Council

& AccountAudit™ by Hammer Software ©2006
Fil= Tools Help

@ Account Audit”

Audit Settings

Comgary Mame |

Account Source

(%) Domain Contraller () Account Database File

Save Dalabasze

[ Save Account Database File

|[ Browse |

Progress

[ 0%

Total dccounts Processing Account

Account Name

Audil

CHC: Cracking passwords
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CEH

Cartified  Ethicol Hocker

Copyright 2002 by Randy Glasbergen. www.glasbergen.com

%)

elA EN

“I don’t have to wait for my television to boot up!
I don’t have to wait for my stereo to boot up!
I don’t have to wait for my microwave to boot up!”

) Copyright © byEC-Council
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Cartified  Ethicol Hocker

Copyright 2001 by Randy Glasbergen. www.glasbergen.com

— =

“Crashing is an expression of hostility against your
network administrator. Though you appear to be
uncooperative, it’s actually a desperate cry for help.”

) Copyright © byEC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prioiéd




SystemHading:
Part I

Escalathgrrivieges

Certified § Ethical Hocker




C EH CEH Hacking Cycle

Cartified = Ethicol Hocker

Cracking passwords ¢ Escalating privileges

Hiding files

EC-Council

v

Enumeratiol

Executing applications+

Covering tracks

Copyright © byEC-Council
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C EH Privilege Escalation

Cartified = Ethicol Hocker

If an attacker gains access to
the network using a nadmin
user account, the next step is to
gain privileges higher than that

of an administrator

This is called privilege
escalation

| can access the network using John’s user

account but | need “Admin” privileges? -

= )

, = %Q

k‘-,/ Network %
N—

v

Attacker

- i 1\V/1 Copyright © byEC-Council
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C EH Cracking NT/2000 Passwords

Cartified = Ethicol Hocker

SAM file in Windows NT/2000 contains the user nana@sl encrypted passwords. The
SAM file is located atosystemroot%\system32\config directory

The file is locked when the OS is running

Booting to an alternate OS

« NTFSDOS (www.sysInternals.com) will mowamty NTFS partition as a logical drive

Backup SAM from the Repair directory

« Wheneverdisk /s isrun, a compressed copy oktlSAM called SAM._ is created in
Ysystemroot % repair . Expand this file usinc: \ >expand sam._ saim

Extract the hashes from the SAM

» UseLOphtcrak to hash the passwods

- i 1\V/1 Copyright © byEC-Council
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C EH Active@ Password Changer

Cartified = Ethicol Hocker

Active@ Password Changer iD®S-based solution designed
for resetting the local administratorana user passs tn
Windows XP / 2003/ 2000 / NT systems

Boot the taget conputer usirg A@ctive formatted

floppy/ CD-ROM and change the password located at th
SAM file

Other Windows login security restrictions likkccount is
disabled’, 'Password never expires', ‘Account is
locked out', 'User Must Change Password at Next
Logon'and'Logon Hours'can be changed or re

. n With Active@ Password Changer, you can login as a
3 J’r : particular user with a blank passwi

W
: ' VI Copyright © byEC-Council
- Council CHC: Escalating privileges o Rights Reserved opyright © byEC-Counci
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c EH Active@ Password Changer:

Cartified = Ethicol Hocker S Cr e e n S h O t S

Active@ Pazsword Changer[c] Bootable Dizk Creator

Dirive to format Additional Drivers
s = [v Add JSE suoos
lfé e

i Add CO-
[LISE or Floppy Disk | v Dirive to format Additional Dirvers
Flease insert an empty disk ta the sele 6 Removable: [4: = Iv Add USE support
and click 'START' to begin bootable di
[USE ar Floppy Dk ] [ Add CO-ROM support
START
| |
2005 [c] Active Data Recoveny Software sTaF

Active@ Pazsword Changer[c] Bootable Dizk Creator

2005 [c] Active Data Rec Dirive to format Additional Drivers
Femovable: |4 = v AddUSE suppoart

[ USE or Floppy Digk: ] W Add CD-ROM support

CLOSE

2005 [c] Active Data Becovery Software

; i AV Copyright © byEC-Council
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c EH Active@ Password Changer:
Screenshots

Aot ived Password Changer w, 3.8 (hulid #277) Act ive® Password Changear v. 3.8 (build BZ77)

Cartified = Ethicol Hocker

Logical drives list:
OPTIOMS

1 Chonze Logical Briuve oiHOD: Partition: Type ! Disk Label! Size (Hb

2 Smarch for M5 SAM Batabaszeais) on all hard disks and logical driuves (@) (Al FATLE HOD OT
LR (1} HTFS HIHZE
3 Exit 2013 (A FATLE P_FAT
11 1y FAT3Z2 P_FAT3Z2
(S8 (21 MTFS P_MWTFS
13 (3 HTF53 BIGCLUSTEM

Your cholce (H ar HLLYLA

Ezc to oxit

[1999-2885 (C) Active Data Recovery Software HuH. passiord-changer . cori999-28A5 (L) Actiuve Data Recowery Softuare HEs . passHord-changer . oo
fAct ive® Password Changer w3 8 (build 8277] Act iwved Password Changer w. 3.8 (build B277)

H3 5AM Databasel(sz) on all Logical drives: USER LIST
HE SAM path: SHINNT-S5YSTEHOIZ-CONF [G%sam
1t disk(AIpartition(1iLabel {HIHZK>, F5: WTFS
o {HODIPartition] Typ | Disk Label! M5 SAHM Databasze Path
RID  illser Manno ! be iption
(B} @ FATLE ED OT ~HIH_C~SYSTEH3IZ2~COMF IG-sanm
(A} L) FATLE B0 OT ~TESTHIN-SYSTEHIZ-CONF 16 zam
(81 @ FATLE ED OT ~USERHIN~SYSTEMIZ-LONF IG~zam
(81 @l FATLE BO OT “HNT-SYSTEMIZCONF IG~sam
(A (30 FATLE B0 OT ~IM1_MI=15~5YSTEHIZ-COHF [Gvsan
8= 4= FAT1E BO OT “IMI_HI"2~5YSTEHIZCONF [ sam
1:H] i1 HTFS HIHZE “~HIHHT-SYSTEHAZSCOHF [Gszam
11 (8 FATLE P_FAT “HIH_F-~SYSTEHIZ2~COHF [G-zam
() FATLR P_FRT ~HIH_CSYSTEHAZSCOMF IG~aam

ARAAARITY Administrator in account for adminizstering the conp
ARAEHIal puu

HEAHEITY KUdhiie ork sgstens anglnesr (1T Departessnt b
BHAABEIT] MBrown ser support (lewml 13

HEAHHAT Huest ilt=1 accouni For goest access to the co
BBBEEEIec RBartolucci

HdHdRdad LBoMbrodwsky Field awgimwaar

BEABEIee EParsons UrbanBSoft Inc., Uice President

HEHEH el MHedllleur Libaral HI'F For Dttaws-Uanier and Hinlster
B@AAB3 e RPattoen RTA Buxiness divizion security officer

LN o L Pe) == I

=1 T

=]
F-R--RE - SN SRR )

r 9 M5 S5AM databazas detected. Choosa the one tn procass
fopir cholecs (H BilA] |

Ezc to exit .
Your choice
Fress E8C 1 axit or FgUpsPFglowm to scroll User List

jejr Lr * H o = o
L95949-2885 (L) Active Data Recovery Softuare Bl passHord-changer. co 19949 -2HHAS (C) Active Data Hecovery Soffware Wk, passHEnTd-changer, ci

CHC: Escalating privileges Copyright © byEC-Council
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CEH Active@ Password Changer:
ol e e OCIEENSHOLS

At ived Paszword Changer . 3.8 (huild B277]
Uzer's Account paramelers:
13 SAM Databaze: (BICLV{HINZE:*HIHNNT-3YSTEH3Z*~COMF 1G~zan

Full Hame “Barnlime White' fictive® Pazzword Changer . 3.8 (huild B277)
BEzcript ion: Network sustems anginear CIT Dep )
Fxizting Change & Uzer s Account parameters:

=8 sl Cchange MES
(% Pamsunrd mEwer nx;irn HE: SAM Databaze: (@I(1)<HINZE>~HIHNT~EYSTEHIZ~COMF IG~san
| foccount s disabled - - - —
I fccount it lockosd oot Full Haneo Earoline Hhite
Clear this User's PFaz Pescription: "Hetwork svsterms engimesr (IT Departeent)”
Exizt ing Changse 1
[ 1 [ ] User must change paszword at next logom

Pglln to wiew orsand change per . "~ Active® Password Changer v.3.8 (build 8277)
User's Account parameters:

Pross ¥ o save changes and ex MS SAM Database: (B)(1)<HINZE>S\HINNTNSYSTEM32“CONFIG\sam

1 999-2885 (C) Active Data Recowery Software Full Name : Karoline Hhite , .
Description:'Network systems engineer (IT Department)

Existing: Change to:
[ 1 [ 1 User must change passuword at next logon
[X] [X] Password never expires
[ 1 [ 1] Account is disabled
[ 1 [ 1] Account is locked out
[X] Clear this User’s Password

Pgn to view or/and change permitted logon hours

Press Y to save changes and exit or Esc to exit without saving

999-2885 (C) Active Data Recovery Software HHH. passWord-changer, com

CHC: Escalating privileges Copyright © byEC-Council

All Rights Reserved. Reproduction is Strictly Prioibéd




C EH Privilege Escalation Tool: x.exe

Cartified  Ethicol Hocker

This tool »when execute
on remote systems,
creates a user called “X”
with a password df¥’.

char code[] =
"“rodtxil\xec\xBo\noo\xBo\ned \xei\xba\xoo\roo oo \Bg ko \xff\ s
"ot nqe \noe \nec el \xoo\xoo oo\ kB kgt \ ol g1 e o\ xg o
a7 o\xdo\naghge\ e kbe\nac \nra \xé1 g g \xff\c A\ ol xBo\xg 8"
"roghafas\ kel re\ndBies w7 \neB\noe\xoo\xoo \noo \ k8o b o
e raog ko rse\xdf T xed \xeB\xBe\soo \xoo oo\ xBe g6 x1o"
"o\ xofrd 7 ad \roc\xes e\ el oo \noo koo \xBo gt 1"
"“rathmeo\ron\xdb\ng s\ mgo \neB \xre\noo\x T \noo \naB 7 \no o\ mdfi oo
“reBinre\xoo\rdt\xoo\xoB koo \nT g\ koo \naB e\ koo koo oo kel
"“wwadhroo\xéonoo ke ing1\ koo \ubq \ oo xBo ks wic kg o\ ka8 s B Hoo"
"“roo\xoo\xBo\ne1\xBo g \x1B\xoB\noo koo \nge koo \ngo g s \ng o\ sg 0"

Mreatrcotrcitroti o et \nco\nca\ o\ st no ol e\ w e a1 o\ Bb g2
an d ad dS th e user to th e "Exfgtxgg"-}xﬁ?g::xgi"-Ill:xgg":ﬁxm:.?xga&xc?f&x551Hxxgagﬂlggﬂlgx;:\}xmﬂlE?a"-.;oqo"

administrator’s group

«

r

Moo\ xff\nstt\noc\nsd g \wat\xgo oo koo oo \xBbiqo o
"“xBbxrotricixad\x8b\nao ol \oe oo \wog woo \kga o s\ Al g7 Bh"
"rdchxeqi1BxBbi\ngs oo xBb ks a\nog 7 o1 \rea\1Bb s ga 1 B Gb"
"xoahxzoixolixebixes oz g0t xBbixaa \xBb\snot ke g1 el e g1
"“xeotxach\xaBixeo \xTa \no7 o \nefnod ko1 \ne P seb \mfz s ab a7 a2y
"“a1ghrrsirer\xob\ncatxeq \nor\xeb\xda\xBb oo \sgb \xBbsgaric 01"
::Exebtxﬂb}xoq}xﬂbﬂxeﬂxeEi"-.,xeb"-.,xoz“\x31ﬁxceﬁx89”\xea"\x5ﬂx5e"\x5d"-.,x5b"
xozhxogqixoo";

int main(int arge, char **argv)
1

int C*funct)(l;

funect = (int (*300) code;

(int)( *functi();
¥

- i 1\V/1 Copyright © byEC-Council
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CEH

Cartified  Ethicol Hocker

Copyright 2005 by Randy Glasbergen.
www.glasbergen.com

GASBERGEN

“Information security is a big deal at my office
so sometimes we have to communicate in code.
We have 37 different symbols for the word ‘jerk’.”

) Copyright © byEC-Council
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CEH

Cartified  Ethicol Hocker

1 2001 Randy Glasbergen.
www.glasbergen.com

“Opportunity paged me, beeped me, linked me,
e-mailed me, faxed me, and spammed me,
But I was expecting it to knock!”

) Copyright © byEC-Council
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CEH CEH Hacking Cycle

Cartified = Ethicol Hocker

Cracking passwords

Hiding files

EC-Council

Enumeratiol

Escalating privileges —

Executing applicationsys

Covering tracks

Copyright © byEC-Council
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CEH 7ool: psexec

Cartified = Ethicol Hocker

Lets you execute processes on other systems reynotel
Launches interactive command prompts on remotessys

G:~CEH*~Haja“~Tools*mahendran>Tools“psexec *psexec

PsExec vl.41 — execute processes remotely
Copyright (C) 2001-2883 Mark Russinovich
wuw . sysinternals .com

PzExec executes a program on a remote system,. where vemotely executed console
applications execute interactively.

Usage: psexec [S“computerll-o wser [-p psswdlll-si-ell-ill-c [fi-w]ll[-dl[-<priority>ll-a n,.n...-.] cmd [arguments]
computer Dirvect PzExec to »un the application on the remote
computer. If you omit the computer name PsExec runs
the application on the local system.
Specifies optional user name for login to remote
computer.
Specifies optional password for uzer name. If wou omit this
you will be prompted to enter a hidden password.
RBun the remote process in the System account.
Loads the specified account’s profile.
RBun the program so that it interacts with the desktop on the
remote system.
Copy the =zpecified program to the remote system fopr
execution. If you omit this option the application
must he in the system path on the remote system.
Copy the specified program even if the file already
exiszts on the remote system.
Copy the specified file only if it has a higher version numbher
or iz newer on than the one on the remote system.
—d Don’t wait for process to terminate <non—interactivel.
—priority Specifies —low, —belownormal, —abovenormal., —high or
—realtime to run the process at a different priority.
—a Separate processzors on which the application can pun with
commas where 1 is the lowest numhered CPU. For example.
to run the application on CPU 2 and CPU 4, enter:
ll_a 2_4!!
program Hame of application to execute.
arguments Arguments to pass (note that file paths must he
abzsolute paths on the target system).

CHC: Executing applications Copyright © byEC-Council
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C EH Tool: remoexec

Cartified  Ethicol Hocker

Ya Remoxec

File Help

Computer

l7.0.0_1

[Domaint ] Aoccount

A2dministrator

Pas=word

T E

Program

E:Zwtest

Execute

e CHC: Executing applications

Executes applications remot

You should know tht
following:

o [P addressuteaecsalivtianiem
password, to run the application

Copyright © byEC-Council
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C EH Ras N Map

Cartified = Ethicol Hocker

Ras N Map can maintain a database of all your RAthextions and
madinenamegl|P Addresses

With this tool, you can establish a dial out RASin@ection and map
up to 12 drives at on

It is easy to get extended details on remote volsime

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioibéd
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C EH Ras N Map: Screenshot

Cartified  Ethicol Hocker

[C» Group Mame: Los Angeles PD

Copyright © byEC-Council
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C EH Tool: Alchemy Remote Executor

Cartified = Ethicol Hocker

. x|
Alchemy Remote Executor is a e mogan Help

system mangementtoolthat z g/ e n |2
allows Network Administrators

to execute programs on remote - L
edzE SPEC] 2 program You WiEn o rdn an e remole CompUuters, aoptorngl Worklin Ir
network computers e remote compuis il s t ;

[lozal far the remote computers] and optionally the lizt of additional files that should be copied

b the remote computers before execution:
P ro g ram execu te S OoNn mu It | p Ie Additional files [the files that should be copied to the target machine before
rem Ot e com p u te s the program execution]:
simultaneously Add

Dielete

Fragram lEnmputers] F'ru::gress]

Command Line: ||

YWhorking directany: |

[optianal, blank in most cases)

Copyright © byEC-Council
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C EH Emsa Flexinfo Pro

Cartified = Ethicol Hocker

EmseFlexInfa Pro is a system informatic
and diagnostics tool that allows you to access
a system details and settings

It includes a real-time CPU and memory
graph aswel'as CEU ' speeu’ estt g imar
test tools

It includes several useful networking utilities
(Bandwidth Monitor, Ping, Whois etc.) as well
as an atomic timeyschronizer a browser
popup blocker, and a basic keylogger

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioibéd
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Cartified

C EH Emsa FlexIinfo Pro: Screenshot

Ethical Hocker

< Akes

I Basic input Dutput Systems
iR Descophion
B Current Language

BICS Dake: D=1l 1002350 Var:, D500 06
BG5S Date: 081803 102350 Ver, G8.00.08
emlSimodiss-1

1

I M fackurer
rarms

B Primary BIOST
i Seriai Numbar

a instalabiz Languages

I siBi0s 8105 Verzion

SHBIS Mnor Versgn

Amrerican Megatrends Inc
BIOS Date 02419403 102350 Ver DED0.08

Tri&
3E63E1
2002

TR

1 System Information | Bdvanced Information | Nebhwork (0ols |

Boot Config [E " BIGE [ Processor | Partitions
Disk Drives | CO-ROM | Fioppy | IOE Controller
Keyboard | Logical Disks | Motherboard | Network Adapter _H of your System. This section works on most recent
PP Entities | POTS Modems | Printers | Saund operating systems, ke NT/2003(P, but not on older
Parzll=! Port ! Senal Ports 1 USH Controliers i System Drvers Ox versions. 1
“Desktop Nontor | Video Controller | _Logical Memory_| Operating Svstem! | iociis very important that you read ihe informaton. |
Processes | Environment Str, | DMA iF IRQ in the Readmetext file conceming this section, 1
Device Memory | Pors Resources |  Services | Terminai Services || Detore usigil :
TimeZone | User Accounts |
A R T e = S S R L S S e A T S S
| (c} 2004 Emsa Systems Lid. :*.’F:';:F“L| Abogut _Lr Website - Readme

——— oFF ey

Copyright © byEC-Council
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CEH Keystroke Loggers

Cartified  Ethicol Hocker

If all other attempts to sniff out domain privilegail,
then a keystroke logger is the solution

Keystroke loggers are stealth software packagesaha
placed between kdoard hardware and th@erating
system, so that they can record every keystroke

There are two
types of keystroke
loggers:

 Software-based
» Hardware-based

e CHC: Executing applications
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C EH E-mail Keylogger

Cartified  Ethicol Hocker

This keylogger captures keystrokes and sends tloeam te-mail
account

x| x|
SC-KeyLog Engine Builder SC-KeyLog Engine Builder

SC-EeyLog offers e-mail functionality, The logfile can optionally be sent to wour Select the item: to be included in the lagfile.

e-mailladdress with a custom interval. The kevlagger will anly attempt ta zend
the logfile when the host machine i@ connected to the internet. — K.eyboard

...............................

¥ Contral keys [T Log<BACKSPACE:
W Timesdate

j — Mousze

W Mouze clicks

¥ Use E-bail

Your e-mail address:

Send even: 1:0:0 [days : hours : rninkes)]

— Programs

¥ Program executiontermination

Advanced....

< Back I Mewt » I Cancel | Help | < Back I Mest » I Cancel Help

. I I I C ight © byEC-Council
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C EH Revealer Keylogger

Cartified = Ethicol Hocker

Reveder Keylogger tool records keyboard inputs

Reveder Keyloggers poweful logengnelogsany
language on any keyboard and perfectly handles
dead-keys

Features:

Powerful log engine
Full invisible mode
Password protection
Send log files via e-mail

e CHC: Executing applications
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C EH Revealer Keylogger: Screenshot

Cartified  Ethicol Hocker

hi, this 1s testing
‘I want to check if this keylogger really works

"looks Tike it works :p

¥ Revealer Keylopger Free

E :u:_l,lrll.ru:u_ger =l | Maonday ; Jg_ly IZIEI_J 2007 E x* ! @'
Tirne Process Tikle:

17:27:29 notepad.exe  Unkitled - Notepad
17:27:41 notepad.exe Unkitled - Notepad
17:27:53 notepad.exe  Unkitled - Notepad

Texk
hi, this is kesting

I want ta check if this keviogger really works
looks like it works (P

Monitaring

e CHC: Executing applications Copyright © byEG-Council
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c E H Handy Key Logger

Cartifiad | Erhical Hacker WWW. h an d }_ keyl O gge r.comnm

Handy Family Key Logger logs everything typed omanitored
computer

Recorded gstem kgs are automaticallhighlighted in Iags and relaced
with the keys' snapshots

It captures all keystrokes, monitors clipboard dnternet activity,
records snapshots of desktop activity easily, agrids logs to your e-
mail

Features:

o Captures all passwords
 Records chatting and instant messaging
 Monitors Internet activity

e CHC: Executing applications
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C EH Handy Key Logger: Screenshot 1

Cartified  Ethicol Hocker

€ Start keylogging u Stop keylogging Ly Register {5 Help

Preferences Yiew logs Clear logs Abouk

General setlings

Save options |

I:‘ Enable monitaring warning at startup Enable graphics clipboard ronitaring

Enable text clipboard monitaring

WEBR activity interval (seconds]: 20 i DGragscale snapshots

Snapshots making interval (minl: ' § . |:| FReplace systern kevs with images in logs
Snapshots making quality, % (min = max) Protect password:

| . . . . _’: . . . . | EEEE

E-mail sending settings . Wizard
Send logs frorn: widestep@grnail.com Send logs to: widestep@armail.cam

SMTP zervar: gsmtpl?l.google.com W SMTP server port: 25 -
Logs e-rmail interval (hours): 1 & Letter size limit (Eb): 500 %

To enable e-mailing logs, set a positive "Logs e-mail intarval", specify your SMTP sarver
detailz and wait for your logs to arrive. Refer to the manual for details and help.

N

engine running... Copyright (c} 2001-2005 WideStep Software
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C E H Handy Key Logger: Screenshot 2

Cartified  Ethicol Hocker

Handy Keylogger
G Start keylogging Q Stop keylogging LY Register (£ Help

Preferences Yiew logs Clear logs About

Date picker
June, 2004 1 wiew logs far the following datas:
_ _ _ _ 24-06-2004 A
1 2 32| 4 ~ | 23-06-2004
7 8|9 10 11 W 22-06-20044
T 01-05-2004
14|15 16 17 | 18 [i9]] o i i

21 2z m 24 | 25 %N | 03-06-2004

28 29|30 | 04-06-2004

EEREEY | 0=-0¢-2004 v

{2 PREV  rmonth MEXT £ Add date: () previous month (%) day

¥iew logs nowr ' | adddate | | Removedate | | Clear list

To view the lags, first add dates (double-click, or highlight and press "Add date™) to logs i
generator and press "VWiew logs now", logs for these dates will be shown, To switch months, i
press "Prev" ar "Mest", or use the drop-down menu of the Manth button, You can add whale

months or single days, For more details, please, rafer to the manual, /!

Copyright {c} 2004 WideStep Sofbware

engine running...

Copyright © byEC-Council
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C EH Ardamax Keylogger

Cartified = Ethicol Hocker WWW " a- r d a- m aXICOIrI

Ardamax Keylogger is a keystroke recorder that capswser's activity
and savest to anencryped logfile

Logscanbe automdically sert to your e-mal address;accesdo the
keylogger is password protected

Features:

Invisible mode makes it absolutely invisible tg@me
Keylogger can send you recorded logs through é-mai
Can upload recorded logs through FTP delivery

Chat monitoring

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioibéd
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c E H Ardamax Keylogger: Screenshot 1

Cartified  Ethicol Hocker

@ Ardamax Keylogger 2.71 &J
General | I—Dg
L Leg ]
2 Invisibility |
a s ) [ View log...
P saliy] Igf Ardamax Keylegger 271 %J
@ Web Update
i . Clear log... General | Email
i Options
Delivery |
[Z» Control Send To:
Keystrokes Log size: 2
[..-J Ermail ] user@example.com Test
Web Log is empty
Chat Log is empty & FIP Send From:
Delivery Mo screenshots #3 Network john @yahoa..com
Menitering SMTP Host: Port:
smtp.example. com 25 Find
sername; Password:
b Lser -----------|
Monitaring
0K ] | Cancel | | Help |

Copyright © byEC-Council
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c E H Ardamax Keylogger: Screenshot 2

Cartified  Ethicol Hocker

e Vi EETT = : B 7™
hilm  Tebw Ml
bl S HET
o o s £
- L] 'I ::.-:- .IJI-:.::
& o e -
d i D Sl e L
¥ 8 geresd @ Ardamax Keylogger 271 &J
- General | Cﬂﬂtl’ﬂl
Bl sfion ramer DE“VET}" |
——— Monitoring | /| Enable keystrokes logaging
[:}- Control l
Sl ; + | Enable Input Method Editor logging
T Rl r g |
| Cmencme P ke s |_#) Screenshots B
¢ e ey ”. AP R AR S 'ﬁ Pt | Enable Clipboard logging
= ko Bl Thee 5g N o be Sorisd av afesd or &
N B T [¥] Enable Web Activity monitoring
+ | Enable screenshots capturing
i + | Enable chat logging
oK ] | Cancel | | Help |
_ . : : : Copyright © byEC-Council
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C EH Powered Keylogger

Cortified  Ethicol Hocker WWW . m yk e yI O g g e rvm Ir:

Powered Keylogger is a driv-basec
software keylogger that secretly captures
keystrokes, mouse clicks, and passwords

It tracks sent and received emails,
monitors Internet activityuradJge
launched applications

Powered Keylogger is undetectable by a
list of firewalls and antivirus software

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioibéd
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c EH Powered Keylogger: Screeshot

Cartified

Ethical Hocker

Logs - Web-activity

Fewstokes

- Mouze clicks

o Paszwards
@ web-activity

! E-mail activity
Screenshots
Bl Inactivity time
% Applications

®)
//é*/l KEYLOGGER
S »

12| Calendar

Py .
| iLngs-Weh—actwlty
Ll

o
L Clear Logs

i :J/ Filter log

i}] Options

"t@fl Help

: pPowered Keylogger - Web-activity

Logrecord: 100 '~-{-\\_ Find...

User

Explorer . EXE
21.01.2007 10:&57:38
User

Explorer . EXE
21.01.2007 10:57:39
User

Explorer . EXE

21.01.2007 10:57:40

User
Explorer .EXE

21.01.2007 10:57:43

User

iexplore. exe

21.01.2007 10:57: 58

H Export L% Ordent g; Refresh

URL: http:f fengine.awaps.netf3f1925/200600.744879-
u_
13266&swicode=6&awcode=33&subsection=08&c_unig=
19252006000&jsactiond=1&flash=6

Referer: hitp:f fwww.3dnews. comy/

URL: http:f fengine.awaps.netf3f1925/200600.744879-
0-1795279053-1-
a:0p:0&profileredir=1&swicode=6&awcode=33&subsect
ion=0%&c_uniq=19252006000&jsactiond4=18&flash=&
Referer: hitp:f fwww.3dnews.com/f

URL: http: f f217.16.26.81 fieupdate.js

Referer: hitp:f f217.16.26.81)
bannersf0000Z2Z2970000229078/0findex . html?
html_params=rhost%3Dad.adriver.ru®e26sid%
3D01760%26bid%3D2Z29078%26ar_ntype%3D0%26bn%
300%26width®3D150%26height®3ID54%
26target=_blank%26rnd%% 30535076433

URL: http:ff83.222.3.196fieupdate.js

Referer: hittp:f f83.222.3.196

bannersf0000234 70000234321 /0 index . html?
html_params=rhost%3Dad.adriver.ru®e26sid%
3D01760%26bid%3D234321%26ar_ntype% 3D0%26bn%
3D00%26width®3D180%26height®3D180%
26target=_hlank%26rnd% 30163661140

URL: http:f fbody.imho.uk/html.ngf
impt=imp&place=3dnewsBS&id=110506&transactionID=
216077016

Copyright © byEC-Council
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C EH ELITE Keylogger

Cortified | Erhical Hacker Wwwellte' keylogge NN

Elite Keylogger works in a lo-kernel mode as a driv-based
monitoring software recording detail of PC and Imtet activities

It performs:

Keyboard monitorin g‘

e-mail recording

rSnapshots taking

Passwords capturinq

Chat sessions

Instant messages

'Websites visited

o i i T igh byEC-Council
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C EH ELITE Keylogger: Screenshot

Ethical Hocker

Cartified

KEYSTROKES LOG
{generated by Elite Keylogger on 29.03.2005 10:25:31)

IJser; John App: iexplore.exe  Window; about:blank - Microsoft Inl

@'-‘l www.widestep.com
(=

Logged at 1020

IJzer: John App: sbrowser.exe Window: SlimBrowser - [Untitled]

@ widestep

Logged ak 10:20

ser: SYSTEM  App: logonui.exe  Window: Windows Logon

logon password

Logged at 10:20

IJzer: John App: windump.exe Window: Enter unhide password

| password

Logged ak 10:20

{c) WideStep Software 2001-2005
Please, visit our homepage at www.widestep.com for information abo
free offers.

Retry logs saving or sending in case of failure every: ?3[][] “ | seC

-

[ ]5avelsend every [ ]5ave)send if excesds Send log splitting it inta letters of this size (Kb)

500 -

Do not send screenshoks

[|save logs to network drive:

|

Send logs to the following e-mail: I Wizard J l Check SMTP-server status I

[widestep@aqgrnail, canm
gend FROM the following addres:

SMTP host (IP adddress):  SMTP pork:
[widestep@amail.com :

Esmtp.gmail.cnm W |25

Letter subject:
iTest Logs

SMTP access username:  SMTP access password: Identify lags fram this PC as:

{Mail_TECH-SUPPORT _

Letter texk:

This is a sample message that will appear inletter body when vou receive
logs via e-mail, You can edit this text or leave it by default,

Automatically clear all logs

2 | minutes,  ...whenlog reaches | 307200 % | Kbinsize.

waevery [0

[ ].. after sending them via e-mail or saving ko network drive

EC-Council

CHC: Executing applications
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C EH Quick Keylogger

Cartified = Ethicol Hocker

Quick Keylogger's ke/board monitorig engine will record kegstrokes
typed on your computer

It saves all button’s combinations, letters, womlsmbers, and
system keys captured in crypted logs

Features:

Records all passwords typed on your computer
Monitors online chats

Recomsemai messages

Monitors user accounts

. I I I C ight © byEC-Council
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EH Quick Keylogger: Screenshot 1

Cartified  Ethicol Hocker

Quick Keylogger 2.1 User manual Uninstall keylogger

O Start/Stop keylogging O Change password O Ordernow! O Enterregistration code O Visit homepage

Keystrokes Logs [Generated for 14 April  04] Clear all logs now | Yiew logs for other date

O PC Name: USER Usermname: LUSER Path: COWINKPAVExplorer.EXE  Window: Run dialog

[Enter] [Enter]
Logged: 14 April 04 at 11:32:49

O PC Mame: USER Username: LSER Path: C:\Program Files\PHP Ex Window: PHP Expert Editor 2

Wiproduc[]'p_downloadlink[ St ]+ C[ Sl ]+ download[ Ctrl ] Hforder[ Ctrl ]+ screen[ Ctel ]+Ss[ Sl ]45)
limk__link[Ctel]4+S [Enter] [Enter] poscreens_link[Ctel]4+Sra[ Ceel ]+ [Chel]45S

Logged: 14 April 04 at 11:324:02

O PC Mame: USER Usermame: USER Path: C:\Program Files\MySQL- Window: localhost - Field-Ed

p_screens_linkwlSe

Logged: 14 April 04 at 11:34:32

O PC MName: USER Usermnmame: LSER Path: C:\Program Files\MySQL- Window: MySQL-Front - [loc:

security-software-screenkevlogger-quick-screenscrean-capture-spy-software
Logged: 14 April 04 at 11:35:50

O PC Mame: USER Usernanmne: USER Path: Ci\Program Files\PHP Ex Window: PHP Expert Editor 2

F[Ctrl]+5
Logged: 14 April 04 at 11:36:32

Guick Kevlogger 2.1 [Build 26.4], COO9-FE4K-FET4-0G59,,,
Mare info: gquick-kevlagger.com, Support: support@quick-keylagger.com

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioibéd
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C EH Quick Keylogger: Screenshot 2

Cartified  Ethicol Hocker

Quick Keylogger 2.1 | User manual Uninstall keylogger

O Start/Stop keylogging O Change password O Ordernow! O Enter registration code O Visit homepage

Logs Generator | Change date | Regenerate logs

With the help of "Logs Generator" vou can eazily wvie _ April, 2004 e installation
day, By default, generated logs contain all today's ke s et date, click
Change date button, select the desired date from the : logs. FPlease

2 S - i)
note that currently logs are generated for 14 April 04, wh | Sun Mon Tue Wed Thu Fri St

13 1 2 3
The new logs will be generated for -- please, click "Cha 14 4 5 g a 10

6 7
15| 11] 12 13[14] 15 16 17

Keystrokes Logs [Generated for 14 April 04] 15| 130 19 200 21 22 23 24 therdate
7| 25 & 275 28 29 30
O PC Name: YWM-=P Usermame: test Path: - Far
aun, Apr 11

test [Enter] [Enter]
Logged: 14 April 04 at 11:47:45

O PC MName: YM-45P Usermame: test Path: CwWINDOWS\Explorer Bl Window: Run

[Enter]
Logged: 14 April 04 at 11:47:46

. I I I C ight © byEC-Council
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C EH spy-Keylogger

Cartified

EC-Council

Ethical Hocker

Spy-Keylogger captures all keystrokes on your cobepu

It can be used for personal backup of typed inpuda®a monitoring solution

It can optionally generate a log filerfeach day and automatically delete

files

Spy-Keylogger 1.22 - Unregistered
Startup =ettings
[ Always launch in hidden mode
[ Hide in processz list 038 anly]

[ Autolaunch at spstem startup

Delete from Uninstall list and Programs menu

Character log zettings

{# Save anly printable characters

Check logs... |

Unhide kepstroke
[w Chl v Shift v Al

1

Log file zettings

Create separate log file for every day v
Diays to store log files | 1 j

(" Save all kepstrokes

] Cancel Apply

CHC: Executing applications
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C EH Perfect Keylogger

Cartified = Ethicol Hocker

Perfect Keylogger allows you to secretly
monitor all keystrdkestyped on your computer

It also monitors programs used and web sites
visited

It can also capture screenshots of the desktop,
log chat conversation (ICQ, AOL, AIM, and
Yahoo)

The program can log the activity to an
encrypted file or also email activity reports to a
specified email address

Copyright © byEC-Council
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C EH Perfect Keylogger: Screenshot

Cartified  Ethicol Hocker

\WProgram Files\BPK - Log Yiewer

ot die wisteromin DEREECT

Sun Mon Tue Wed Thu Fn S recoids. Drag the mouse Lo - St
KEYLOGGER

- select a range of dates,
2 3 4 & B T B
9 m 1 o2 14 15 o i End
1B 17 18 19 20 2 2 =il p 2l
Ta id R e N Save log as, [elete thess records..
Today: 5/1./2004 Closs [ 5how entire log
Show () Eepstiokas (FChats (%) Scresnshots () Webbes ick hede by pont the |

17 BlazingTools Perfect Keylogger: Options

S : Logging

Clidk an in Sereenshols @ To et o change the password for using
- E -rnail keplogger, click Password button

FTP

Alests
Tangets

M atifie: ataor

[ ] Manitor orly onlre activity [dizable keplooges when computer is offine]

[ ] Enable chat loggng [capture A0LACT AAIM A ahoo chats]
[¥] Capture buttan cicks  [] Ensble cipbaard lagging

1] Yze progrecsive method of keystioke nferception
= [fip thiz option if you have problems with kepboard loggng)

[l include men-character keys inthe log

T wiew the log. chok VYew Log button iews Log.,
Tao clear the log. cick Clear Log button,
Cleas Log.,
Perfect Keylogger's Home Page
ak, Cancel Help

Send ieedback

. I I I C ight © byEC-Council
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C EH Perfect Keylogger for Mac

Cartified  Ethicol Hocker

Perfect Keylogger for Mac records keystrokes, wedssiand
screenshots sunnacts.email natfigats, and can unlaad all.logs g«
website by FTP

Fedures:

Stealth and undetectable surveillance - the proguas in
Invisible mode

Keystroke logging and application monitoring - keggler
records all keystrokes typed in every application

Website and screenBotsrecoring (records ail web
links/ titles visited in Safari, Firefox or Opera)

Email delivery - log files can be invisibly emailt®dyou
(including keystrokeswegktédssecensnech

Copyright © byEC-Council
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c EH Perfect Keylogger for Mac:

Cortified  Ethicol Hocker Scr e e n S h (

& Perfect Keylogger for Mac: Options 8.0 Perfect Keylogger for Mac: Options

Ceneral Screenshots Alerts Email FTP: | ' General Screenshots Alerts Email FTP

™ Send the logs by email eve 3 minutes
W Enable screenshot recording - 2 & OI

I‘_ﬂ Pause recording, if no user's activity detected Send to: logger@aol.com
Capture new screenshot every: SMTP server

and port: smtp.aol.com 25
5 minutes |0 seconds VEer fiara: VT

Fﬂ,SSWDr’d_‘ 113112218

M Delete after 5| days

"1 Use secure (S5L) connection

’TSendtestﬂ_“ ( Help! ﬁ“

Copyright © byEC-Council
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C EH 'nvisible Keylogger

Cartified = Ethicol Hocker

Invisible Keylogger records all keystrok
typed, including chat conversations, email
composed, websites visited, and desktop
activity

Invisible Keylogger can perform visual
surveillance by capturing screenshots e\
X minutes

It includes a Kernel mode driver that
enables you to capture NT/2000/XP logon
passwords

. I I I C ight © byEC-Council
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C EH Inhvisible Keylogger: Screenshot

Cartified  Ethicol Hocker

Invisible Kevlogger! Dptions

-~ Cormmon Settings Common Settings

- Log Controller

- visual Surveilance Swyskem

Ernail Configuration

- pplication Recording E‘ Rur on Windows startup

Elﬂ B Con't show progran icon-at skartup

Hotkeys -

shaowe | hide program icon: Zhrl + Alk + L

mowith ] key
Irvvisibility

= Hide program from Cerl4-alk+Del

B Remove program group from Stark Menu
B Remove program From Uninstall Lisk

INISIBL E
KEYLOGGER

Zancel

. I I I C ight © byEC-Council
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C EH Actual Spy

Cortified  Ethicol Hocker WWW . a Ct u a I S p ylcr;‘lrl

Actual Spy is designed for the hidden computer nammg

clipboard contents

Feaures:

* Logs all keystrokes

 Makes screenshots within tipesified time interval
o Saves the applications’running and closing

« Watches clipboard contents

* Records all print activity

* Records disk chges

* Records Internet connections

* Records all websites visited

Keylogger Actual Spy is capable of catching all kepkes, capturing the
screen WyyniyUle pTogrant> uen Ty Tutrainid osead Tirgmitdring tih

Copyright © byEC-Council
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C EH Actual Spy: Screenshot 1

Cartified  Ethicol Hocker

< Actual Spy

B m ] Al TN T
L ACiivin v
e T =

F.epstrokes [33] Sn:reer_‘ush!::tg [_EI]. .-'-‘-.pplin::aticlrjs [ Efl] EIiphnE,n:_I (4] | F'r.inter. [_'I] !-'_iles and [_fl.irecl:tn:uries [21]

Time YWindow Caption Application Path I zernanme

E-E,-'EI,-':..-_-'I:Ii:IE 121427 P actualzpy.doc - Microzoft Word | CAProgram Files\Microzoft DFi.. )
292005121427 PM Microsaft \Ward C:%Program Files\Microgoft Q... Andrey
292005123938 AM  Desktop C:WwAND DWW S enplorer. exe Andrey
292005123317 M The Batl C:%Program Files\The Batlhthe... Andrey
2082005 11: 2505 P Microsoft Internet Esplorer C:\Program Filezhntemet Expl...  Andrey
2/8/2005 B:44:14 Prd The Batl C:\Program FilezhThe Batl'the. .. Andrey
2082005 5:02:02 Prd Statiztics for wesn actualzpy.c.. CAProgram Fileshntemet Expl... Andrey
2/8/2005 4:53:01 Pr The Batl C:AProgram FilezhThe Batl'the... Andrey .
DLINNE A-E7AC DOkd T Lo O =kl M Ormme mem Cilmnh Tlem O = bl R ELRTR P

Time: 2/9/2005 12:14:27 Phd

Wwindow Caphion: actualzpy.doc - Microzoft Word

Application path: C:\Program Files\Microzoft Officeb\0fficel DNwANWORD ExE
zername; Andrey

F.epstrokes:
[Shift]actuallS pace][S hift]S py
[Enter]

[ ] 5how characters only

| Refrezh ﬁ Delete 3 Delete al #h Seach [ Match case
Skatus: stopped Takal recards: 253 Text logs size; 37,24 KB Screenshaks size: 1,40 MB
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C EH Actual Spy: Screenshot 2

Cartified  Ethicol Hocker

* Actual Spy

Keystrokes (39) | Screenshote [3] | Applications (154) | Clipboard (4] Prirter (1] Files and Directories [21]]

Time Wiindow Caption zermame
= 2M2005 123546 4M  The Batl Ardrey #
P ||| 2/8/200511:36:59 P The Batl Andrey
' o 202005 17 26:59 P kttp: A omline. drweb. com - Drweb® online zcanning result - Micr.. Andrey
_.:'i == 24872005 11:21:55 PM ticrozaft [ntermet Ezplorer Andrey
terme -': ’ 202005171 16:59 P The Batl Andrey
/2 ul‘-. s 282005 62310 PM Dezktop Andrey
% % ; 2082005 2:23:21 PM Connections Tray Andrey
% 2/8/2005 1:53:21 PM Tripence Software - Microsaft Internet Explarer Andrey 3
— = M O0R 1 -F2-71 Ded tADRA DL ek Accvmie s COCETHADE COCCYADC CUADDC MomAran

||| Time: 2/8/200511:21:59 PM

| ['Window Caption: Microzaoft [nternet Egplorer

zemame:; Andrey

Fath: C:%Program Files\&ctual Speslogsipich 20062 8 23 21 539 dat

| Refresh ﬂ‘ Delete 3 Delete all @ Search [ |Match caze
Total records: 253 Text logs size: 37,24 KB Screenshats size: 1,40 MB
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C EH Actual Spy: Screenshot 3

Cartified  Ethicol Hocker

* Actual Spy

e e 2y TR
AnEemnmer A
e e

Sy

Start rmanitoring : i "'E Hide X Clear all logs :‘_J Reqiztration w Help @’ E «it

|

Internet Connections [21] | Websites visited [4] .

Time Wiindow Caption

[ 2/8/2008 5:00:20 PM
2872005 4:58:43 P Statistics for wianw, actualzpy.c...

202005 11:26:56 P Dr'w/'eb® orline scanning result http:/Aonline. dosveb. comdresult
- 2/2/2005 £:36:55 Ph

skzaoft.com bt e oft. comdfaram/.. | Andrey
http: A fmen-chet. com. comAtet.. Andrey
hittp: A vy, actualzpy. comdaw. .. Andrey

Lt Uzermame
Andrey

Time: 2/8/2005 B:36:55 P
Window Caption; Newestzsoft, com

; = Ut kttps Afnewestzoft comforum/dindes. phpPe=
E Jzername; Aandrey

: | Refresh —m Celete 3 Delete al

Status: stopped Total records: 253 Text logs size: 37.24 KB

- dh Search [ | Match caze

screenshots size: 1,40 ME

e CHC: Executing applications
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c EH Spytector FTP Keylogger

Cortified  Ethicol Hocker WWW . S p yt e Ct O rUmIr;

Totally invisible and undetectable

Bazic Settings FTF Settingz

FTP and Email log delivery

Email Settings FTF addres:
| ftp.spytector .com

| FTP Settingz
FTP wzer FTF pazzword

Remotely deployabl

Option to include protected storage passwords @ th Local Options | | spytector | [mmmmmmm | [ Show
log Server Options | | FTP directomny
|I-:|gs
Log Options

Option to include URL history in the log

lzon Changing

Aot Enable FTP Test |
The logs can be received eethwhen they have reached
a minimum size or at apecified day interve Save Log Retieve Full
H : Help _
Server Yiewwer Local Log Yersion

The keylogger server worlessen on a Guest account
(2k, XP, and 2003)

Both small and large icons tfie server can be changed
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C EH 'Ks software Keylogger

Cartified = Ethicol Hocker

§§ Datview - Binary Log Translator for IKS

Filterz— i [ WiEmeEr- i
Iv iFiler Oiut Arrow Keps & |se Notepad
Iv Filter Dut Chl and Al Keys . £ Translate to Text Only
: i~ Elear Log-
v bkl ke | Clost Binaty Log Upen Exi
D) Stardardingtal [ Stesthinetal | [y Ursnaa | [~ Filter Dt &)l Other Funchion Keys :T;" Claa TeitLog Lipar Ex
Im a Siwald bratallahor:, po daectbom uill be crested b ooder bon the et aliafion fo s i | =

e e Blas: o noed b work wit

sty This ex thes main progran fle thad mustbe peacen on the conputar that's bes Import Binary Laog From:
o el

Sl This i s Voo oo Nk s ok - iy thi miscided il Jc:'\wmnt'xlks.dat Browsae. .

nol fecused 1o be n the nontooed computes when monkanng is baknag place. 11 iz o
nepEsEany whar Pou want bo e e logosd rilcematon

Save Test Log To:
degiat Thiz s the bog Ble automatically genessbed by ks zus. It cortaing ol tecoeded

Browse.. |
cemation ]n:::'xtemp'xiks.tﬁt Browsze... 1

kst can be renamed ko anitheng ol pour choice [has s B-cheiacts bed for the n
tog e b det can b renamad 1o snithing of e choics, and # o ba locsed in i
i the: monoled Compwbs

Gol
Fasnama s b |4 ] A |5 -chsascter B, ri apasse) <&
:l;’::;’&ﬁf“d [O-OWINNT ks da | _ o i
Tl'n!dfehruew.exe\-_ewefnmhec.mdIaa-nha:almmmdnga'm}-ﬁ:ﬁeﬂe 'fiowi may It IS a deSktOp aCtIVIty Iogger that IS powered
FRRIGRILEORE R ATRIING N U s o e NEmL A8 by a kernel mode driver. This driver enables
o dtviesesiatal o ja ke _ o | it to run silently at the lowest level of

[ Dronl oy dabases e pow

| Tnaibow |

Windows 2000/ XP operating systems
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c EH Ghost Keylogger

Cortified  Ethicol Hocker WWW . ke yl O g g e [I nfn!

2 Ghost Keylogger Configuration x| Ema_lls are sent secretly W|th-'._:| ut
leaving any trace on the monitored
S_l,lStemI File b il | Filkers I Wiew log filE.'SI About I machine.

— bl ail zettings

¥ Lag with email Send mail after even: ® Emails are sent on a timely basis.
Hours Minutes

[T Encypt the mail 4 0

hail |DefauItMaiI‘I _: # To make the email system as

FEMICE simple as possible, Ghost Keylogger
. Log file has a number of preconfigured mail

Subject I services.

To Iyu:uur_email_address # The anly thing yvou have to do in

order to receive the log files is to
enter your email address.

It is a stealth keylogger and invisible

Crefault mail 1-4 are primary for kesting. e don't guarantee

that they al_wa_l,lﬁ wu_:urk. Therefare we recommend that pou uze SUI’VGIHaH ce tOOI th at reCOI’dS every keyStrOke
3 Hser Defined mail account to an encrypted log file. The log file can be
Vel e S SEESL I e B2 By el 05 T sent secretly with an email to a specified
address
Advanced settings. .. | Test I| - Before you start logging you can try

that the email works by pressing the
"Test" button.

Ok, I Cancel I Help I
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C EH Hacking Tool: Hardware

Cortified = Ethicnl Hocker Ke yI O g g e I

The Hardware Keylogger is a tiny hardware de»
that can be attached in between a keyboard and a
computer

It keeps a record of all keystrokes typed on the
keyboard. The recording process is transparent to
the end user

There are twe )
types of « PS/2 keyloggers
hardware « USB keyloggers

keyloggers: y
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C EH Hardware Keylogger: Output

Cartified  Ethicol Hocker

Untitled - Notepad
File Edt Format Help

& Untitled - Notepad == %] é 855:3?;2 speed ﬂ
Fie Edit Format Help 7. password cﬂange
Prass € for safe mode. =] 8. plagnostics

9. exit

O

Keychost II Standard >M v7.0.7 i . .
wwiw. keyghost. cam po not change window until finish.
help@keyghost. com

select number. 1

Menu.

1. Entire Tog download Key To stap.

2. section Tog download

3. wipe log keys so far 45 640 out of 523068 ...

4. Format

5. options change . . . . .

8. Diagnostics tom@msn.com<tab>c0nf1dent1urgen; AttentionHi smith,
9. exit As per our telephonic conversation yesterday I have

po not change window until finish, <hks><bks><bks><bkss (<ks>(

select number, client

Hey

. JR
_ smit<oNxyahoomail.com
DI

eccouncilceh

Kl
il start |

J :ﬁ @ | |J|@Untitled—Notepad |@<}]ggg 320 AM

-

wipe log (y/n) 7

iffjstart |

| @& 5 H /24 ahout:blank - Microsaft .. |@u|1titled-Notepad |@<ﬂﬁ [

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioibéd

e CHC: Executing applications




c EH Keyboard Keylogger: KeyGhost

Security Keyboar

Cartified = Ethicol Hocker

Records all the keystrok

The “Securiy Keyboard” functions cannot be
bypassed even if the user boots from a disc

It can recorcuptc 2,000,060\ Rey s1iURe

A non-volatile flash memarplaced in the
keyboard stores all the keystrokes

Keylogger records the kestrokes that are used
to modify BIOS

e CHC: Executing applications
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c EH USB Keylogger: KeyGhost USB

Cortified  Ethicol Hocker Ke yI O g g e |

It works by Keystrokes ari
recording USB recorded to LE SO
. . 2,000,000
traffic in the KeyGhost’s internal
. keystrokes
hardware flash memoy chip
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C EH wnhatis Spyware

Cartified  Ethicol Hocker

Spyware is a program
that records computer
activities on a machir

« Records keystrokes
Records email meggs
Records IM chat sessions
Records websites visited

Records applications open
Captures screenshots
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C EH Spyware: Spector

Cartified = Ethicol Hocker

Spector works by
taking a
Spector is a SPEecto snapshot of

automatically :
spyware that whatever is on
takes hundreds
records of snapshots the computer
everything tha ever homﬁ)r fike 3 screen and save
one does on the su%veilla{nce it away in a
Internet T hidden location
on the system’s
hard drive

/3 spector Toolbar Screen Shot - Microsoft Interne t Explorer =10 x}

Close This Window

B 2 B |lwm = = o o
E=port Frink Fit View Fast Back Play  Forward  Last
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EC-Council

Ethical

C EH Spector: Screenshot

Cartified

Hacker

I8! Spector Pro 6.0
Fle Edt Yew Dats
All Recardings

Lo g
Wty

Window  Help

Top 10

iyt o

‘]:i_- y Weh Snes

S Vaprbed

Shom TGP 10| Wb Siss Wheee the Mot Tans was Spent = | [ A | Last 30 Days | tast 7 Days | kant 2 Days | Custom |
Web Sites Where the Most Time Was Spent (June 28, 2007 - June 28, 2007)
Rank ~ | Web Site Domain | Tire Spent | Open | Dobats | Biociond |
i topehaes B f s o DO AERES | Cipen v L wiew [erails Eebim i Woen Sane
i [a el % T D00 D6 | O 'Welh S Wikew Ceeiails Ebinril Wdy Sine
< | F oy AHERHE e T WeEl [eraily Blgalli Wil Sin
i ST ION_CIMT dH wH R ET T TR Wike Deeiails Ebinril Wthy Sine
5 fa gy W D00 D= | e Wl S Wikew Ceeiails Ebinril Wdy Sine
[+ COEm_CTNT 00004 | Dpen Weh S i Dierails Ebinli Wieh: Sine
ri [ ] o0 Ol | e Wl S Wiei Deelaile Ebinlil. Wly Sine
a [T ] 0003 | Oy 'Wel S Wikew Ceeiails Ebinril Wdy Sine
q W00 COAT 00003 | Dpen Weh S i Dierails Ebinli Wieh: Sine
1] wolrf s Lo D03 | Oy 'Welh S Wiei Deelaile Ebinlil. Wly Sine
il DY C0m D0 | O 'Wel S Wike Deeiails Ebinril Wthy Sine
12 freedownioadmanager . ong 0000 | Dypen Web S view Derails Ebill Wiety Sine
13 DS, DEN 00D | Dy Wl Sie WeEl [eraily Blgalli Wil Sin
] Faortrramd_commi D0 D | i Wl S Wike Deeiails Ebinril Wthy Sine
15 i k. = W] 0000 | Dypei Web Siie Wt Derails Bl Woeh Sine
b5 [ s ] D0 D | e Wl S Wiei Deelaile Ebinlil. Wly Sine
Total: 18
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Cartified  Ethicol Hocker

@ NEWS.COM nitp//www.news.com
Ex-government employee sentenced for hacking

By Jaris Evers
http://news.com.com/Ex-government+employee+sentenced+for+hacking/2100-7350_3-
6071928 html

Story last modified Fri May 12 17:50:52 PDT 2006

A former computer security specialist at the Departmentof Education as oeen
sentenced to five months in prison for hacking into his supervisor's PC.

kenneth kwak, 34, of Chantilly, Va., admitted to installing remate control software on the computer
and using that access to read his supervisor's c-mail and monitor other Internet activity, the U.S
Department of Justice said in a statement Friday. Kwak shared this information with others in his
office, the DOJ said.

kwak pleaded guilty last month to ane count of intentionally gaining
unauthorized access to a government computer and thereby obtaining

information, the DOJ said. He was sentenced on Friday in the U.S. District In other
Court for the District of Columbia. The five-month sentence is to be news.
followed by five months of home confinement. Bush, senators
grapple with taps
As part of the sentence, Kwak was also ordered to pay the U.S. Casual games
government $40 000 in restitution. He will be on parole for three years. get serious

. . — . This is your brain
Kwak was responsible for securing Department of Education computers. on ; |$-|i'-:r::u:hip
His prosecution was part of the "zero-tolerance policy” recently adopted by

the U.S. Attorney's Office regarding intrusions into U.S. government I;];SSFI Qjé}d'ﬁ
computer systems, the DOJ said. us from space
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c EH Remote Spy

http://www.cover-spy.con

Cartified  Ethicol Hocker

- GHAT CONVERSATIONS _

-INSTANT MESSENGERS =~ % =
. OVERALL COMPUTER ACTIVITER &~ &
. AND MUCH MORE!! e =~

RECORD COMPUTER ACTIVITY FROM ANYWHERE!
EASY TO SETUP, NO PHYSICAL INSTALLATION NEEDED!

SPY ON ANYONE. FROM ANYWHERE.

SECRETLY RECORD EMAIL~ CHAT CONVERSATIONS AND OVERALL COMPUTER ACTIVITY REMOTELY!
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C 1, Spytech SpyAgent

Cartified = Ethicol Hocker

SpyAgent Professional records keystrokes,
windows @ened applications ran passwords
used, Internet connections, websites visited,
and emails sent and received

¥

It captures screenshots that can be displayed
in aslideshow

¥

It can be configured to send a log file to a
specified email addre
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Spytech SpyAgent: Screenshot

Cartified  Ethicol Hocker

SpyAGer: ==
=" - Yelcrnerenor
puter menitering and surveillance software

1| p—

General User.

General .

! : startup: Settings andiConti g
TR = iR oSy ewed

4 Kaystrokes |ast Session L 29 Windows Logoed Logging

ConfigureiLogoi rg Sipt

ErogramsiErecuted 1z

89 Applications Logged gged

Remote Log Delvery

Corfigure! Remote: Deli ey

Elipboardifons

Clipboards Logged : _
e Advanced Options
EipmriCordrolloni Spyagent

Events TI-"I'IE|I!"iE:
147 E verts Logged

Content Eitering

ELE, Bii=h =S = | T 2
Internet Activities gt ] Eiterlzer Rt Tty

£ Program Options ¥ Log Actions “ SpyAgent Help ]
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C EH 007 spy Software

Cartified = Ethicol Hocker

It allows to secretly monitor and recordars activities on a computer, such as web
sites visited, windowspened, evey key pressed, pplication executed, Internet chats,
Email sent, and even take snapshots efehtire Windows desktop at set intervals

It can recad al apdjcations window actvitv taken nlace o vour comoute

It can log window title .thecpneninnand cng time of windoaw.andireentyisar.na

It can take picture of the Windows Ddsk and capture images in a few secc

It isthe mog securdy spyprogramsinceit is passwod proteaed
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C EH 007 Spy Software: Screenshot 1

Cartified = Ethicol Hocker

E 007 Spy Software —- Unregistered Copy, 1 of 15 days

Settings WWebzite monitor can record all webzites viewed by users on vour cormputer,

Set general options including zite name and site IRL. You can alzo gort, export and search these

recordz, Furthermore, pou can just click the hoperlink in each pop window bo wigit
the coresponding webszite IMMEDIATELY!

) Keypstrokes Log
o
= Fecaords : 17F

Refrezh E=port Clear Search
@ 103 User | Tirne | Site M ame | UREL Address -
Jazon 20051117 21:08:49 catch cheating...  http: /A, google. comr
Applications Log Jasan 2005-11-17 21:08:583  catch cheating...  http: s, google. carr
Sk - Jazon 2005-11-17 21:08:58 catch cheating...  http: /A, google. comr
Jasan 2005-11-17F 21:09:01 cheating spous...  http:/dwiw. google, cone
Jazon 2005-11-17 21:09.13 SpyBuddy Spy ... http: A exploreang,
E Screenshots Log Jasan 2005-11-17 21:09:30  spubuddy - Go...  http:/Aees, google, corr—
Records : 328 Jazon 200511-17F 21:11:10 Exploredngwb...  https A dww. parental-co
Jasan 2005-11-17 21:11:48  Google http: & v, google. corr
File/Folders Log Jazon 20051117 21:11:52  Google Image .. hitps A v, google. cor
lﬁ Fecords : 100 Jazon 2005-11-17 211205 SPYBUDDY - ... http/fimagez. google. oo
Jason 2005-11-17 211212 SpuBudde Spu . httpc fee explorearu
Jason 20051117 211219 SPYBUDDY - . http:/Aimages. google. co
@ About Jason 2005-1117 211223 Google Image ... http:/dimages. google. co
= 'ﬁ'hnut I:“:I? Sp-lrl ;_l._.. anne 44 47 T4 .4 T (RN | P | P I-I.I._..l.l._._l__. ____I_L_|_‘
Register Now Help Clear Logs Hide Stop
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C EH 007 Spy Software: Screenshot 2

Cartified = Ethicol Hocker

007 Spy Software -- Unregistered Copy, 1 of 15 days

Fazaword Setup Hatkey Selection
B Enable passward protection ta Specify the Hatkey to make 007 Spy
avoid unauthorized access Software wvizible when in stealth mode.
Kepstiokes Log
Fecords : 167 :I Press your favante Hotkey here:
webSites Log | | || [Ctrl + &t + Shift + F7 |

FRecards : 103

Dwernde Anti-Spy Programs

B fOofe€el®

Applications Log Prevent anti-spy programs [such as Spy Sweeper, Ad-Aware and Spy-Bat,

FRecards : 5030 etc. ] from running on this computer.

Screenshots Log Startup Option Advanced Settings

Recards : 322 | Load onWindows Startup Set Email & FTF delivery, schedule, and more.

) [ Startup in Active Mode
File/Folders Log =l i Uik an S Advanced Option
Records : 100
Stongly recommended!!! Turming to ' Stealth Maode

About Stealth Mode | will make DOF Spy run in tokal stealth rode to avoid the

Ahout 007 Spy awareneszs of anti-zpy pragrams and other usersl
Register Now Help Clear Logs Hide Stop
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C EH 007 Spy Software: Screenshot 3

Cartified = Ethicol Hocker

Ad?anced Option

Monitoring 5cheduling

[v Enable time zcheduling [uncheck. this to monitoring at angtime).

Start monitoring at: | 5:00AM 25§ and stop monitaring after haurs.

Delivery via Email and FTP

Email addrezs; | torniahatrmail. com | SMTP Server |mail. g-zpy-zoftware, n:u::m|

Uszernarne: F"asswnn:l: Test Now

FTP Server.  |192168.0.12 | Remote directon:
Uzemame: Pazsword: Test MNow

I+ Send keystroke log I+ Send'#ebsites log
I+ Send application log I+ Send file/falder log
I+ Send zcreen snapshat log (Email delivery will nat send snapzshat pictures)

Send logs every hours. [~ Clear all logs after FTP deliveny

Uszer Filter

i Only manitar these uzers: i* Euclude these uzers:

[administrator |
[Separate ugemames with a cormma, or leave blank to monitor all users. ]

Uninstall 007 Spy Software Cancel 0OK
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C EH spyBuddy

Cartified = Ethicol Hocker

SpyBuddy allows to secretly monitor all areasPd, tracking every action whether it is the
last keystroke pressed or the last file dels

All chat conversationsveb sites visitedwindows @ened and interacted witlevely
application executed, every file or folder renadma modified, all text and images sent to
the clipboard, every keystroke pressed, gygssword typed can be monitored using this
software

SpyBuddy will keep track of all user shutdosyrSpyBuddy interaction, e-mail deliveries,
and invalid password attempts

SpyBuddy is password protected to prevettiers from starting or stopping the
monitoring process.ssiell s echagnSpyBudd configuration setting
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C EH SpyBuddy: Screenshot

Cartified  Ethicol Hocker

>R % |

-- SpyBuddy Build 3.2.1 --

Conyversakions,

g 13 A0l /Al Chat

Conversations,

59 Websites
Wisited,

% I Chak

83 Screen Shaoks
Capkured,

2
. / E g "' SpyBuddy Central Control Panel
start/stop | configuration help exit
Monitoring Status: Mot active, Computer Mame: Bryan !"-
Last Session: 11/15/04@01:57:03pm Current Windows User: YBH-PC {_?

gy 0 ‘fabioo Chat
g Conyversakions,

3 MSH Chat
" Conversakions,

2 Trillian Chak
E p Conversakions,

[] view All AOLITE,

STl iy ] Imane Cache

Q_ 131 E-Mail

¢ g [NEssages Saved

f:] Start Quick Conflguration Wizard Nowil

Facal PC Activity

ﬁ Text/Images

40 Applications
Executed

Sent bo Clipboard.

0 Documents Sent 10 Windows
g To Prinker, m Launched.,
36 Kewstrokes 0 Disk_and File
Recorded, Changes.
39 Documents and = | 405 SpvBuddy
@ Files Accassed. Lim fitions.

© 2001-2004 Explarefnywhere Software, LLC
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CEH Acespy

Cartified = Ethicol Hocker

AceSpy secretly records everything that is donéhmn
computer and also can block particular web site

programs

This premium spy software willimmediately forwaad
emails and instant messages directly to your peakon

email address

Enter a list of programs or web sites that you wanlbe
blocked if anything on the list is encountered; 8pg
willimmediately close it and send an optional aler

your mddile phone

Acespy separately records emails, chat conversations
websites keystrorkedeu r Aewtart S ST
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C EH AceSpy: Screenshot 1

Cartified  Ethicol Hocker

Showing Emails Logs
Showing records for; 11/26/2005 Total Records: 6

Email Subject

Username Subject Time Stamp

James Johns : f26£2005 3:13:24 PM
James Johns Outlaok Express @ GIRLSGONEWILD Video Purchasze 11/26/2005 8:28:18 PM
Jarmes Johns Outlaok Express @ Re: GIRLSGONEWILD Yideo Purc...  11/26/2005 5:29:14 PM

Casey Bradson  America Onling 9.0 : Don't Tell Your Parents! 11/26/2005 2:55:54 FM

Casey Bradson  America Online 9.0 @ Bring Some Beer Tonight! 11/26/2005 8:58:14 PM

&loo Maddon Cutlool § Company Scorots Roveoalod! 11/26/2005 0:55:15 PM
0utlook Express: Re: Hi Honey i
Hi Honevy,

She doesn't get off work until seven. 30 come ower at £iwve sharp. We have to
be careful not to mess the house so0 she won't expect anything. We will hawve a
real fun time if you know what I meah.

Jee ya at £iwve.

11/26,/200Z = Save As... Close Clear Log
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C EH AceSpy:. Screenshot 2

Cartified  Ethicol Hocker

AceSpy Log Viewer

Showing Messenger Logs
Showing records for: 11/26/2005 Total Records: 7

Messenger Log:

Application | Chat Session Time Stamp £
Yahoo! Messenger | Chat between James45623 and badgirl336 11/26/2005 21:12:20
Armerica Online Chat between EliteHackz2kS and Sexyone?9 11/26,/2005 21:18:38
A0 Chat between EliteHackz2k5 and AdvancedPl 11/26/2005 21:13:43
A0L Chat Room Chat between EliteHackz2kS and SinglesChat 11/26/2005 21:22:55
Paltalk Chat between Retinaxrulz and Zeeshans 11/26,/2005 21:23:31
MSH Messenger Chat between JamesRxS and Lambogrant 11/26/2005 21:33:03 ¢
Chat between: Localuser and badgirl33é i

Jamesd5623: hi, can vou talk long?

badgirl33é: for about ten minutes mayhe

Jamesd5623: ok T had a lot of fun last week :)
badgirl336: me too!!! We must be that naughty again.
Jamesd5iezZ3: wezs I agree totally

|11f2Eu,-“2EIEIEﬂ Save As,.. Close Clear Log
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C EH AceSpy: Screenshot 3

Cartified

EC-Council

Ethical Hocker

Acespy Log Viewer

Showing Web Sites Logged
Total URLs Logged: 33 For Date: 11/26,/2005
Username LIFL Title App M
25612 AN James Johns bt ffhews yahoo.com/... hbtp: Afnews. yaboo.comyd...  IE
9:56:25 AM  James Johns hifp: /fwww . google.com...  Google Search: spy soft...  IE
9:57:40 aAM - James Johns bt finwiee, mozilla.org. .. Mozilla
9:57:56 AM  James Johns hitp: /fonlinesex.comy Onlinesex. com Mozilla
9:558:30 &AM James Johns hitp:/feexdfree. com, Sexdfree.com Mozillz
9:58:45 AM  James Johns bt /fratten.com)/ Cpera - [rotten.com: Th.., Opera
9:58:53 AM  James Johns bt fwwiee rotten.com,  Opera - [rotten.com: Th... Opera
9:59:18 AM James Johns bt /flogin.passpart.ne..  Opera - [Sign In] opera
9:59:36 AM  James Johns hitp:/feharmony.camysi...  Opera - [eHarmony - M., Opera
10:00:36 AM  James Johns bt /feharmany.comfsi.,.  Opera - [Advice] Cpera
1:01:13 A8 Tames Tnhns bt ffeharmnmy . rnmdsi... Opera - [Advire ] OnerA
10:04:17 AN James Johns about:blank Firefox
10:04:55 &AM James Johns http: /fpenthause.com/t...  Penthouse.com - Pentho...  Firefox
Lo >
|11;‘2E.,-'EDEIE j Save As... Cloze Search Logs Clear Log

CHC: Executing applications
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C EH AceSpy:. Screenshot 4

Cartified  Ethicol Hocker

AceS5py View Logs

Showing Keystrokes
Shiowing Records for 11/26,/2005, Total Records: 8

Applications

Lzernarme Application Time Starmp | i

James Johins Sign In - Microsoft Internet Explorer provide. .. /2003 8:13:24 P
James Johns Sign In - Microsoft Internet Explorer provide..,  11/26/2005 2:28:18 PM
James Johns Google - Microsoft Internet Explorer pravide...  11/26/2005 5:29:14 PM

Jarmes Johns Passwords - Notepad 11/26/2005 8:55:54 PM
Jarmes lohns privatenotes - Microsoft Word 11/26/2005 2:55:14 PM
Jarmes Johns Password Feguired 11/26/2005 9:55:15 PM i

3ign In - Wicrosoft Internet Explorer prowided by Cox High 3peed Internet |
11/26/2005 8:13: 24 PM )

uherza[Tahlinstantaneol22’

|11f26f‘2DDE j Filter Keys Save As... Cloge Clear Log
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C EH Keystroke Spy

Cartified = Ethicol Hocker

Keystroke $yvis a monitorimg solution that allowsou to easy and
efficiently log what your computer users are doing

It is a powerful tool that can log every keystraksers type

It can run in total stealth, email you when spedieywords are
typed, and can even be set to only log keystroiped in specific
applications

It also has the ability to email you logs and nptidu when users
type specific keyword- such as names or addres
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C EH Keystroke Spy: Screenshot

Cartified  Ethicol Hocker

EC-Council

o=

Keystroke Spy Keystrokes Log Viewer

244 Keystrokes Logged

Select a Keystrokes Log Entry

Application Window Title Uszername
**smzz.ene no title (Kevstroke Spyl snapfiles

E notepad.axe Untitled - Motepad snapfiles
**smzs.exe no title (Kevstroke Spyl snapfiles
**mzs.ene no title (Keystroke Soyl znacfiles

Keystrokes Typed

B e S Rt L et B = o |  — |

H Seme oy, @) Seve ol Gesst (1] Gommat. (3] Aekinms... |

Choose an Action

Flag all Keystrakes Typed in Program...

Flag all Keystrakes Typed in Wincdow...

Fri 2/09/07 @ 2:01:59 PM
Fri 202007 @ 2102139 PM

this is a test to checl if the program is logging our keystrokes

11

Mote: Log entries preceeded with a indicate a password entry,
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c EH Activity Monitor

Cartified = Ethicol Hocker

Activity Monitor is a remote survikance
program that monitors networked machines

It shows desktop snapshots, programs that
have been used and are currently runn
websites visited, and typed keystrokes

Remote control features include options to

start programs or execute commands remotely,

turn off or restart remote computers, log off

users Wy iilas fuam, cemntesssstanan

send instant messages to remote users

Copyright © byEC-Council
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C EH Activity Monitor: Screenshot

Cartified = Ethicol Hocker
¥ Activity Monilor - [wahome « Connecled]
PN Be Edt Yew Llog  Window Helo -8
iR ZoMx Iw Bbben OB DY
Remate Ageris 8 x m-mma[ S Tasks 9 x
?@m ' | A || Fremote Agent .
J‘d wshirng - Agert Propertes
Change Agert Paisrged
Shertindt Lo k Dt Ayl Iy oo gt
Iy Docunanits Dowrioad
Th Ininal Aot
Lirirstall Agert
"Lr!!u-e Logging »
§ (et AQerk, Log e
F L - R | A - - ﬁl:'-" "'}-"I-I‘ Feey -'I'r'
Wy Netwth = || It B com ot Rl
Flontes bl b | daddress Wwrl T SR
i '\‘fﬂ_‘-'ecif'i".ﬂ i i J h'. - =1 *-.-- Scheduted Froemn Al Sporids
) L . -"!:ﬂdﬁfﬂ E'-J”!I' -Lj‘l— port Log Rits
t _—| B Yiew -
Downloa B Updats Ageet Ust |
st Cluer TE Actaty Mordter Ogtiors
hpphesten | L
UG Ve, ,
Madfied: 57290 Wirdows X Look
se: 1LTTMER _ Cffice 2003 Lok
Altrbatds: (e
I H The Morizonicaly
£ > m Ti= Verticaly
W I '_:*'5?4!“ i_%‘am [%me ]ywm l ' Remote Corerel 1 Ciose All Mond oring "Windows
For Help, press Pl
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C EH Hacking Tool: eBlaster

Cartified = Ethicol Hocker

Kepword Searem T

Report 2
Delivery o }Ce:,n-vq:dg E nabiad
v Send Instant Keysced Aledts
L
Security/ Capture the loBowing words/phrases ?
Accoss

[ biitroey spears CAd
| comfdenbal indoimation

{espr com | Detete
ﬂ ?I‘“ :“ | manster com
OO Fe
- | BEK
¥

,"T\'% When to ! Expoat |

& Recard

Adorts
Sotup
: " Uninstall f~“Sawe | O Cancel | |

It shows what the surveillance target suoh the Internet and records all emails,
chats, instant messages, websites visited, andiakes typed, and then
automatically sends this recorded information te tesired email addre
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C EH Stealth Voice Recorder

Cartified  Ethicol Hocker

*t TOBEST Stealth Recorder Options

2= General ]’}\ Recording | ~g Email & FTP |

YWoice Activation System Level (dB) Record / Flayvhack Devices

1] Rec: |Sis 7015 wave |

Recording starts at. 45 dB D |

Recording ends at

i TOBEST

%@ General

After Each Recording

v Zen

S5tealth Eecorder Options

] %, Recording s Email & FTP ]

d recorded file vis e-mail [w Uplosd to FTP Server

zecs later below activation dB. Flay: |SiS NG Wave j e-hiail Info
“alume e-mail. {mymailboxi@yahon.com
Record; Poo, Play: W Mic Auto Gain Control
B < .
: : SMTP:
. |  Mute |srntp.m':.fserver.|:|:um
Manitor FTP Server Info
OO T T T TTTTTTTT T
Start -
OO T T T TTTTTTTT T
Host: |ﬂp.server.cnm
Talk to wour mic and check to see if your mic is set up properly
=er 1D |ugername Passyyenpg: [resssass
Misc Popup Menu Hotkey SErvEr
™ Stealth Made W Cortral - Directory: |recu:|rd|ngs_frnm_h|:|me
[ Start record at launching W At 2 W Passive Transfer
[ Hide Akhout Screen at startup [ Shift M -
(8],4 Cancel | Helgp (8],4 Cancel Helg

EC-Council
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AY|BYf|C
C C =A21010[0 [

Keystrokes recordir

Websites visited B steattn keyLogger
Chatand instantmessagenonitoring | RS SR i | @ e )
‘x DD”'&" Logs ] Application status: t onitaring
Recording applications executed (" Globollogs || Curentlser Blarka Ceii
{m Keystrokes Typed File/Folder Monitor
File monitoring B soting: ) Websites Visited Clipboard Monitor

e

{ Register }
Screenshot monitoring T Screen Shots

Logon logoff Monitor

Chat Monitor

Application Run

Printed Documents

Aggregated Report

AM\FLL’E MNET

Printer monitoring

Clipboard monitorin
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C EH stealth Website Logger

Cartified  Ethicol Hocker

Designed to monitor and record allf WSS
websites that a user or compu

Vl S |tS (-__5.131331‘ _ B Mcgi%:ing o Mosgf?nprhg . Hide ]
L. Settings .,} Statuz Moniboring .

Offers detailed re PO rts on all (| Register ) e et
s

accessed websites from a single (__ Uninstal J

computer or from the entire [BEEE <]

network
Displays reports in web format or | awews ..

secretly sends them to a specified == =

emall address

All recorded information is stored
In a secet encrvotedfile
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C EH Digi-Watcher Video Surveillance

Cartified  Ethicol Hocker

Watcher turns a PC with webcam into
an inexpensive and complete security
and video surveillance system

e Captul I'.';ﬂl‘ :

Standalone, Watcher does motion
detection, video logging, email or FTP
alert, broadcasting, and more

It can operate in stealth mode

| You are inthe Log Yiew |
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c EH Desktop Spy Screen Capture

Cortified = Ethicnl Hocker P r O g r a- n

Captures desktop/active application screenshotssands them to a specified
directory on the hard driv

ﬂ Configuration - | I:Ilil

E [~ Start capture every day at: IDS 100

W) General

[5] Capture
by Advanced

Pl G cheduler
gl at Kens e
[ Screenshots @ configuration oy ] s
& About
B General
I5] Capture 2 Image show interval fms); I'IEIEIEI
oy Advanced [y £
- [~ Stop capture every da ‘E' S cheduler ’--.__r." [~ Resize images ta fit the scieen
— e
1 Siy Hot Keys -
I ﬂ Screenshats o
& About < Show folder
Reqistration | 0 e
- Clear folder
o Wiew screenshots Mowl
Reqgistration k. Cancel
. : 1 i Copyright © byEC-Council
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C EH Telephone Spy

Cartified = Ethicol Hocker

L% Fhons Spy telephone récording system

Leg L) Sewrch/Count @) Setting

B B

Recordleg Systembg  Backup

Records telephone conversations
diredly to your hard disk

w

@ Sound candl (VIA Audo (WAVE]) |

3(5)  Help (D) ExatiX)

By >

Espent Delete

&

Prink

Search

Sound card? [Crystal SoundFuson{im]]

Homepage:

2
Help

@

Emad us

Sourd card3 [Crypstal S oundFusion(tm] (2] |

| I_ AT B A8 '.',”_I'l ARLE W TRAE D T DAL '_'I LR
3 L
It can start recording from a -
. - Recouding charnel | Line in v ¥ Musetho  Recoding vokume (=] v Ao ed
telephone line automatical
h . . t ff [ Dae [Time [Cater 10 [Receive 1D [Channel [Durstion | Remark. -

B9 |20050323 160354 02424120745 88223052 CIRCIED

W en ever a reCeIVer IS p u O &e0 20050323 2000302 0000000 BE2YING2 iL 00:00-00
B |5032 204038 17165838 86223052 R 00003
§62 20050324 0086 0527528730 B2IN2 1R 00205
853 |oo050324 091851 serie VRN L 00345

; ) (B84 |ooos0024 033505 saeowml #5353 T T

865 | 20050324 1036:15 02081 240525 BE273252 1R 00110

You willneed a PC and a voice S oy non  mwew  mas  n o ans
967 20050324 11183 O51E301 500 SEOOINS2 1R Q0L0n-15

mo d em B | 2¥ s Ereed L 000
1869 | 20050324 11:25:00 BB2IE2 BT 1L Q00025
B0 _|0050324 112555 05316301900 86223052 R oow
B |20050324 120101 07633382503 8a223082 R 00
72 20050324 123246 05158426143 BEIDIN2 1R 00228

c o7y [ S T = O .
You can use it to record any phone * = >
. . System rocced log | Caller delad |
Conversatlon Su Ch aS buSIn ( Hunager mode Free dizk zpace 465 BB Dateh osmnected!

discussions and negotiations

It can send the recorded conversation
by email axtacrhirtg a suurd' ifie ety
memo
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C EH Print Monitor Spy Tool

Cartified = Ethicol Hocker

b SpyArsenal Print Monitor Pro - Report viewer ;Iilil
Eile Edit Show Help
Would you “ke '[O fl nd Out Iiat:how - =  Date/Time | Uzernarne D ocument | Application | Pagesl
what documents were ° -
printed on an employee’s e e
compu ter? * Show all days
IF_I"E; haw anly uzermame
. B 5senalprint Monicor pro——— S x
This tool secretly records and  r swo —
stores a copy of printed Lo sdven | Sendemmtfitoens oa
documerts and then B el [osemai@domain com
emails/ FTPs to a secret rosiemue | PP R
. atifcation og Mle rorma
location About

Valuable tool for lawyers

EC-Council

{+ Encrypted [can be viewed only with the Bepart Yiewer)
" HTHL [html file, can be viewed directly it the e-mail reader)

(" THT [text file. can be viewed directly in the e-mail reader)

[ Clear logs after successful zend Test |

Reagiztration ] 4 | Cancel |
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C EH Stealth Emalil Redirector

Cartified = Ethicol Hocker

—

Stealth Email Redirector is & . .
programthat serds the Advanced Staalth Email Radirartar

copies of all outgoing emails

General zethngs

Redirectar i active

.

SER monitors the outgoing
traffic of the email client
softwareand interceps all
emails that are sent

¥

The program sends
Intercepted emails to the
specified email address
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C EH Wiretap Professional

Cartified = Ethicol Hocker

Wiretap Professional is the premiere application fo
monitoring and capturing all important PC active

Employing state-of-the-art packet sniffing technegu
Wiretap Professional can capture all Internet aiés

This spy software can monitor and record e-maigtch
messagesau e B 6o 6 Vi

i

In addition, powerful OS monitors allow for the
monitoring and recording of keystrokes, passwords
entered atruan'Ubtonrentynenatesanuiotlin's
viewed

Wiretap Professional can send you reports via Eworail

FTPyou will be able to receive and viewsoftware
reports from virtually anywhere in the world
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C EH Wiretap Professional: Screenshc

Cartified

Ethicol Haocker

- Mfiretap Prolessional

O Lser dotaul

LS Hunllunm_:s"alwg Elnpned

En:reein Enap*‘hu’t&
2 Bersershols Logged
3 Ereabied

Cliphoard Logs
&Ll Loggad
Bl Erabed

| Eeystrokes Typed

2 e siong Logged
B Erabasd

Pagswords
Z Parawords Logged
[ Erabed

- Admin Actions

2 Artions Logoed
[ Ecabad

Znlect Al
Desetact all

Windows Viewed
2 WindontE Loggad
B Eniaked

Apps Started
2 Appheations: Lisad
B Enakad

Dots Accassed

i T Do s Logoed

B Enabed

Foldeors Browsed

2 Foider Wigws Logged ©

& Ensbed

Websites Vished
2ieh st Dogged
B Enabed

T3 Shutdown

AOLIAIM Megsages
2 Basidns Logged
B Erpaked

MSH Mezaenger
& Ry Lt
El Enbiod

[Eor Camversations
2 Sesons Logged
[ Enabed

‘Yahoo Messenger
£ S sy L oosgesd
B Erbed

Emall Tranzfers
2 Embiz Logged
B Erabad

>
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c EH Spy Software: FlexiSpy

Cartified = Ethicol Hocker WWW . fl e XI S p y- COIrITI.

W =
| Access Point

]
[

e
| Access Point

FlexiSPY is an‘activity logger for mabile phones

' DTAC-GPRS-WAP Report Timer

O Orange GPRS Wap
I AIS-GPRS-MHS

Activiliessut asserdingand recaving SMS | ODTAC-GPRS-MMS Max Number of Event
messages, call history, (incoming/outgoing), call A i

duration, GPRS activity, ahcontact names in their 0K v Cancel Change Save
address book that is associated to each SMS and cal

Events to capture

FlexiSPY is virtually undetectable by the user!

an actrated

Phone Call

MHS "W 630

= E-Mail Connecting... “
GPRS

0K cancel

Works with most Motorola and Nokia phor
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c EH Spy Software: FlexiSpy (Sample

Report

Cartified  Ethicol Hocker

7 -9 oof 10 records

Hme zone: | Bt/ GMT rows per page: 3

& Type ¥ & Direction ¥ & Duration ¥ & ContactMame ¥ & tobile Time ¥ & Server Time ¥
D 5mMs il Cat 19/03/06 15:26:45 19/03/06 051 25:26
I:l ¥YOICE sl ooz 016684485 19/03/06 08:25:23 19/03/06 051 25:26
|:| YOICE | orog:an 016684485 19/03/06 07159151 19/03/06 07158138

Select all | Clear All

:: Log Event Detail Info::

IMEI : 3556600019008464
Client Time: 19703706 15:26:45
Server Time: 19703706 08:25:26
Event Type: SMS
Direction: 0OUT
Phone Number: 016684485
Contact Mame: Cat

Contents: Thanks to FlexiSPY i finally figured out
that my wife is cheating on me with my brother...
I had a bad feeling about this for over a year,
now i'm 100% sure about it...
Thanks about FlexiSPY
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CEH PCPhoneHome

Cartified = Ethicol Hocker

PCPhoneHom tool tracks stolen lapto|

It secretly sends a stealth email messiagan email address of your choice
containingthe physical locaion of your compuer everytimeyou get aninternd
connection

N
Whenthe stdencomputerisonline,it will serd a stedth
message to the pre-determined email address cantain
its exact location

)

Install the software and restart the computer
Start> Run-> configmod
Enter your email address

That’s all
Whenever your system is online, yaill receive notification through email
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E H PC PhoneHome: Screenshot

Cartified  Ethicol Hocker

] LW PhoneHome Pro Yersion

Thiz must be filed out completely and accurately to az=ist law enforcement in the recoven of
the mizsing computer.

—Matification [nfo

Recepient's Email 1D ;-|

= Uzer Registration Info: 1

MHame i rganization I

Sddress i

City r— Stated !'__ %ipé' Fostal !— Covntry [—
ode

Frovince

Fhaone Fhone :
(Home] | (Office] | Emai |

Inigue |
D |

= CompLiter = 1

Mig. |

kodel i o [ I
Mo
[ree. Mo, I

Q. Cancel I Hegisterl
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C EH Keylogger Countermeasures

Cartified = Ethicol Hocker

Install a Hos-
based IDS such
Install Antivirus as Cisco CSA Keep your Frequently check
software and agent which can hardware the keyboard
keep the monitor your systems secur cables for the
signatures up to system and in a locked attached
date disable the environment connectors
installation of
keyloggers

Peo
@f@
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C EH Anti-Keylogger

Cartified  Ethicol Hocker

This tool can detect keylogger installations anohoee
them

This computer is protected by
Anti-keylogger'™ 6.0

UNREGISTERED VERSION
There are 10 sessions left

Homepage: wwwr.anti-keyloggers.com
; Order: wirw.anti-keyloggers.com
Exchrsions kst | On-line manual wwwanti-keyloggers.com

Cptions

Warning: This computer program 5 protected by copyright law  and
wbernational tresties. Unauthorized reproduction or distnbubion of thes
Contacts pregram, or any portien of ®, may result in sovers avil and criminal
penalties, and will be prosecuted to the maximum axtent possible under law.
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C EH Advanced Anti Keylogger

Cartified = Ethicol Hocker

Advanced Anti Keylogger is an anti-spy program
that prohibits operation of any keylogger, either
currently in use or in developme

Features:

* Protection against the keystroke capt
* Protection against the screen shot capture

o List of currently loaded modules attempting to
monitor keyboard activity
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CEH

Cartified  Ethicol Hocker

Screenshc

& hdvancod Anti Keylopger - www, anti-koylogger, not
Fila W¥ew Oplicna Help

el - %

Cusermily loadad rodule

Custerd sians  Fluls scian g ety

% Fmeresd rande drvetn

R TMDIEA S i haincd Sl e O, 114 #C  Feohdsled W Aleays prohlal

eV TM DS aytam I dreir s orooppes 1 K Prohdsied W Alerays prohis
Y, O\ Progsm Pl \f Lhatichat o E-Lhal

e WProgram FlenE Chat'uchet i W flomed 7 Monds
J"--.L O PAS Y Spslem 32 cHmon e CTF Lowsdes

& VWANDTWS getbte Tl Rl F3ed Rl Shvirs sbow | MECTF Serves DAL
Frotabat

oAb Slloas
Sk prohuba
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Advanced Anti Keylogger:

Advanced Anti Keylogger

F M onitaring program:
¥ | ctimon.exe

Status: Allowed
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c EH PrivacyKeyboard

http://www.ant-keylogger.con

Cartified = Ethicol Hocker

PrivacyKeyboard is the first product of its kimechich protects computers against both spy
software and hardware

When you are typing important information ligkeur e-banking password, it will help you
circumvent hardware keyloggenshich are difficult to detect

The virtual keyboard prevents hardware keylaggeom intercepting keystrokes made by the
user

The protection against softwakeylogger:is also active at this mome

Since the user is not actually using the keyboaifrdis PC, hardware keyloggers do not receive
any signals from it and cannot capture the keystsok

PrivacyKeyboard™ )

‘Tah q

‘Eaps

‘ Shift

ctrl | aie | | ar |cert §
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C EH PrivacyKeyboard: Screenshot

Cartified  Ethicol Hocker

This computer is protected by
PrivacyKeyboord™ 6.0

UNREGISTERED VERSION
Thare are 10 sessions left

Homepage: www.anti-keylogger.com
Order: www.anti-keylogger.com
On-line manual: www.anti-keylogger.com

Warning: Thiz computér program 13 protected by copynght law and
international treaties. Unauthorized reproduction or distribution of this
program, or any portion of it, may résult in severe civil and cniminal
penalties, and will be prozecuted to the maximum extent possible under law,
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C EH Spy Hunter - Spyware Remover

Cartified = Ethicol Hocker

SpyHunte is the spyware detection and removal

SpyHunte will hunt down and remove spyware and adv

(
L

Fedures:

)

)

* Removes spyware, adware, keyloggers, cookies, and

toolbars

« Removespywareregstrykeys,popupprograms,and

memory resident spyware

* Removes spyware programs that slow down your

computer

« Comprehensive database of spyware and adwardghrea EE‘_‘*‘*

EC-Council
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C EH Spy Hunter: Screenshot

Cartified

Ethical Hocker

¥ SpyHunter v 2.9

File Scan Bemowe Ewcheion: RollBack  Scan Dpobors

o o StartSzan

\

Eo®
= SpuHunter 2.0

Settipg:  Heldp

Eﬂlﬂl‘l‘la Software G Elgelle)

Detailed Wiew

_x. Stop Scan

\III". Il

o  StatRemove

\l

':: Update

\

[tern Marme | Object Name | Location | Tupe e
& advert adwert o hdocuments and zettingzhe.,  Cookie
& advertizing adwertizing chdocuments and zettingshz..  Cookie
D&f Alexa AlTE.BHO HEEY CLASSES ROOTYAl . Reaisty

Ik chdocuments and settingshe... | Cookie
Driv!a | Drive Type | O& Eehawnur Llnk belnk, chdocumentz and zettingshe... Cookie
@ Fived Drive, O% bluestreak blugztreal chvdocuments and zettingzhe..  Cookie
& Eravenet braveriet chdocuments and setingshe...  Cookie =
{I_I (Y = i i ] [ i i Tl 1 — f }
e | Check All Parasites | Quick Scan ["i " et SIERAT Lag
Mernorp - *F 0 Farazite Definition
Hidtin: J 1 ﬁp}lware cookie, Thiz iz a product cllf Claria [Gatn:ur]._ Tracksz your perzonal infarmation and browsing A
abite, a2 vou zurf the web. Information can be retrieved by the parent comparny,
Cookies ; qﬁ &0 hittp: A i, bielnk, com i
Files 1] 03 Scanning Folders in Drive c:\. 100%
[terns Scanned 33773
DB Wersion ; 466 04m32007 | Cument Location
Protecting Against : 25642 C 38BN dhwatson. exe
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C E H Spy Sweeper

Cartified = Ethicol Hocker

Spy Sweepedetects ad removes more traceg o
spyware including Trojans, adware, keyloggers,
and system monitoring tools

If items are found during a scan, the program
offers a short desqgrtion, as well as
recommendations on how to protect yourself
and your PC

SpySweeper offers real-time protection shields
that prevent new malware from being installed,
as well as unauthorizegystem chages toyour
browser settings and startup programs
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C EH Spy Sweeper: Screenshot

Cartified  Ethicol Hocker

Spy Sweeper @

#5 Sweep Edt Antivirus Protection
0® for Potentialy Urwanted Programs

o Last ful sween: Today
MExt swiesh! 11/15/2006 S:00 AM
Items Removed, 0
Add antivirus protection to vour
|
[ Start Custom Sweep v subscrption
Subscription Status
(4 Shields Edit
Crgoing Protection i) Active Through: 12/18/2006
Check Status
3 1 of 4 Critical Sheelds are OFF ok St
Items Blocked: o e =
Alerts and News
1 g Updates Edit

'?"'5 Definitions and Program &

i Lact check for updates: 1 day ago
Automatic Lipdates: ON
Chechk for Updates

Yo have no serts

(;J' oy News™
Undated news avalable
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C EH Spyware Terminator
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Spyware Terminator is an adware &
spyware scanner

It can remove spyware, adware, Trojans,
keyloggers, home page hijackers, and othel
malware threats

Features:

* Removes Spyware
* Scheduled Scal
« AntiVirus Integration

e CHC: Executing applications Al Rights Reserved.
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c E H Spyware Terminator: Screenshot 1
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L Spyware Terminator Center
Spyware - » :
;é Terminator i :
L i Spyware T termet = uppork
Scan teicticn settings : Help
C“ Scan
. Scan Progress {Fast Scan)
Curnrent operation - Services Scanning
» C:AProgram FileshSpyware Terminatarhzptcontmenu. dil \:] o
Completed: 352 ()N Elapsed Time: 0.00:34
Objects Summary System Details
Objects Scanned: 540 Running Processes 3
Objects |dentified 43 Processes [dentified 1]
: Reqistiy Identified 22
Objects Ignored 0 Files Identified 15
Critical Objects 1}
Scan Details
1036 &b Skype : HECRAWCLSIDW{FFBFS300-1474-4ECT-3380-D 3261 30E 3B 07} “
Q1036 AM Skype : HELMMSOFTWARE \Microzofts nternet ExploresE stensions {77BF5300-1474-4ECT-9
91036 &M Flazhget : HECRAWCLSIDWF1567E8E -S1EF-470C-9057-421BAS3E00 BA}
3:10:36 AM Flazhget : HELMASOFTWARE \Microzofts»/indowshCurrent/ersionExplorersBrowser Helper C
01015 Akd Flachast - M4 Draarars Filach ElachG et astlasb Al
Pauze J Abort Scan J
2007187
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c E H Spyware Terminator: Screenshot 2
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£ Spyware Terminator Center

% Spyware - _
¢’ Terminator SRR ol Time

Protection

| ty) Settings
]

=) Application Guard Real-Time 5hield Settings

le Systen Guard Shields Settings Advanced
gl

[¥ Use Real-Time Protection

5 Y Application Guard 7 .L'ﬁi' System Guard 7
J Intemnet Guard = -
s Irtemiot Buat ¥ Threats Shield ¥ Hosts file S hield
¥ Startup Shield [# System IMI files Shield
@J ClamAY Guard ¥ Services Shisld [+ Filz Extensions Shisld
.@J Intermnet Guard ? @J' ClamAY Guard 7
¥ Intemet Esplarer Shisld [¥ File Azoess Shield

¥ winSock Shisld
[# Browser Helper Objects [EHO) Shield
¥ Toolbars Shigld

Fiestare from Prafile J J

200187
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C EH wincCleaner AntiSpyware
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WinCleaner AntiSpyware is an anti-spyware system thaludes
red-timeprotecion aswell ason-demard scannng

It protects against pop-ups, slow performance, sexalrity threats
caused by spyware, adware, and other unwanted ncesa

Features:

« Spyware scanning and detection
« Minimal impact on computer performance i)
« Compreensiveredtime dhields that protect again spywarefegctions
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C EH WinCleaner: Screenshot 1
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ﬁ@ Slow PC? w'lﬂNER ﬁndcciilﬂ:ci'fgw...

41 (X scanfor Spyware

Scan for Spyware Undo Quarantined kems

SLF |:| Spyware bvpe:  Spviware browser objeck A
it f! Spyware name:  unidentified spyware
pd Locakion: HELMVSOFTWARE MicrosoftWindowstC, , \{fdd3ba46-5d52-4ffb-8758-200b6ad 7 4acch
4
LJ L*3
\drsion & 55 | Save Log | | Checl All | | < Back | | Delete Selected |
0 2004 - 2007
Busliess Loghs
Corparatan W) Spyware Shields are Active ... Click here to De-activate. a e
wlickaNe @ com b -

Spyware Shields; 51
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WinCleaner: Screenshot 2
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el Click t
&3 Slow PC? e S He

«, | &) spyware Shields

Registry Shields File Shields
e [+] IE Start Page Shield "
. ‘f! Stabus: active
T gy [+] IE Start Page Shield #2
Skakus: ackive
[+] IE Search Page Shield
o ! Skakus: ackive
j [+] IE Search Page Shield #2
Status: active
w [+] IE Search Bar Shield
-

| Skaktus: active
[+] IE Local Page Shield

- Skatus: active
[+] IE Local Page Shield #2
o Skatus: active
i i [+] IE Default Search URL Shield
: Status: ackive |
i |  Checkal | | Addshield || EditShield || DeleteShield |
© 2004 - 200
Busless Log ke .
S s X

WINCEANE [3F COm

Spyware Shields: 51
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2 1999 Randy Glasbergen. www.glasbergen.com

e
T

l

|

L

:

"I've received a number of complaints from
your computer. You haven't been washing
your hands after you go to the toilet."
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CEH
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EC-Council

Copyright 2003 by Randy Glasbergen.
www.glasbergen.com

)

“Originally, P.D.A. stood for ‘pretty darned amazing’
...but that didn’t sound high-tech enough.”

GLASBERGEAN
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C EH CEH Hacking Cycle
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Enumeratiol

Cracking passwords

Hiding files <

v

EC-Council

Escalating privileges —

Execute applications «+

Covering tracks
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C EH Hiding Files
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Therearetwo waysornidingitiles
in NT/2000

o Attrib
» use attrib +h [file/directory]
* NTFS Alternate Data Streami

* NTFS files system used by Windows NT, 2000, and XP
has a feature Alternate Datar&ams that allows data to
be stored in hidden files that are linked to a nafm
visible file.

Streams are not limited in size and there can beentloan one stream
linked toanormd fil e
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C EH Rrootkits
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Rootkits are kernel programs that have the
ability to hide themselves and cover up
traces of activities

When a rootkit is installed, it replaces
certain operating system calls and utilities
with its own modified versions of those
routines

For example, to hide the existence of a file,
the rootkit intercepts all system calls that
can carry a file name argument, such as
open(),..chdir(), and unlink()

| CHC: Hiding files
EC-Council

e e Process-kernel boundary - - - -
System call handler

System call jump table

mm

real chdir()  real chdir() real getdents()
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CEH whyRootkits
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The hacker requires
root access to the
system by installing
virus, Trojan horse
program, or spyware,
in order to exploit it

To maintain the root
access, the attacker
needs to hide tracks
from the system
administrator by
modifying the system
command

| CHC: Hiding files
EC-Council

Rootkit allows the
hacker to maintail
hidden access to the
system
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C EH Hacking Tool: NT/2000 RootKit
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What if the very code of the opating system came under the control
of the attacker?

The NT/2000 rootkit is built as a kernel mode driwhich can be
dynamically loaded at the run time

The NT/2000 rootkit runs with systeprivileges, right at the core of
the NT kernel, so it has access to all the resmiof¢he operating
system

The rootkit can also:

Hide processes (that is, keep them from beingdljst
Hide files

Hide registry entries

Intercept keystrokes typed at the system console
Issue a debug interrupt, causing a blue scregeath
Redirect EXE files

] CH C: H |d | n g f| Ie S Copyright © byEC-Council
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C EH Planting the NT/2000 Rootkit
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The rootkit contains a kernel mou
device driver, called _root__
launcher program, called deploy.exe

After gaining access to the target
system, the attacker will copy

root_.sys and deploy exe onto
the targd sysemana execue
deploy.exe

This will install the rootkit device drive
and start it up. The attacker later
deletes deploy.exe from the target
machine

| CHC: Hiding files
EC-Council

.SYys, and a

The attacker can then stop and
restart the rootkit by using the
commands net stop root and net
start_root_

Once the rootkit is started, the file
__root_.sys stops appearing
in the directory listings. The rootkit
intercepts the system calls for listil
files and hides all files beginning with

_root_ from display

Copyright © byEC-Council
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C EH Rootkit - Screenshot
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Once the rootkit is started, the file t . s stops appearing

in directory listings. The rootkit mtercepts the system calls for
listing files and hides all files beginning with root from display.

the attacker activated the rootkit:

C:mdir
“olume in drive © has no label.
Yolume Serial Mumber is BC15-84C3 After

C=dir
“olure in drive © has no label BEfDI‘e
Yolume Serial Mumber is BC15-84C3

Directary of C:

Directory of C: 020972001 05:06p  <DIR> asf

JAooelts Potley 2D st 01052001 11128 <DIR: CACanfig
010572001 11:12a  <DIR= CACanfig : :
: : 01s£2001 11114 z0IR= Documents and Settings
014052001 11:11a z0IR= Documents and Settings !
: 01/04/2001 08:06p  <DIR= Inetpub
01/04/2001 08:06p  <DIR= Inetpub : ;
: : 01/04/2001 08:08p  <DIR= Frogram Files
01/04/2001 08:08p  <DIR= Program Files : .
: : 02M10/2001 04:51p  <DIR= rootkit
02A10/2001 04:51p <DIR= rootkit :
; 02092001 03:35p  <DIR= software
02092001 03:35p  <DIR= software oA0o001 05 28 <DIR> WINNT
02A10/2001 05:38p  <DIR= WINMT 0 Fiie(spj —
02A0/2001 11:33a 57 B34 _root_sys 8 Dirfs) 6,115,020 B%EI bt G
12/06/1999 09:00p 236,304 root_cmd. exe SRl y
030241993 01:074 59392 root_nc.exe

3 File(s) 353,380 bytes
8 Dir(s) 6,115,020 800 bytes free

_ . AL : Copyright © byEC-Council
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C EH Rootkits in Linux
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Arootkit is also referred to as
set of modified and recompiled
Unix tools (typically including
ps, netstat, and passwd)
designed to hide any trace of th
intruder’s presence or existenc

A rootkit may include programs
to monitor traffic, create a back
door into the system..altacly
files, and attack other machines
on the network
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C EH Detecting Rootkits
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Detedingrootkitsisaproblem

Once infected with a rootkit, you cannot trust yaprerating
system

You cannot believe what the system tells you when y
request a list of running processes or files inractory

One way to get around this is to shut down the sasp
computer and check its stoga after bootilg from alternative
media that you know is clean, such as a bootab|eRCIM

| CHC: Hiding files
EC-Council
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C EH Steps for Detecting Rootkits
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Simple steps you can take to detect some of todgnstware:

Run"dir /s/b/ah" and"dir /s/b/a-h" inside the potentially infected OS and save the
results

Boot into a clean CD, rutdir /s/b/ah" and"dir /s/b/a-h" on the same drive and save
the results

Run a clean version of WinDiff from the CD ahe two sets of results to detect file-
hidingghostware(i.e.,invisibleinsde, but visible from outsde)

Note: There will be some false positives. Alslois does not detect stealth software that
hidesin BIOS, Videocard EEPROM bad disk sectors AlternateDataStreamsand soon

] CH C: H |d | n g f| Ie S Copyright © byEC-Council
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C EH Rootkit Detection Tools
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— BlakLignt from F-SecureCorp.

* http://www.f-secure.com/blacklight

—— RootkitRevealer from Sysinternals

* http://www.sysinternals.com/ Utilities/ RootkitRelexahtml

Malicious Software Removal Tool from
Microsoft Corp

* http://www.microsoft.com/security/ malwal
remove/default.mspx

] CH C: H |d | n g f| Ie S Copyright © byEC-Council
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C EH sony Rootkit Case Study

Cartified = Ethicol Hocker

In October 2005 Mark Russinovich discovered that s@ony BMG Music
Entertainment CDs use rootkit technoldgyautomatically install digital rights
management software on Windows compul

The intent of this kludge was to prevamtauthorized digital copying of the music

The Sony music CD creates a hidden diregtamd installs several of its own device
drivers; it then reroutes Windowsystems calls to its own routines

It intercepts kernel-level application prognaning interfaces and tries to disguise its
presence

Sony was hit with numerous lawsuits across tUnited States for planting a rootkit
users’computers without their knowledge

For more information, visit: http://www.sysinterrsatom/blog/ 2005/ 10/ sony-
rootkits-and-digital-rights .html

] CH C: H |d | n g f| Ie S Copyright © byEC-Council
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C EH Rootkit: Fu
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It operates using Direct Kernel Object Manipulation

It comes with two components—the dropper (fu.exe)
and the driver (msdirectx,sy

— It can:

 Hide processes and drivers

e List processeand driversthat werehigddenusing
hooking techniques

« Add privileges to any process token

« Make actions in the Windows Event Viewer
appear as someonése€s actons
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C EH Fu: Screenshot
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e Invite de commandes

C:stempifu —pl 34
fu.exe:8608
2153891204
System:4
smes ..exe 1376
csrss.exe:b32
winlogon.exe:6b64
seprvices .exe =788
lsass.exe:-732
suchost.exe:z912
suchost .exe :1884
suchost.exe 1872
surhnst _prwe 21176
sychost .exe:-1284
spoolsv.exe:1416
UMuwareService.e 1592
alg.exe:2H836
explorer.exe:572
wscntfy.exe :5808
UMuareTray.exe 220
UMwarellzser.exe-1H048
ctfmon.exe:1168
cmd.exe 420
tazskmgr.exe:B16
Total number of processes = 23
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C EH Rootkit: AFX Rootkit
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This program patches Windows API to hide certaifeots from being listed

Current version hides:

* Processes

Handles

Modules

Files & Folders

* Regstry Keys& Vdues
e Services

e TCP/UDP Sockets

e Systray lcons

Configuring a computer with the rootkit is simple:

- 1Create a new folder with a unigiue name, icewindows\rewt\
* 2.In this foldemplace the root.exd.e. c: \ wndows \ r ewt\root.exe
» 3. Execute root.exe with tie" parameter, i.e., stadt:\windows\rewt\root.exe /I

Everything inside the root folder is now invisible!

| CHC: Hiding files
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C EH Rootkit: AFX Rootkit (contd)
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Removal: How to remove this rootkit

Method 2
Method 1

1. Boot into safe mode

1. Run the root.exe with the "/u"
parameter

2. Locaethe servcewith theroot
folder's name

2. Delete all files associated with it

3. Removethe servceand deleteall the
files associated with it

3. Reboot
4. Reboot
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CE

H Rootkit: Nuclear

Cartified  Ethicol Hocker

Nuclear rootkit performs as a user-let@ok on certain APls, allowing you to
hide or modify some items on tiNT-Based OS (NT/2000/Xp/Windows 2003

Features:

Process
Hides process(s) totally from the task manager

File/ Directory

Hides directory(s) or files) from Windows Explorer

Registry

Hides registry value(s) from the registry editordaviSConfig
Ports/Protocol

Hides connections on/through any port(s)/protagoil netstat

Modules
Hides modules in specific progges from any module explorer

Application Block
Blocks explorer from execitg a list of applications

Connection Block
Blocks applications from connecting to any host

Persistence
Protects Directory(s) or File(s) from being deletexhamed/ moved

| CHC: Hiding files
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C EH Nuclear: Screenshot
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¥ Muclear Roothkit 1.0 by Princeal =\ %) Connection Block X)
" Proceszes | Files/Dirz | Registy | Parts | Modules | Application Block | Connection Black | Persistence |
Add the Process Mame That you want ta Black itz Conne
|iEmd.e:-:d |
Files / Dirs Hide x)
_ _ ) [ k. l [ Cancel l
&dd the File or the Directory to Hide
|c:'\haid |
Connection Hide ®)
[ k. l [ Cancel l
Add the Port / Protocal to Hide the Connection On/throg
TCP:12345 |
[ k. l [ Cancel l
Create l [ M arwal l [ Check for Rootkit l [ About l

NS
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C EH Rootkit:Vanquish
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Vanquish is a dll injection-based, winapi hooking tikab

It hides files, folders, registry entries, and [masswords

In case of registry hiding, Vanquish uses an adeanc
system to kep track of enumerated ke/values and hides
the ones that need to be hidden

For dll injections, the target process is first weit with
the strig "VANQUISH.DLL' (VirtualAllocEXx,
WriteProcessMemory) and then CreateRemoteThread

For APl hooking, Vanquish uses various programming
tricks

| CHC: Hiding files Copyright © byEC-Council
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C EH Rootkit Countermeasures
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Back up critical data and reinstall
OS/applications from a trusted source

:sdbut.exe

B AF¥ Windows Rootkit 2003 O E}l

: " Fies | Registy | Connect

Do not rely on backups, as there i [ F'“M“EE‘ L i bl =
chance of restoring from Trojaned ithium exo |
software | sub7.exe R
| | bionet.exe i §

| |

|

Keep a well-documented automated |!
installation procedure T T | T

| http: A A iamaphes. cib.net - htto: A Awew megasecurity, org

Store availability of trusted
restoration media
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C E H Patchfinder
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Patchfinder (PF) is a
sophisticated diagnosic utility
designed to detect system
libraries and kernel
compromise:

¥

Its primary use is to check if the
given machine has been attack
with some modern rootkits like
Hacker Defender, AFX,
Vaniquisl, and He4Hoo
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C EH RootkitRevealer
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RootkitRevealer fromwww.sysinternals.corscans the drive and the registry
for the presence «wootkits

# RootkitRevealer - Sysinternals: www.sysinternals.com

File Oplions - Help

| Path Timezstamp Size  Description
ﬁ HELMYSOFTWARE WMicrosofthScheduling®gentiLastT askRun 3A74/2008 12:00 Ak 16 bytes  Diata mismatch between Windows AP and raw hive data.
= C:MProgram Filez\Common FileghSymantec Shared\WirusDefs 20060308, 007 wscanms:. dat 3442008 12:51 AM 202KE -Hidden from “indomwus AP,

__': C:5Spstem Wolume |nformationt.catalog, weis 00010007 . ci 3442006 1:02 Akd 16.06 MB Hidden from ‘indows AP
C:5Spstem Wolume [nformationt.catalog. wei 00010007 . dir 3442006 1:23 Ak 128.00 KB Hidden from ‘Windows AP

[r
= C:A\Systern Volume: | nformationhcatalog weihCiF Lffe. 000 34142006 1:00 A0 240 bytes  Hidden from 'Windows &P

C:5Supstem Volume [nfarmationt.catalog.weis CiFLfife. 001 3442006 1:01 AWM 19200 KB Hidden from ‘Windows AP
C:\Sustem Wolume [nformationhcatalog weisCiFLEffc. 002 3442006 1:01 Ak 19200 KB Hidden from ‘Windows AP
C:MSustem Wolume [nformationhcatalog.weis CiFLEED. 000 31342006 1102 PM 240 bytes  Wisible in Windows AP, but nat in MFT or directory indesx.
C:ASyetem Yolume [nformationtcatalog,wohCiF LI 001 3A13/2008 171:02 PM 192.00KE  Wizible in Windows AP, but not in MFT or directory index.
C:4Systern Yolume [nformation’.catalog, wesCiF L. 002 3A13/2008 17102 PM T3200KE  “isible inWindows AP, but not in MET or directory indes.
C:5Svstem Yolume | nformationt.catalog, weis Cikd LOOOT . 000 3442006 103 Ak 240 bytes  Hidden from *indows AP
C:5Suztem Volume | nformationt.catalog. weisCikd LODOT, 007 3442006 1:03 Akd B4.00 KB Hidden from ‘Windows AP
C:5Sustem Yolume |nformationt.catalog weis Cikd L0007, 002 3442006 1:03 Ak E4.00 KB Hidden from YWindows AP,

Scan complete: 13 discrepancies found.
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C EH Creating Alternate Data Streams
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Start by going to the command line and Check the file size again and notice tha

typingnotepal test.txt it hasn't changed!

Put somedata in the file, savethe file, On opening the test.txt, only the
and close notepad original data will be seen

From the command line, type dir When thetypecommand is used on
test.txt and note the file size the filename from the command line,

only the original data is displayed

Next, go to the command line and type
notepad test.txt: hidden.txt. Type some
text into Notepad, save the file, and
close

] CH C: H |d | n g f| Ie S Copyright © byEC-Council
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C EH How to Create NTFS Streams
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i L . N i raB &
AD IS 3Credms COmpiiamt Appl iRIoin:

Launch o:\>notepad myfile. txt:lion.txt Click
'yes' to create the new file and type 10 lines of
data. Save the file.

Launch o:\>notepad myfile.txt:tiger.txt eclick
'yves' to create the new file and type othar 20
lines of text. Save the file.

View the file size of myfile.txt (it should be
Zaro)

To modify the stream data open document
'myfile.txt:taiger.txt' in notepad
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C EH NTES Stream Manipulation

Cartified  Ethicol Hocker

1’ Location: c:\

(Size: 2 MB) eadme. txt (Size 0)

To move the contents of Trojan.exe to Readme.txt (stream):

c:\> type c:\Trojan.exe > c:\Readme.txt:Trojan.exe

To execute the Trojan.exe inside the Readme.txt (stream):
c:\> start c:\Readme.txt:Trojan.exe

To extract the Trojan.exe from the Readme.txt (stream):

c:\> cat c:\Readme.txt:Trojan.exe > Trojan.exe

Note: cat i=s a Windows 2000 Resource Kit Utility

Copyright © byEC-Council
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C EH NTFS Streams Countermeasure
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Deleting a stream LNS. exe from
comeir:nvtcr)mlgef?ont Streams are lo¢ (http://nt
Eﬁé tg o FAT . when the file is . security.nu/ cgi-
" moved to the bin/download/In
partition and

L FAT Partition s.exepl) can
then copying I detect streams
back to NTFS
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c E H NTFS Stream Detectors (ADS Spy

and ADS Tools

ADS Spy

Y ADS Spy v1.11 - Written by Merijn - |EI|5|

Cartified  Ethicol Hocker

b termate Diata Streams (205 are pieces of info hidden as metadata on files on MTFS dives. They are not i
wizible in Explorer and the zize they take up iz not reported by "Windows. Becent browser hijackers started uzsing

ADS to hide their files, and wery few anti-malware scanners detect thiz, Uze ADS Spy to find and remove theze AD S TO O IS
streams.

[ ate: thiz app can alza dizplay legitimate ADS streams. Daon't delete streams if vau are not completely sure they

are malicious! ADSTools

€ Duick scan [windows base folder orly) Alternate Data Stream Tools for NTFS 1225 Reaser| 2|
" Full zzan [all MTFS drives)

% Scan anly thiz folder: II::"-.Dl:lcuments and 5 ettingsib Search Yizible File(z] | Stream File(z] | Stream Bytes |

v |gnore safe system info data streams [‘encryptable’, 'Summarg C:ADocuments and SettingshA... | secret.bat, 14

[~ Caloulate MDS chacksume of streams’ contents Open & File C:A\Program Filest A0S T ools uninz000.exe, BE7914

Scan the spstem for alternate data streams | Remove sele

Open a Folder

C:ADocurmentz and SettingshAdminiztratar M DO!

Options

Close

Search halted Tokal bytes: GEFIZE

|Fready.
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C EH Hacking Tool: USB Dumper

Cartified = Ethicol Hocker

USB Dumper is an application that runs
a background process which copies files
from any USB flash drive installed to it

silently, when installed on a system ‘

Simplicity of this application makes it
dangerousit neadsa userto double
click the executable

$

Once this is done, application runs in
the background and any USB drive that
Is connected will automatically have
contents downloaded to the system

) Copyright © byEC-Council
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C EH USB Dumper: Screenshot

Cartified = Ethicol Hocker

sowmpervz x

— Dump all files from USE device to directony ;-

ll::'\usl:udumper Browze. . ]

Filter{s] ]

- O ptiorns— g
v 2dd macro to k5 Word document

Macro file ]Man:n:n_Fuer_W-:urd. bt Browse. .

IV 2dd macio to M5 Excel document

kacro file ; ]Man:n:n_Fuer_Ehcel.th Browse. ..

v Copy filefs) to USE device

C:suzbdumperhautoztart, inf Add
C:huzbdumpertrojan. exe
Delete
Rezat

Start Cancel |
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Steganography
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C EH whatis Steganography

Cartified = Ethicol Hocker

Steganographyis the process of hiding data in irsage

The most popular method fording data in files is to
utilize graphic images as hiding pla

Attackers can embed information
such as:

Source code for the hacking tool
List of compromised servers
Plans for future attacks
Grandmés_secret cookie recy
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c E H Least Significant Bit Insertion In

Image File

Cartified = Ethicol Hocker

The rghtmost bit is called the Leastdniificant Bit (LSB)

The LSB of every byte can be replaced with littheaage to the
overall file

The binary data of the secret message is brokeanapthen
inserted into the LSB of each pixel in the imade fi

Hiding the Data:

 Usingthe Red, Green, Blue (RGB) model a stegontadles
acopyof animagepalette

« The LSB of each pixel 8-bit binary number is repthwith
one bit from the hidden message

« Anew RGB color in the qued palette is created

« The pixelis changed to the 8-bit binary numbeéhefnew
RGB color

_ . Al : Copyright © byEC-Council
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c EH Least Significant Bit Insertion In

Image files (contl)

Cartified = Ethicol Hocker

Recovering the data :

« The stego tool finds the 8-bit binarymber of each pixel RGB color
« The LSB of each pixel's 8-bit binarymher is one bit of the hidden data file
« Each LSBis then written to an output file

® Example: Given a string of bytes

« 01001101 00101110 10101110 10001010 10101111 10100010
00101011 101010111

* The letter “H” is represented by binary digits 01001000.
To hide this “H” above stream can be changed as:

« 01001100 00101111 10101110 10001010 10101111 10100010
0010101 0 10101011 0

e Toretrieve the “ H’combine all LSB bits 01001000

. . idi i Copyright © byEC-Council
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c EH Process of Hiding Information In

Image File

Cartified  Ethicol Hocker

Function

Mes=age to be enbedded )

EC-Council "Do you

speak the Language of
E-Business"

- Council CHC: Hiding files

Extracting
Functien

Extracted EC-Council "Do you
Message Speak the Language of
E-Business"

Copyright © byEC-Council
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c EH Masking and Filtering in Image Files

Cartified = Ethicol Hocker

Masking technique hides daraa similar way like
watermarks on the actual pa|

Masking and filtering techniques hide informatioy b
marking an image after modifying the luminance
parts of the image

Masking and filtering techniques are mostly used®dn
bit and grayscée images

Masking techniques hide information in such a way
that the hidden message is more integral to ther
image than simply hiding data in the "noise" level

Masking adds redundancy to the hidden informa

EC-Council CH C: H Id In g fl Ie S All Rights Reserved. Reproduction is Strictly Prioiéd
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C EH Algorithms and Transformation
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Another steganography technique is to hitkta in mathematical functions that
are in compression algorithr

JPEG images use the Discrete Cosinanlgform (DCT) technique to achieve image
compression

Hiding data:

» Take the DCT or wavelet transform of theveo image and find the coefficients beloy
specific threshold

 Replace these bits with bits to be hidden
 Take the inverse transform and store it as aaegulge

Recovering the data:

 Take the transform of the modified image and finedcoefficients below a specific
threshold

» Extract bits of data from these coefficieansl combine the bits into an actual message

_ . AL : Copyright © byEC-Council
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C EH Algorithms and Transformation

Cartified  Ethicol Hocker

(L) | Fu.v)

i DET-’.— i

The DCT function:

F{H: 't.'r:} _ A(Hiﬂi&{ﬂ:} EZ cos {23 —|-1][-i} - HT - cos {E‘j —|—1]l;} - BT - f{z_j}

i=0 j:ﬂ

se = { e

otherwise

Another steganography method is to hide data inhraatatical
functions that are in compression algorithms
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CEH
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Steganography Tools
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C EH Tool: Merge Streams

Cartified = Ethicol Hocker

This utility enables yol It can hide MS EXxce
to merge MS Word workbooks within MS
streams and MS Excel Word documents or

workbook stream vice versi
= Glue - NT Kernel Resources: www.ntkerne x|
MS wiord: C:\Documentz and Settingz\Dezktopitest. dod Browze
MS Excel G:\test xls Browze
‘ t erge I Cancel A bt
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C EH inhvisible Folders
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Hide any folder or a group dbdlders on your system by psging a simple hotkey combination

The select folders will remain insible until you decide to makee¢m visible again using your hotkey
combinations

You can also password-protemur hotkey combinations

[ Invisible Folders

= . . INVISIBLE

[CIE:M\Dowrloads
- Add to List |
Eremaye Franm List |
Remaove Al |

Drag and Drop folders into the area above or simply chck
“tdd to List™ and select them from the Explorer menu.

Activate Invisible | Activate Visible | Furchaze | Optians I Exit |

] CH C: H |d | n g f| Ie S Copyright © byEC-Council
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C EH Tool: Invisible Secrets
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A security suite that helps you to hide fileencrypt files, destroy your Internet traces,
shred files make secure IP to IPassword transfer&and even lock anapplication on

your computer

Imvisibin Secrets 4

¥ous can add flas by dropperag e on Ehis bt )

e =ath )
#oonkeactformphp T slna NECCOMBINS I5KD
5| alfistes himad 2 palina {MECDC OMR00 2 1kb
| affismstact hivel - CofslnaNEOCTME00D 4Kb
£ | aleial Ml el P O RS 17th
Eﬂ__l:l!:-r:ll_!h-u-' v C:jalna MECC OO Heruacma KD
ﬁ‘i dhds Pt ... O el E O ORI Hatvulidpird kb

Bafeo encryptTude:  |» ] Comonsis Piels)
Sfeer arerypiihide [ sl Flsiis) [E S

| s | r 1
= [ 5] al o
Ak Flay | Rdiasve Fake R Fhis My | Crpplinand
Pre=zs FL Por Help Chck BEAT ba conbinue...
| Bk | Fast i ?‘ Hedp | A Oase |
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C EH Tool: Image Hide
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# Image Hide - Dancemmammal.com 3Ol x|
File Edit Image Tools “Window

Image Hide is a steganography program o g wom o o« i ©Q © s

that hid eS teXt in im ages - =] | & c:\Documents and =100 x| =]
& &
Read  “Write Read  Write
. . . i &
Does simple encryption and decryption of | ce Decryp
data

Even after adding bytes of data, there will
not be any increase in the size of the imr

Image looks the same as normal paint

This iz to derno hiding text using =]
packages = |
Hidden text space in bytes: 24185 ﬂ
Copyright (a) 2001 Dancemamma, i

Loads and saves to files and gets past all
mail sniffers
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c EH Tool: Stealth Files
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Stealth Files can hide executables in other fileshsas Microsoft Word, Excel,

PowerPoint arru ~Lronta

F B %@ Stealth Files 4.0 - Hide Files... o ] 9
St Ea] th F'i ] es 4 . U Step 1 - Chooze Source Files:
C:hadditions. log
a * *
i & Hide Files
-_h * *
) Retrieve Files
_h * *
RE]TID‘I.I'E H1 ddEl"I F1 ] es [~ Destroy Source Files!
| Add Flles! Remove Selected Files! |
Step 2 - Choosze Carrier File:
(1) About Stealth Files | -
[~ Create a Backup of the Carier File!
Step 3 - Choosze Pazsword;
|
E: Close Program
Hide Files! |
(S d

- Council CHC: Hiding files
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C EH 100l Steganography
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S FIRABANTSE

% Step 1: Belect a carrier file 1'I._ | Stepl: Specify a carrier file “L |

| Mo cartiet file Selected | Mo carriet file selected
Step 2: Addfrernove file or message Step 2: Enter password
Eﬁdd ERGmm I
Tupe I Marne | Size (k) .
Hrﬂ'. Unhide (double click to zave az)
Type | MName I Size (k) |
|
a 1 T
- | Step 3: Passward |
E d i Ll 1 ‘Ll
| ; hter pazswiord again t
. ? 9ain| B
B
@ Hide o e
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C EH Tool Steganography (Step 1)
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Step 1. Select a Carrier File for hiding informatio

o

+ She

Look in: I [ Desktop

Gon

HO @ > E

- Council CHC: Hiding files

o IPRINTING = bsnllandling
Gl S %] CEH
E ) scm edit [Z] ceh haja notes..ta includ
— | hwaordlists ' 2 Company Information
Typ |C2'v4SHI B Datafor pro
hde JZIP L DRebook zave az)
0 | o pz=to |
; File name: |E|:|m|:|an_l,l Information Open I
. Files of type: I,-'l'-.II Files [.7) __v._l Cancel |
KN 7
! |
| Step 3: Pazsword quuu
. 1] | ]
| | Enter password agaln!_."""_ S
i: el 1?1 P 8
L @ nide | T e

Copyright © byEC-Council
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C EH Tool Steganography
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Step 2: Add File/ Message to hide

Add File or Messzage |

— Select a file or create a new message:

@ File A
Subject:

|G MNew Meszage Secret

Test

Y
B e d Cancel Thiz iz a secret meszage

VA

k.

x Cancel

- Council CHC: Hiding files
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C EH 100l Steganography (Step 3)
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Step 3: Assign password

e HIDE UNHIDE
‘i Step 1: Select a carrier file 1 | Stepl: Specify a carrier file 1 |

|Cn:|rn|:-an;-.f Infarmation.exe Size: 3272683 | Mo carrier file zelected

Step 2: Addirernove file or message Step 2: Enter password

E Add ﬂkﬂmm I

Type I Mame I Size (k) Unhide .
hMessage  secret i *A ! rdouble click to zave as)
Tvpe I Mame I Size (k) |
|
dl | &
Step 3: Pazsword I---------
E d i i ‘J 1 lj
nter passwiord again """"_|
2 9l
£ o
@ nide T ey
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C EH Tool Steganography (Step 4)
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Step 4: Hide the file

F: -
'ﬁ Step dsColoct o omnic il X I Stenl: Specife a carrier file ‘[ |
Save As EE
© .
M Savein I [E Desktop j € 5 B L
Ste|
) My Documents aCEH ~5 LABWIDEDS aE=CEL ——
E _-é by Computer 3 Data for pro aLPT
— ‘_f by Metwork, Places ) Databaze M5 Hotm,
| Tope kgl EOS Uity =i Demas CTyMSA CD
bz ﬁF‘h . . ave as)
otoStudio 5.5 ) Dizazter recovery w1 pptz aFDF
[OB ZoomBrrawser EX DOCS CPICS ize (9
‘ ol | *l
|
File narne: Save I
4 I
Save as type: Ie:-ce Files [* exe] j ﬂl
Stef S
1| . s i KN | o
i mter password 303in | g pesenss .
: o A,
2 o8
@ nide . ey

- Council CHC: Hiding files
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c E " Tool: Steganography (Un-hiding

Step 1

Cartified  Ethicol Hocker

Select the file to uncover information

Step 1 Colamt ~ moseiw il h il I Stenl: Specife a carrierfile 1[ |
Open ﬂ E3
i e
"M Look in: [ (B Desktop o 2 &
Ste|
I PRINTIMNG = berllandline —
® (s 2] CEH
——— |2 scm edit [Z] ceh haja nates. to includ
| Twpe ) wordlists '?: Compaty [nformation
Mes |7=vasHI F Fave as)
JZIF E [rata for pro ize (k)
‘ 4] r o
|
File narne: Iu:nunu:ilseu:ret Open I
4
Wi Files of type: i,-'l'-.ll Files [%.%) :_! Cancel |
I Ster ° i
- . L] | ]
f Enter pazsword agalni""""_ =T
o 3
Foe =ﬁ._‘
@ nHide L ey

Copyright © byEC-Council
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c E Tool: Steganography (Un-hiding

Step 2

Enter Password to unhide the message

Cartified  Ethicol Hocker

il

r - B | ! :.-:. =
i Step 1: Select a carrier file "L Stepl: Specity a carrerfile 1 |

|Cu:umpany|nfu:urmatiu:un.exe Size: 3272683 | councilzecretexe Size: 3272919 bvtes

Step 2: Addirermove file or message Step 2: Enter password

E Add ﬂlhmm

Type I Mame I Size (k) Unhide _
tessage secret N urm ! (double click to zave az)
Type I Marme I Size (k) |
1
| 1] | =
b L.
L Step 3: Password I---------
E d i ! ‘j | _b'i
nter password a0ain |, . ceseses .
S
T
& nide Ty
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c E Tool: Steganography (Un-hiding

Cortified = Ethicnl Hocker Step 3

Step 1: Select a carrier file 1[ | Stepl: Specify a carrier file 1 |

|Cnmpany|nfnrmatinn.exe Size: 3272683 | councilzecret.exe Size: 327297149 bvtes

Step 2: Add/remove file or message Step 2: Enter passwaord

E Add ﬂﬁamm

Type Mame Size (k) Unhide .
hezzage secret 0 Aa ! {double click to save ag)

3 d | o]

Step 3: Pazswaord i---------

ﬁ--,. s
S 4!-.1-..:_‘ i

— ' Hide SR

Enter pazsward againi

Copyright © byEC-Council
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C EH Masker Steganography Tool
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Hide._. [Mew Camier]

Carrier: |\ TestFiles\Samples\Bridae.jpa A
Masker is a program that encryj el i .
files and folders and hides them € \Testiles\LoadHTML exe =

iInside another file

@; Hint: you can insert the files also by Drag&Drop.

Description of the hidden files:

|webattack's secret files (-]

Masker hides files and folders in

. . Password: T
iInconspicuous places, such as Confirm Passmas: — Qﬂ
p ICtU res’ Vld eos, an d SOU n d fl o le |Ie\5amples\l§lndge ipg - MASKER
W Set carrierfile
o B s B E & A i
Narne | Size (in KB} | Date | Time | Description
ClioadHTML.exe | 20,00 s/27/01 12:40:34  wehattack's se.
You Can hlde any flles and ev‘ & %Ztenn;LD; &1 awards hitml .20 /2701 12:40:34  wehattack's se.
whole folders with subfolders
1] | H
2z file(s) | MASKER 2.3 @ 2000-2001 by Evgueni Zaretski
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C EH Hermetic Stego
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Hermetic Stegois a a
Steganography program that allows
you to encrypt and hide a file of al
size in one or more BMP image files,

with or without the use of a
stego/encryption key, so that the
presence of the hidden file is
undetectable, even by forensic
software using statistical methods

= Hermetic Stego 6.21t o ]

The message is hidden in multiple
BMP images files

Selectoperation: ¢ Encrypt the message and hide it in the input image(s)
" Ewtractthe message from the input image(s) and decrypt it

[T Selectfirstinputimage [ Delete unsuitahle inputimages (after confirmation)

File w/message to be hidden | IC:\additiDns.IDg ﬂl &\rg‘
Inputimages folder | IC:"\ch:uments and settingshadministratorvindowshdesk M il
Stego images folder | IC:\documents and settingshadministratorvindowsdesk ﬂl il \’(

Selectfirst input image file

There are 2 images in the inputimages folder.

speciy ke | There are no images in the input images folder. =]
Hide the message |

Activate this software |

Copyright 2003-20068 Hermetic Systems LI
Online docurmertation Clear | Clutput | Help | Cluit |

“Secret Message”
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c EH DCPP — Hide an Operating

Cortified = Ethicnl Hocker SySt e n

iz DriveCrypt Plus Pack Demo

DCPP is a Steganograp Disk Drives
tool that hides an entire
operating systemrmside
the free space of anoth

operating system

Dighs on my comprter Encrypted

A (" Encr
Mo digk in drive X Pt

d

( Decrypt

d

v

Mo Mame ( Explore

. Propetties

d

WIN2000 v

(" Bootauth

[

http://www.securstar.com

F: .
Mo Marne v | ERDisk )
g « |,'. Refrezh i
Mo Hame

Thiz zoreen shows your computers disks 2o pou can encrypt them

Windows XP Windows 2003

_ . AL : Copyright © byEC-Council
EC-Council CH C H Id In g fl Ie S All Rights Reserved. Reproduction is Strictly Prioiéd




C EH T1o0l: Camera/shy
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Camera/ Shy works with Windows and Internet
Explorer and allows users to share censored or
sensitive information buried within an ordinary
GIF image

The program allows users to encrypt text with a
click of the mouse and bury the text in an image.
The files can be password protected for furt
security

Viewers who open the pages with the

Camera/ Shy browser tool can then decrypt the
embedded text on the fly by double-clicking on
the image and supplying a passw
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C EH Camera/ Shy: Screenshot 1
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ﬁ Welcome to JuggyBoy.com - Camera;/Shy

LItilities  Wiew Security  Help  Dedication

=10l %]

ERPBRIBNEIE:

I********

i Ekp: e, juggyboy com)

- | I********

Encryp;ﬂmages in ebpage, Click to Load

i5IF's Scanned: 7

htkp: e, juggyboy, comfimages|jugggwbot. gif /

. Council CHC: Hiding files
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C EH Camera/ Shy — Screenshot 2
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ﬁ about:blank - Camera;/Shy 1 .zlg.ll(.i

Ubilities  Wisww Security  Help  Dedication

Q O |=]2)]ed i

lhttp:,l',l'WWW.jUgg‘;.-‘bD';".EDI‘I'III' :_I |********

|
@ret to creativity is knowing how to hide yvour sources. - by Albert Einstein >

|(-Z_a-mera,|'5h\,-' Mode
GIF's Scanned: 7
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C EH www.spammimic.com

Cartified  Ethicol Hocker

]

G - =l e

serhwet - B0 | e o 1

e Nlews Bsa pats ence-ded oo spam s
Desr Friend , This leccer wes specially seleoned oo
be aEnn oo you ! Fe will comply wich sll cemovsl cequesca
! Thiz mail is being senc in complisnce wich Senace
nill 1622 ) Ticle § , #epcion 305 ! This 13 HOT unaoliciced
nulk wall ' Why work for sowehody €las when gou oan
Decoes Eloh 1n 36 days | Heve you ever notlosd people
are wioh wore liksly oo BOVY wich & oredic osrd chan
pagh and wore people chan ever are surfing che woeh
i Well, now im your ohance oo oapicalize on chia !
HE will help YOI uag gredic carda on youb webaice atd
SELL HOGBE ! Tou sre guscancesd co sucoeed DEpause ue
cake #ll che riak , Buc don'c Delieve ua o He Jooeas
of Colorads ceied ua and asya "Now I'w rich, Rich.
AICH" ! We are licensed oo operace 1n all acaces |
[1 noc for you chen for your LOYVED CHES - soc pow |
Bign up & friend and yoot'll geo & discounc of B0k 0
Bearn pegurda |

Decoded to..

CHC: Hiding files

EC-Council

Encoded message.

Decoded

Iout i Dear Friend , This letter was specially ..

ionaicn ) | Encac
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CEH Tool: Mp3Stego
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MP3Stego will hide
information in MP3 files
during the compression

process

The data is first copressed
encrypted, and then hidden
In the MP3 bit stream

et C:AWINDOWS\System32\cmd. exe

Z:=“Development“~MP3Stego>encode —E hidden_text.txt -P pass svega.wav svega_stego.mpd
MP3iStegoEncoder 1.1.15

cee README file for copuright info

Microszsoft RIFF, WAUE audio,. PCM. mono 441@@Hz 16bit. Length: @A: A:28

MPEG-I layer III. mono Psychoacoustic Model: ATE&T

Bitrate=128 kbpsz De—-emphaziz: none CRC: off

Encoding “svega.wav' to “svega_stego.mp3d"

Hiding "hidden_text.txt"

[Frame 7?91 of 7911 <1860.88:> Finizhed in 8: B: &

Z:inDeve lopment MP3S8tego*decode —X —P pass svega_stego.mp3
MP3StegoEncoder 1.1.15
tee README file for copuright info
Input file = ‘svega_stego.mpd’ output file = ‘svega_stego.mpd.pcm’
1]Jill attempt to extract hidden information. Qutput: svega_stego.mpl.txt
the hit stream file svega_stego.mp3d is a BIMARY file

= =FFF, id=1. 1=3. ep=off. hr=%, sf=8, pd=1. pr=0A, m=3, js=0, c=B, o=0. e=8
alg_ =MPEG-1,. layer=III, tot bitrate=128, =sfrg=44_.1
mode=single—ch, shlin=32, jshd=32. ch=1
[Frame 791]Avg slotsAframe = 417 _434; bssmp = 2.98; br = 127.837 khps
Decoding of "svega stego.mpd” is finished
The decoded PCH output file name iz "svega_stego.mpd.pcm®

Z:=“Development“~MP3Stego_
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CEH Tool: Snow.exe

Cartified = Ethicol Hocker

EC-Council

Snow is a white space steganography program ansled to conceal messages in
ASCII text by appending white space to the endrodd

As spaces and tabs are generally neible in text viewers, the message is
effectively hidden from the casual observers

If the built-in encryption is used, the m®age cannot be read even ifit is detected

To Encode the Message to a file — myfile.doc

snow -m "Swiss bank a/c: 3453434" -p "password-123" myfile.doc
myfile2.doec.

To extract the message, the command would be
snow -p "password-123" myfile2.doc

CHC: Hiding files
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C EH Steganography Tool: Fort Knox

Cartified = Ethicol Hocker

(&) x|
Fead This Hide in Cthet File Types |
Image File
|D:1TDDI31.S‘tegaanraphy1Fnr‘t KnoxWzethiztot Browse |
Fort Knox uses MDS5, oseme Fle
BlOWflS h y a n d Cryp tAP I |D:1TDDI315‘tegaanraphy'-Fnr‘t Knoxifor use with  Browse |

algorithms

Your message has been encrypted inka the imange File.

Somertedauresthar Fort Knox
Supports are. Prevlew Image (only bitmaps can be previewed)
| Encrypt | Decrypt |
 Password protection lo P——
 Hiding and securing files and
folders

 Logon password masking
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EC-Council CHC: H Id In g fl Ie S All Rights Reserved. Reproduction is Strictly Privitéd




C EH Steganography Tool: Blindside
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Blindside can hide files of any
file type within a windows
bitmap image

It uses a steganographic
technique supplemented with
a cryptographic algorithm

E:"-.,W'IHNT"-.,s:.r5I:Eﬂ132"-.,cml:l.e:-:e - | O |£

C:~>BSIDE -3 DECODEME.BMP

BlindSide BMP Cryptographic Tool — <(c? John Collomossze 2868
Releasze vB.9?. A1l Rights Reserved, contact: ma?jpcl@hath.ac.uk

I BHReading bitmap file....0K

I Image is 286782 hytes (383x249>, 24 hitsspixel
|

Extracting.... american.txt

Extracted 1 file(=s> successfully.

Copyright © byEC-Council
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C 1, Steganography Tool: S- Tools

Cartified  Ethicol Hocker

S- Tools can hide multiple applications in a singigect

$* 5-Tools - Shakesphere.gif |

File: vindow  Help

' Ackions : AT

Ackion | Progress

Aglﬂ Revealing from Shakesphere.qgif

Pazsphraze: I ********

Werify pazsphraze; I “““““““ | Cancel

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioibéd
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CEH Steganography Tool: Steghide

Cartified  Ethicol Hocker

Steghide is a steganography program that hides aatarious kinds of
Image- and audio-files

Features: J

e Compression ofthe embedded data
 Encryption of the embedded information

o Automatic int@rity checkirg using a checksum
e Support for JIPEG, BMP, WAV, and AU files
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C EH Steghide: Screenshot

Cartified = Ethicol Hocker

Command Prompt

emhedding options:
—ef, —emhedfile

—ef <filename?
—cf .

—coverfile
—f <filename?’
—p,. —passphrase
—p <passphrase>
—sf, ——stegofile
—sf <filename?>
—e, ——encryption
—e <ar[<{m>1i<m>[<{a>]
—& none
——COmMpress
<1>
—dontcompress
—nochecksumn
—dontembhedname
—force
——guiet
—wverhose

zelect file to bhe embedded

embed the file {filename?

zelect cover—file

embed into the file <filename?>
zpecify passphrase

use <paszphrase’ to embhed data
zelect stego file

write result to <filename? instead
zelect encryption parameters
specify an encryption algorithm and~or mode

do not encrypt data before embedding

compress data before embedding (default)

uzing level <1 <1 bhest speed...? best compressionl
do not compress data before embedding

do not embed crc3d2 checksum of embedded data

do not embed the name of the original file

overwurite existing files

suppress information messages

dizplay detailed information

of cover—file

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioibéd

- Council CHC: Hiding files




C EH Tool Steganos
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Stegons combines two strong technologies for segurin
iInformation: Cryptography and Steganography

_ _ « BMP
It hides a file « VOC
insde: * WAV

« ASCII file

It protects your pictures by just storing a iNeéh your
copyright in the picture

»
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c E H Steganography Tool: Pretty Good

Envelop

Cartified = Ethicol Hocker

Pretty Good Envelop is a program suite
hiding a (binary) message in a larger binary
file and retrieving such a hidden message

The algorithm is simple; append the
message to the binay envelge file, and
then append a 4-byte pointer in the
beginning of the message

To retrieve the message, the last 4 bytes of
the file are read, the file pointer is set to that
value and the file read from thaoint,
excluding the last 4 pointer bytes
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C EH Tool: Gifshuffle

Cartified = Ethicol Hocker

The program gifshuffle is used to conceal messag&slF images by
shuffii ngtnhe colormap,which leavesthe Imagevisibly unchangea

It works with all GIF images, including those withkansparency and

animation,and in addition provdescompressn and encrydion of the
concealed message

How it works:

 Thegifshuffleprogram runs in two mode
* message concealment

« Message -> optional compression -> @pail encryption -> concealment in image
* message extraction

« Extract data from image -> option&icryption -> optional uncompression ->
message
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C EH Tool: Gifshuffle (contd)

Cartified = Ethicol Hocker

© EXAMPLE:

 The following command will conceal the message
“eccouncil is best" in the file ecc.qgif, with comgasion,
and encrypted with the password “eccouncil". The
resulting text will be stored in outfile.gif

messag(eonceehm ent:

— gifshuffle -C -m “eccouncil is best" -p
“eccouncil” ecc.gif outfile.gif

To extract the message, the command would be:
— gifshuffle -C -p "hello world" outfile.qgif
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C EH Tool: JPHIDE and JPSEEK

Cartified = Ethicol Hocker

JPHIDE and JPSEEK are programs which allow youitefa file in a jpeg

visual image

% JPHS for Windows - Freeware version BETA test rev 0.5

Exit Openjpeg Hide Seek Savepen  Save [ped &

Optionz  Help  About

]|

Input jpeg file
Directary  ChMyGraphicshSamples
Filename girll jpg

Filesize 349 Kb Width 578 pixels Height

Approximate max capacity b Kb recommended limit 4 Kb
Hidden file

Directany

Filename

Filesize Kb

saved jpeq file

Directany
Filename

Filesize 4]

This jpeq file has not been maodified

- Council CHC: Hiding files
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C EH Tool: wbStego

Cartified = Ethicol Hocker

wbSegoisatool that hidesany
type of file in bitmap images,
text files, HTML files, or Adobe N—
PDF files Select Carrier File

Setett the-camsf Ble e which Yo wan s
hida calm

= Fend cames flg |
Filp Typa
B ap graghis M BRWP, * BLE)
il Flain b fiks { ToT . *ASC) - standand methad
Help Flain ténd file = compatile method. HTHL or X341 file
. B Adobe Aoschiatble [*POF)
It canbe useal to exchange Satings
sensitive data securely or to add
. . . . Elrwchas - Mode of Hck || DS v I
hidden copyright information to =
the file
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C EH Tool: OutGuess

Cartified = Ethicol Hocker

OutGuess is a universal steganographic tool thatallo
the insertion of hidden information into the redamnd

bits of data sources ‘

The nature of the data source is irrelevant toddre
of OutGuess

The program relies on the data specific handleas th
will extract redundant bits and write them baclkeaft
modification

It supports PNM and JPEG image formats

$

$

Copyright © byEC-Council
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C EH OutGuess: Screenshot

Cartified = Ethicol Hocker

File Options Help
35 i |
:;?E;F] . itivi T Stop
Sensitivity: [1.00 Vi
[ jphide
- outguess
- inwisible
Filename Detection B
Ausrthomescold_dvd.jpo autquessiold) ™ phide™
AmprdscfO003.py Jateg ™ )
AmprdscfO0Z23.po negative
- |
J
Fessage window:
Starting stegdetect with -fjpoi -1.000 &
£
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C EH Tool: Data Stash

Cartified  Ethicol Hocker

Data Stash is a
security tool that
allows you to
hide sensitive
data files within
other files

- Council CHC: Hiding files

»

Select a large
bitmap or

database file as a .
receptacle, then
add the data files
you'd like to hide

Password
protection is also
provided using
Blowfish
encryption
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C EH Data Stash: Screenshots
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>3 iy

&

FEHvi.5

O Back =

NEEITESTRSA =
b@ Address |\ ianlaval ™ ﬂ [=Ta}
WITH BLOWFISH CRYFTOQ -. - e

I )practd

>
!
1

Bz

Select an option and kit Gal P
i Ik project &
¥ Stazh | ysolutions
Bertan : [ yweb-inf
& :@ dreams_of _masterchisf.moy
Press F1 angtime to access help £ |
»» Check for latest version Type: Quickl 211 _é My €

O Back - 4.]"
|
Address | CiiGuanlava
I project
Il solutions
|—Zaweb-inf
@ dreams_of_masterchief, oy
@ logoZ.jp
| & logo.ipg

Z objects sele 125 K _é Ty Computer

Stash files

Events

TLgtash dialog started
= Wault file zet
- Stash count; 2

Control Fanel

BV

[rrag and Drop
the wault file here

Dirop and Crop files
to be stashed here

Default (1 ME] (A
Smal (D5 ME)
Bia [5 ME

Clear Events Hiztary J | Clear Filz Settings | |

I | <4 advanced DptionsJ

CHC: Hiding files

EC-Council

O Backup sault file

All Rights Reserved
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c EH Tool: Hydan

www.crazyboy.cor

Cartified = Ethicol Hocker

Hydan steganoaraphicallv conceds amessaaoento an andicaton

It exploits redundancy in the i386 instruction bgtdefining sets of
functionally equivalent instruction

It then encodes information in machine code by g¢hne appropriate
Instructions from each s

Features:

« Application filesize remains unchanged

« Message is blowfish encrypted with a user-suppléess phrase before being
embedded

 Encoding rate: 1/110

. . idi i Copyright © byEC-Council
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C EH Hydan (contd)

Cartified  Ethicol Hocker

How Hydan embeds data ugmolymorphic codingtechnoues:

DEC oax DEC

SE'I:I} Set.l
ADD XY sUB XK, -

Two sets of functionally equivalent instructions

New executable with
embedded hidden message

AT =cx, 2 SUE
MOV 0, ebx ﬂ Mo
ADD acx, ebx ADD
ADD acx, 4 SUE

o
1
Encryption Message 0
Passphrase to be hidden
Original
executable
MOV 4, eax MO

Imstruction
4, esax represants:
E0H, —2 —— 1]

0, abx
@oK, abx—7p 1
oW, =4 —f 0

eaXx

- Council CHC: Hiding files
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C EH Hydan (contd)

Cartified  Ethicol Hocker

Hydan in action on Linux: Hydan encrypts and hides@ssage inside a
calculator program

=l il 018
% eche “This 1as Super Secrat TexL.” » hidess.ilzl

Create file with
SECTEt tent,

. Ahgdan xcale hideme.txl » xcalc-sieg
| Passanrd:

Nllone. Esbedded 40/90 bytes ouk of a total possible 72 hytes.
il

3 Encoding rate: 1217
209784 Peb 24 06:53
20784 ghbh 24 0700

Hide secret text
inside a cakculator,

The size of the
mew caleulator fs
the same as the

ariginal. L root

| % hwydan-decode zcale-steg
il Pasguord:
e This in Super Secret lext.

et the

secrel message 15
pessword-protecied
imside the new
cakculataor,

$ rucalc-slep

And, the rew
caloulator has the
exact same
functionality s
the ariginall
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C EH Tool: Cloak

Cartified = Ethicol Hocker

Cloak is a powerful security tool designed to @aitand
secureyour persondainformaion and documerns from
third party

It allowsto compressand encryg documeris,encryg ana
hide documents within images, and send e-mails that
appear completely invisible

Features:

« Compresses and encrypts all of yomwportant documents into a secure
Cloak file

 Encrypts and hide s files within images
 Securely shreds and delete sdocuments permanemilydur system
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C EH Cloak: Screenshot

Cartified  Ethicol Hocker

%' Web-Email-Cloaker - (Avoid SPAM by cloaki... |E|
Web-Email-Cloaker acme-web-design.info t?ll#

Email Address to Cloak: (2]
test@acme-web-hosting.info

Simple HTML Cloak: @

<5 -
href="c}109; &§97; £f105; 108 ef116;&¥111;&H#58;
CF116;eF101;f115; 116 f64; 85789594105, &
F101;c445; c#1159; 4101 ; 4508 ; 445 c4104; 4111 ; 4

Advanced JavaScript Cloak: @

<script language="JavaScript"> <!-—- ~,

document ..write ("<a 3
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C EH 100l StegaNote

Cartified  Ethicol Hocker

It is used to hide the informatic

StegaNote is the tool used to In images, to merge a compressed
protect sensitive information in a file, text or both file and text with
secure way a carrier image, and invisible to

the humaneye

Copyright © byEC-Council
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C EH StegaNote: Screenshot

Cartified = Ethicol Hocker

qaflote
Iinage  Edit  Help

ODEmé ises |

Thiz iz a'demonstration of extracting some: text and a file:
¥ou can only insert Lext, or use the Lext Lo comment. on the f£ile.

In thiz exanple, the extracted file iz a gif image of a road map.
Just double-click the file icon to-opeh, run or start the file.

! N

|[._ C:AMin docurnenten R oadmap. gif
| = 20581 Kb

] ZE6 Butes T est

RND100%

C:AiMijn documenten’ T estimage. brmp
208 kb

FC-Council CHC: Hidin g files Copyright © byEC-Council
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c EH Tool: Stegomagic

Cartified = Ethicol Hocker

Stegomagic hides any kind
of file or message in TEX]
WAV , BMP 24 bit, and
BMP 256 color files

The data to be hidden must
be approximately 1/ 8th or
less than carrier file c

cover file size

i StegnMagic 1.0

Hide
) File
() Messane

Carmier File Type

() Text

O Wave

O Bmp (24 bit)

) Bmp [ 256 Colour )

Save Carner File &z [For Hiding)

Select Secret File [For Hiding]

Path

Select Carier File [For Both Hiding and Unhiding)

Path

IIIII

Enter Password

Werify Passwor d
Save Secret File Az [For Unhiding]
Path
StatuzReads  Select Tazk
|
[ sBoUT LS | [ Reser | ET

- Council CHC: Hiding files
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C EH Steganos Security Suite

Cartified = Ethicol Hocker

Steganos Security Suite combines the pduldechniques of cryptography and
steganograpyin order toread maxmum securty

This program uses 2-bit AES encryptiol

Complete set of security tools includes file endrgp and hiding, e-mail
encrypton,passwod managerand generator

It protects complete dri

It also works as file shredder, Interntedce removal, anti-theft protection, and
more
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c EH Steganos Security Suite:

Cortified = Ethicnl Hocker Scr e e n S h (

B Steganas Security Swile K007
[ Sectngs il Hel
e i
2
—r— : N — o G e gy— L e e o e W
Encryplion
1 — i
i - - .'_-‘I
- I | . ] [E ]
ﬂ*j : ALY
Safe Portabbe Safe Frivale Finoris
|
|_.|-: J T
i gl ! Y
Patowied E=adl Erdnypian Fily Manjoor
Hanscer
Ant-Theft Prolectsn Diats Detnachon
L =
=3 N\
» -
A W e It - Shredoer
TraoiDagtnaton
Sleganos Securty Suile
e i e Theaaras Tender el wll ot B e B Sl pregr s et Feee the e genr Hhe weribads
i i a0 e
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C EH C Steganography
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Thisprogram hides C source code in natural
language texts

Also this software is able to restore the txt fitesC
source code again

This work is based on the tool c2txt2c by Leevi
Martilla

C steganography needs a book file in txt format to
hide C source coc
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C EH |sosteg

Cartified  Ethicol Hocker

Isosteg use the steganographyto insert or extraet ithdo any
1IS09660 filesystem image without damaging the lgghata

It Is useful to test if a burned 1s09660 cd-rom &ns
steganogralpied data
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c FH FoxHole
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FoxHolelis afilemanage with Steganograph
capability for Symbian OS phones
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C EH sams Big Play Maker
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Sams Big Play Maker is a Win32 program that convartstrary text

to an amusing ple

Sams big G play maker

General I'W'Drdlists] Equiv. |

| am here.

.................................

kr Hanky zapz "Came sit near me."

[Harald trembles 1 times)

Fenny zaps "Mine's a pint"

Jazon zavs Well zmother me in curmy zauce anc
[Sam hiccups 1 times)

kike zaps "l love you, no really."

Adam zavs ''Did he mean to die just then?"

kr Hanky zapz "So avoid that thenl™'

J7A zavs "'Did he mean to die just then?

Mike zaps "But | read slash-dat"

end aof soene

- Council CHC: Hiding files
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C EH Video Steganography

Cartified = Ethicol Hocker

MSU StegoVideo can hide any file in a video sequence

Embed .exe files directly inside an mpeg or avi file

MSU StegoVideo - choose mode _I""Iﬂ

- . -4_! A L o0
“,?te oVideo™
Iinfolinwideo! || L

{F L : [

---.-- - = = ﬂ
U""\‘;. gl P e 1“

Witk M3SU Skegovideo wou can hide any File in video, You can
compress video - information will be saved!

Choose what wou want ko do:

i E:-:I:racl: File From '-.-'Ile-'III

GRAPHICS & MEDLA LAB
VIDED GROUP

Exit | Homepage | =< Preyious | Mext == I
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Case Study: Al-Qaida members

c E H Distributing Propaganda to Volunteers
Cortified | Ethical Hocker us|ng Stegan Ogram

Al-Qaeda are gradually relying on Media to spreladit propaganda

Al-Qaida sympathizers use computers with steggraphy techniques to distribute Al-Qaida
videos and other Jihadist materials over the Inéérn

In Amman’s more conservative neighborhoods, Abu Omar and several analysts said, one
or two jihadists tend to be the organizers, distributing messages and content to volunteers,
and controlling membership in jihadist e-mail lists.

He goes to an Internet cafe several times a week. In recent years, Jordan’s Internet cafes
have begun taking increased security measures, like registering users’ identification cards,
he said, but jihadists in Amman alternate among a network of sympathetic cafe owners
who allow them to surf anonymously.

He now changes his e-mail address frequently, he said, and he typically carries software
that can delete details of his actions from a computer. “In the beginning, I thought maybe
I would go for jihad in Iraqg, but it was very difficult to get there,” he said. “Now I realize
it’s better to work on the Net and get the message out.”

Sourcehttp://www.nytimes.com
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Steganography Detection
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C EH Steganalysis
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Steganalysis is the

art and science of
detecting hidden
messages using
steganography

It is the technolog
that attempts to
defeat
steganography—by
detedingthe hidden
information and
extracting it or
destroying it

- Council CHC: Hiding files
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c E H Steganalysis Methods/ Attacks on

Steganograpfl

Cartified  Ethicol Hocker

—[ Stego-only attack: }

 Onlythe stego-object is available for analysis

—[ Known-cover attack: }

« The stego-object as well as the original mediuavaslable

« The stego-object is compared with the originaécobject
to detect any hidden information

—[ Known-message attack: }
« The hidden message and the corresponding stege-iara
known
—[ Known stego attack : }

 The steganography algorithm is known and both tiggal
and stego-object are available
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c E H Steganalysis Methods/ Attacks on

Steganography (coik)
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—[ Chosen-stgo attack: }
« The steganography algorithm and stego-object are
known
—{ Chosen-message attack: }

« The steganalyst generates a stego-object from some
steganograpttool or algorithm of a chosen mess

« The goalin this attack is to determine pattemrtbe
stego-object that may point to the use of specific
steganographytools or algorithms

—[ Disabling or active attack: }

» Active attackers can change cover during
communication process
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Steganalysis Tools
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C EH Stegdetect
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It iscapadle of
detecting different
steganographic
methods to embed
hidden informaton in
JPEG images

Stegdetect is an
automated tool for
detecting

steganograph
content in images

| CHC: Hiding files
EC-Council

Stegbreak is used to
launch dictionary
attacks against Jsteg-
Shell,JPHid¢, and
OutGuess 0.13b
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C EH Stegdetect: Screenshot
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=1l x]

File Options Help |

=can options Stop

I jsteg Sensitivity; [1.00 —}
™ Jphide

I outguess

I invisible

bl

Filenarme Detection
EACHFI Project\CHF| WAANCHEI %2 Tools\Wodule 17 - Stegan nedative

Message window:
otarting stegdetect with -tjpai -=1.000
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C EH sips
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— Stego intrusion detection system:

« Aimsto flag all HTTP traffic containing imagery
that tests positive for stego content (more
protocols latey

—  Gateway defense mechanism:

» Placed at a network border

In promiscuous mode, sniffs all HTTP traffic
and reconstructs (if necessary) any images
transmitte

Tests each image against all known steganalysis
algorithms

Alerts usémadministrator t@resence of sgo
on their netwok : :
It Is Not a firewall!
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C EH High-Level View
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GET /ssarch?keywords=servlets+jsp HTTR/Ll.1

Aocept: image/gif, image/jpg, *=/*

Accept-Encoding: gzip

Connscbion: Keap-Alive

Cookie: userlD=1d456578 image iphide stegdetect outguess

Hosk: www. somebookstbore . aom : .

Referer: http:/ www.somebookstors .com/ findbooks. fs!dsfdataf1lil.1ﬂ.1.1fba||non.J.pg 0.1 n4 1]

User-Agent: Mezilla/4.7 [en] (WipSs Jsids/datal2d. 242 2vellow. gif a 1] 0.65
Jsidsfdatal2d 24 .2 2idog. py o 0 0

Interne
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C EH SIDS: Screenshot 1

o, Shirgs Iintwsbion Detac ton Fyelues (505}
| File E#m Daiahase jEip

i) (M
Recemi findy . %1aisaics | Daemons Histograms

- =1 <}
LT b i L CLR ] USG5l ﬂlikll’h{l Degegminns oy ra tms
| ]|
Lz
||'||| L1.0-
[ | L0.0-
! 5.0
[ B0 1 1
I - Statistics -
& ddlLECLE i lI Bh-
! | £
¥ 1 4.10- .
S e Shows last imag
{ S . ..
T R testing positive for
Ve b segaraie frame Tlnse o geeyieas —1eR-30 RN -RA R0 -F 0 e S0 e =10
S DBt 2l ¥ Ll RNl
Capimees over fime Cagares | Degens gy ee e
T304

stego

1.0
|I.'._
270 4
fi

I\ Graphs detailirg the
| 210 f
& Capilei I'I I':”" L) C / \
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fo captured/flagged
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Waeke 114

onneied A0 dataase (s T o calgs iy
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C EH SIDS: Screenshot 2
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S St Iintwsthon Detac taon Fyvloess {305)

Flle Efm Dratabase  [eip

| Recenifinds  Sisdlsiics  Dsemons  Histograms

Emanes captured off ke line Wirw Cloye ol pueyicwy | Viewesy 48§-413 of 413

SOWTE IF | SOWTE Poo [esinaticn P |___Cesination Fort | Cepie i Tlmss | Fiensme ]
057 13651 =) 180 165 1 135 EFE-FE] oSOl [13:24:33] jpdclodd. jpg a|
057 13651 =] 180165 1135 33533 CoZi el [13:24:33] jpdclodt jpg
T B S0 180 155 1 138 32533 eSOl (132433 pclade jpp
057 13651 =] 180165 1 135 33533 oS fOeliCnd [13:24:33] jpdcl9d? jpg
057 13651 =] 180165 1135 33E3E CoZi el [13:24:33] jpdcl9dB.jpg
T B S0 180 155 1 138 32533 eSOl (152434 picladd. jpp
057 13651 =] 180165 1 135 3353 oSOl [13:24:34] pdcl9atn.jpg
057 13651 =] 180165 1135 33533 CoZi el [13:24:34] pdcl9t L jpp
T B S0 180 155 1 138 32533 eSOl (13340 34] photast jpp
ST 136 0] =n] 183 1821 135 33533 CES O [13: 2434 Nagt.jpp
ST 135 0] =a] 193 1831 135 33533 GO [ 132434 1inkS. g
B ST 1EE 5] =) 182 145 1 135 Eprt=r] SOl O (132434 homeS. g
ST 135 8] =on] 193 1821 135 33533 SO [13:24: 34wt jpp
L Ll
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3.33254 CENCRr200H i |1 minries, O e phicke[E 3320 ArdFariy senc
0T QECrr I ook i1 minies, F e | phice0. 6373 IrodFany sepd
123511 QeI 0ok i B minies, 32 5 puiguessilo 2l IrdFany sepd
3.53823 CENCRr200H i (B i, s nuiguesss S35 ArdFariy senc
132804 QECrar 3 ook i 11 miraries, 22, [phice(l. 2280 IrodFany sepd
0 SET1ES D300k i 11 miraries, 27, [phicel. FAT1 IrdFany sepd
122125 DG Cokt i | 11 mineries, 55, [phide(l 2212 FroFany sepd
pip- D300k i 18 miraries, 55, |phide(l. 7RG IrodFany sepd
0554 D300k i 1B miraries, S0 [phicein. 5544 IrdFany sepd
1omsE CENCRr20H i |18 miraies, 45 phicel 0755 ArdFariy send

ConnEmieg 10 O22Ea s (5 ol o calser
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- Recent Finds -

Details of individual
images captured from
the wire

Summary of
steganalysis
information

Allows for manual
inspection of images
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c E H Stego Watch— Steg Detection Tool

Cortified = Ethicnl Hocker WWW'WetSton eteCh -CO

Stego Watch allows users to detect digital
steganograpt, or the presence of communicatic
hidden in digital image or audio files

WeiStone ;
Lt TE]
StegcWatch can extract information that has bt w m
; 100711070 01013
embedded with some of the most popular 10011010 8849001011011C
. — 100110100 00101710710
steganography tools using a dictionary attack 1001701001838010110130

10011010 10110710
10071101 19410170

Stego Break is an application designed to obtain the
passphrase used on a file containing steganography

Currently Stego Break can crack passphrases for JP
Hide n Seek, F5, JSteg, and Camouflage
steganograipy embeddingappicatons
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C EH Stego Watch
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B ctepo wastch - Inmage Uetals - Bgfibering jar_biw e
e e b Imego

7 iE iy

gl

{Bghioneng (=15 DY o

i Imngo Ongpn

I Dk Lnopisas

Fo Wy ProcrampSiogoiosarmelos

1l 1
Uil Py 2
Ly Fioeorgimns

| Adqormr

-
JR1

Poiptes Qpck Bew 00

Froi w0 e Dvrdur £

File Sira

¥} T2 76 S hue

Iy Hdi

S B e T

Rapf

frioplss e B

frumdi b brr ey

g [hetvriion | el
e Ak, Edlbiidd

o it ko Fgi il bl Prrylianit]

1M T B

Ya ol

=4

_l'llrl:-lml

Crisnpresaing

T TreastaM |

o

A1 YU P

CErtar O woutard

Y= CS R
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C EH stegspy
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StegSpy is a stganagraphy detection tool

StegSpy will detect the program used to hide thesags

The program also identifies thecation of the hidden content as
well

StegSpy currently identifies the following programs:

 Hiderman i

« JPHideandSeek ~¢ 7
« Masker ﬁ’”’jl}y .
« JPegX - "ﬁ'ill;nfﬁ“ |
« Invisible Secrets * U e
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CEH
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Copyright 2006 by Randy Glasbergen.
www.glasbergen.com

GLASBEREGE.)

“An amazing thing happened at work today. For 8 minutes,
my computer and I were both functional at the same time!”

) Copyright © byEC-Council
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CEH
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Copyright 2003 by Randy Glasbergen.
www.glasbergen.com

“Today my computer joined a support group for
office machines who have to cope with idiots.”

EC-Council All Rights Reserved. Reproduction is Strictly Prioiéd
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C EH CEH Hacking Cycle

Cartified = Ethicol Hocker

Enumeratiol

Cracking passwords

— Hiding files

EC-Council

Escalating privileges —

Execute applications «+

. Covering tracks
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C 1, Covering Tracks

Cartified = Ethicol Hocker

Once intruders have When all the information of
successfully gained interest has been stripped
Administrator access on a off from the target, the
system Jfha awillt g atreenes intruder installs sever:
the detection of their backdoors so that he can p
presence gain easy access in the future @ Q
CHC: Covering Tracks Copyright © byEC-Council
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C EH Disabling Auditing

Cartified = Ethicol Hocker

C:%> auditpol.exe /disable
Running. . . .

First thing intruders will do after
gaining Administrator privileges is to
disable auditing

Local audit information changed successfully. .
New local audit policy. . .

(0] Audit Disgabled
NE.
Failure
Windows 2003 Resource Kit's e =
auditpol.exe tool can disable auditing

usin g thecommamnd line C:v> auditpol.exe fenable

Auditing enabled successfully.

At the end of their stgy i /i trags
will jJust turn on auditing again using
auditpol.exe

CHC: Covering Tracks Copyright © byEC-Council
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C EH clearing the Event Log

Cartified  Ethicol Hocker

Intruders can easily wip
out the logs in the Event
Viewer

B event Viewer -0 x|
File Acton View Help
€ 2| | 2
i'*r".l Event Viewer {Local) Security 1,809 evenk(s)
%ﬂ Application Typs | Date | Time | source | ca |
Security @fSuccecc Audit 51372008 12:26:02 Security S"=_l
: gl_g| System - T e L -
%ﬂ Internet Explorer @f’Success Audit 5/12/2006 3:19:07 AM  Security Syt
= - @fSuccess Audit  5/12/2008 12:27:35..,  Security Sys
@f’ Success Audit  5/11/2008 40140 AM  Security Pri
3 A @f Success Audit  5/11/2008 40140 AM Security Log
Th IS p r O Ce S S WI I | CI e ar IO g S @fSuccess Audit  5/11/2008 3:45:26 AM  Security Pri
1 @f Success Audit  5/11/2008 3:45:26 AM  Security Lot
Of a I I r e CO r d S b u t WI I I Ie ave @fSuccess Audit 5112008 3:45:09 AM  Security Pal
1 @4 Success Audit  5/11/2006 3145:09 AM Security Pal
O n e r e CO r d Stat I n g t h at t h e @fSuccess Audit  5/11/2008 3145:09 AM Security Pal
eventlo g hasbeen teardal @ Success fudt 5/11/2006 34508 AM  Seaurity Pal
@f’Success Audit  5/11/2008 3:45:09 AM  Security Pal
b y . Att ac ke r ” @ Success Audit  5/11/2006 3:45:02 AM  Security Pal
@f Success Audit  5/11/2008 3:45:0%9 AM  Security Pal
@f’ Success Audit  5/11/2008 3:45:0%9 AM  Security Pal
@4 Success Audit  5/11/2006 3145:09 AM Security Pal
@4 Success Audit  5/11/2006 3145:09 AM Security Pal
/:’.li?f_l wmmeee Aodit B8NS T ACOD AN Carritu Dn hd
4 i 3
| | |

CHC: Covering Tracks Copyright © byEC-Council
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C EH Tool: elsave.exe

Cartified = Ethicol Hocker

elsave.exe utility is a simple tool for clearingetbvent log

The following syntax will clear the sectyilog on the remote server 'rovil’
(correct privileges are required on the remoteayst

= elsave s “wrovil -1 "Security™ -C

Save the system log on the local machine \system.log and then cle
the log:

* elsave -l system -F d:\system.log —C

Save the application log on \\servlto \\servl\dflacation.log:

e elsave -s \\servl -F d:\application.log

CHC: Covering Tracks Copyright © byEC-Council
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C EH Hacking Tool: Winzapper
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Winzappe is a tool that an attacker c:
use to erase event records selectively
from the security log in Windows 2000

To use the program, the attacker runs
winzapper.exe and marks the event
records to be deletednén-rre-presse
Delete Events and Exit

To sum things up: After an attacker has
gained Administrator access to the
system, you cannot trust the security

log

CHC: Covering Tracks Copyright © byEC-Council
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C EH Winzapper: Screenshot
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i WinZapper - http:/ /ntsecurity.nu |
Twpe | Dake and Time | Cateqoty Lser | Mare Info &
Success Audit  Thu Feb 15 19:18:35 2007 Object Access BT AUTHORITYASYSTEM  Securibyf
Success Audit  Thu Feb 15 19:18:35 2007 Cbiject Access MT AUTHORITYISYSTEM  Securityfie—
Success Audit  Thu Feb 15 19:18:35 2007 Cbiject Access MT AUTHORITYISYSTEM  Securiby
Success Audit  Thu Feb 15 19:18:35 2007 Cbiject Access MT AUTHORITYISYSTEM  Securiby
Success Audit  Thu Feb 15 19:18:35 2007 Palicy Change MT AUTHORITYISYSTEM  + + + + -
Success Audit  Thu Feb 15 19:18:40 2007 Cbiject Access MT AUTHORITYISYSTEM  Securiby
Success Audit  Thu Feb 15 19:18:40 2007 Cbiject Access MT AUTHORITYISYSTEM  Securiby
Success Audit  Thu Feb 15 19:18:40 2007 CObiject Access MT AUTHORITYISYSTEM  Securibyf
Success Audit  Thu Feb 15 19:18:40 2007 Palicy Change MT AUTHORITYISYSTEM  + + + + -
Success Audit  Thu Feb 15 19:18:40 2007 CObiject Access MT AUTHORITYISYSTEM  Securibyf
Success Audit  Thu Feb 15 19:19:07 2007 Detailed Tracking TESTWAdrminiskrakor 856 Admir
Success Audit Thu Feb 15 19:19:09 2007 Privilege Use TEST\Administrakor Security -
Success Audit Thu Feb 15 19:19:09 2007 Detailed Tracking TEST\Administrakor 796 VTN
Success Audit  Thu Feb 15 19:19;09 2007 Privilege Use TESTUAdministrator Security -
Success Audit Thu Feb 15 19:19:11 2007 Privilege Use TESTWAdrminiskrakor EventLog
Success Audit  Thu Feb 15 19:19:15 2007 Detailed Tracking TESTWAdrminiskrakor 796 Admir
Success Audit  Thu Feb 15 19:19:27 2007 Privilege Use TESTWAdrminiskrakor Security -
Success Audit  Thu Feb 15 19:19:50 2007 Privilege Use TESTWAdrminiskrakor Security -
Success Audit  Thu Feb 15 19:19:50 2007 Detailed Tracking TESTWAdrminiskrakor 332 \Prog
Success Audit  Thu Feb 15 19:19:50 2007 Privilege Use TESTWAdrminiskrakor Security -
Success Audit  Thu Feb 15 19:20:23 2007 Detailed Tracking MT AUTHORITYSYSTEM 784 TEST:
Success Audit  Thu Feb 15 19:24:14 2007 Detailed Tracking TESTWAdrminiskrakor 332 Admir
Success Audit  Thu Feb 15 19:24:22 2007 Privilege Use TESTWAdrminiskrakor Security -
Success Audit  Thu Feb 15 19:24:22 2007 Detailed Tracking TESTWAdrminiskrakor S48 VWIN -
4] | 3
Delete eventz and E xit E xit without changes
WwirZapper 1.0 - [c] 2000, Arne Yidztrom, arme, vidstromi@ntsecurity.nu - http:Adntzecurity, nutoolbox Awinzapper.!
. ¥a I Copyright © byEC-Council
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C EH Evidence Eliminator
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Deleting the “Internet azhe and history", will w3 Evidence Eliminator

not protect you... your PCis storing deadly

evidence

Even FORMATTING the disk would not work e o : |j
" Generating random data Dore
" Recycle Binon C:A Drone
= Dirive Scan With Mask C:h Analyzing...

All those web pages, ptures, movies, videos, Q¥ windows Swap File

sounds, email and everytig else you have ever |3 Windows ppication Logs

viewed could easily be recovered ﬂgzzzs:g:z:sﬁ {E‘;ﬁ,’;’;ﬂ

Dizabling any selected Screen Saver...<0K:
Generating random data...{0K:>

i < |Eliminating Folder: Ciwrecwcleds
F||eS and Internet SearCheS yOU have made thc Sv_:elmnlgg Eé\recycled\ for mask #.# ... please wait... <0OK:
= es foynd:
" can iminating File: Cisrecycled~desktop.ini <Skipped sustem filex
ou thought you had newésaved to disk {minat ing Fi ; ;
| RIS Ine B! G eerel IR TE SRas AR R s
iminatin ile: Ci~rechcle
be recorded as permanesmidence on your har ninating File: Civreoy _
2 iminating folder tres: Civwrecwcleds ercluding root folder...<0K:
dr'Ve Oriwve Scan no. 1 Crs .
Scanning Ci~ for mask #.tmp ... please wait...

MmmmmT

i
L
L
L
L
L

KO I K

|

Stop Work | | |

Scanning C:h for mazk “tmp .. please wai..

Evidence Eliminator permanently wipes out
evidence so that forensamalysis is impossib

CHC: Covering Tracks
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C EH Tool: Traceless
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Clearyour Internd setings

Traceless 1.16

You can stop your home page
from beingwritten over by
uninvited websites

Traceless

Settings

)

‘ Select this option tg

Copyright

[w Clear Internet Hiztory
[ Clear Tempaorary Intemet Files
[w Clear Internet URL drop-dowr list

[w Clear Internet Cookies

Cookie Ercluzion

[w Clear Recent Documents List

[w Clear Start-henu Bun Hiztory

| [ cancd

. Covering Tracks

EC-Council
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C EH Tool: Tracks Eraser Pro
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Tracks Eraser Pro is designed toiiatis il L il
protect you by cleaning up all
the unwanted history data on
yourcomputer . dEstNow
Task | el ~ Erazer Settings
%] Thunderbird Done =2=4ng
ﬂ Winamp Done Uslians
ﬁ‘v’v‘indnws kedia Player Done —
It allows you to erase the cache, | |4 Done File S hreclder
. o ¥ \wiord Pad Done
cookies, history, typed URLSs, v -
auto complete memory, Erasing IE History a o
. At £ i - : Elean!ng [ndex F?Ie: C:ADocuments and Settings\.&dmin?stratnr‘ 20U
N d exauald l'.i Y y@u I LIT| TWHSEY Cleaning Index File: C:ADocumentz and Settings'Adminiztrator
. . Cleaning Index File: C:ADocuments and Settings\ddrinistratort Help
an d W| n d OW'S te m p fo Id er : run E:eaning :nge:-: Ei:e: C:hDocumentz and Settings'\Administratort
. c eaning Index File: C:\Documents and Settinas\administratort i
history, search history, ¢ e et
open/ save histoy, recent Y
documents, and so on
| CHC: Covering Tracks Copyright © byEC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prioitéd




CEH Armor Tools
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Armor Tools is a suite of tools that ensuyesir privacy
and keeps your sensitive information secure

It works on the computer and does | W
leave trace of your activities such as: J

« When and which sites you visit
Which programs you downloaded
Which documents you worked on

Whom you wrote
What you looked for
Which folders you opened

What compuersyou conneted to

CHC: Covering Tracks Copyright © byEC-Council
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C EH Armor Tools: Screenshot 1

Cartified  Ethicol Hocker

®% Armor Tools - Invisible Man

File “Tools Action Options Help
Hiztory check points
= ;I Marme Data .
B~ ' @
. @ N
Encrpt gk
LCreate
-
. .!: !
= 5 Restore
The Erazer % Delete
i‘_ & Update Ex=plarer
N\
Invizible ban
[T L I 3
e radian Execute while restoring Q
: Clear Recycle Bin Clear Internet cache
%’z@ Clear Clipbioard Clear Histan
Delete Cookies Clear Recent files &) Help
Adjustments L il
Invvisible Man

Copyright © byEC-Council
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C EH Armor Tools: Screenshot 2
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®5 Armor Tools - Encrypted Disk
File: Tools Action  Opions Help
Dirive Explorer:
_“'_"% Drive Type Label Size Free | ‘ < Dismount |
3§ E 3‘ [&:]  Femovable Removable
—I. 3[C]  DriveFied  SYSTEM 61GB  1.1GE ‘ T ‘
Encrypt Disk =[]  Drive Fixed ARCHIVE 293G 8.3GB
= = [E:] Drrive Fixed WORKER 39.0GE 4.7 GB
-l 3 [F] CD-ROM MIKESADY 3904 ME 0 bytes
Jﬁ 22 [E] Ch-ROmM J0E 4911 ME 0 bytes -
3 [Ww:]  Folder Crive Cnh1, WinTools, nethwwe, wintools, net 29,3 GE 8.3 66 o -
The Erazer = d
v & Available: Encrypted Diive Containers:
R_ \ | Drive | Drive Perkaining ko virtual drive File: Size Skatus i ==
- = [e]
[reveizible Man =3 [H:] }( Dielate
= [I:]
| a1
)’ = [1:] Pazsward
= WELE
L =1 L]
File Shredder =2M] - ==
2 P -_I
. wts
= &) Help
Adustrents £ | 7 .
Encrypted Disk,
| CHC: Covering Tracks Copyright © byEC-Council
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C EH Armor Tools: Screenshot 3

Cortified = Ethicol Hocker
®% Armor Tools - History Eraser _
File: "Tools Action  Opkions Help

Select objectsz for erazing
= __-H;J =[] windows CObjects -
5 _J [#] &8 Mast Recently Used Files Histary _ _,.1-'5
= 2 = [¥]&r Clipbaard Data *—“-"i:-.i
Encrypt Disk [#]&r Recycle Bin k
[#]&r Fun Dialog History Erase
1 [#]&r" Recently Opened Programs History —
k g []4F Open/Save Dislog Histary
3 _ _ | O
[#]&r Copy TojMave Ta Faolders Histary
[#]&r Find Files)Camputers Histary
The Erazer [F1&r User Assist Log Save Config
[#] & Open With List
{_ | @ [#]& Map Metwork Drives Histary Update Explarer
(\ [#]& MetHood Links
* [#]& alphabetize "Start” menu iterms
Irwizible Man [Z]& Remove M5 Windows log-files
- [w] & Internet Objects
S fﬁ
T ~A
Filz Shredder t

%@ Remowve filez through File Shredder

[ ] Update Explarer after Eraze process

Adiustments

Hiskory Eraser
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All Rights Reserved. Reproduction is Strictly Prioibéd

EC-Council




c EH Armor Tools: Screenshot 4
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"5 Armor Tools - File Shredder

File: Tools Action Options

Remove filez and folders without poszibility to restore
B
Enmygme
it g
Erncrppt Chizk,

The Erazer

Mame

EIEN

[nvizible Man

File Shredder

_ﬁ@ Delete files after file shredding

Adisirents Rename filez before deleting [far better quality]

File Shredder

File Size %

I
Shred Files

Load File

Load Folder

2 Remove

CHC: Covering Tracks
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C EH Tool: ZeroTracks
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Allows you to clear paging files, recentclaments, the Recycle Bin, temp files, and
the run list on the Start me

You can also clear the Internet cactemporary Internet files, cookies, and
autocompletes

EC-Council

LesolTracks —" CH>CH== . Home J-ix

Windows Miscellaneous

Windows Windows Mizcellaneous

YWindows Mizcellansous

_ - Clear out the Most Recently Used Lists (MRU] of the programs below.
Windowsz Paging File

Windaws Recent Docs Windows Media Player Microzoft Dffice MRL
Windows Becocle Bin
YWindows Temp Files . . .
windows Lz asist bicrozoft Paint Methdeeting Recent Callz
Start Menu Bun List

tdicrozaft WordPad Browze For Folder Dialog

Recently Uzed wWallpapers

Find Computer MR L

Clear Al

* Pleaze niote that if you do not have zome of the above programs installed,

SI"IE[ZJﬁ les com then the buttons will have no effect on your computer.

CHC: Covering Tracks
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C EH PhatBooster
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PhatBooster helps to keep your system integrity padormance at 100%
PhatBooster can help to improve performantgour system is running below average

With PhatBooster's new Windows(c) optinmigitechnology, you can surfthe web faster

PhatBooster can also inform you of low memory perfance with the MemBooster
plugi

Features:

 PC Repair

« Hack Prevention

 Pop Up Blocker

* Increase Internet Speed

* Boost PC Memor

 Boost Windows Performance
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PhatBooster: Screenshots
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"«:‘-’~ PhatBooster 2.0
File Pop-UpBlocker Options  Products  Help

] | | | | G v | o | B | @) % | g

CPU Usage CPU History - System is 0% boosted @ 2793 MHz

Phatbooster Boost Wizard

YWelcame to Phat Booster, Since this may be your first time
running Phatbooster, lets take a few maoments to allow the
wizard to boost your system. This wizard will focus on fine
tuning 2 areas of your system,

1} Increase Internet Performance

2) Increase Your System Memory Performance

3) Tune System Settings for Optimal Performance.

I N-N-N - L8R k]

To begin the process click the "next" button below

| Cancel || Mext

Processes: 4
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C EH What Happened Next
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After few days when Bradley’s boss was again outsiome work and
had left his cabin open..Brad)ecrroaven. bis keviy

He extracted all the information stored in keyloggend to his surprise
he had a lot of his boss’s sensitive personal afidia information

He can use this information to blackmail his bosgwen leak the
company’s confidential information
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C EH Summary

Cartified = Ethicol Hocker

Hackers use a variety of means to penetrate systems

Password guessing/cracking is one of the first step

Password sniffing is a preferred eavesdroppingdact

Vulnerability scanning aids the hackeridentifying which password cracking
techniqueto use

Key stroke logging/ other spyware tools aredss they gain entry to systems to
keep up the attacks

Invariably, attackers destroy evidencélodving been there and done the damage”

Stedingfilesaswell ashidingfilesarethe meango sne& outsenstive informaton
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“Encryption software is expensive...so we just
rearranged all the letters on your keyboard.”
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“We don’t pay much attention to information security.
We’re hoping our competitors will steal our ideas
and become as unsuccessful as we are.”

All Rights Reserved. Reproduction is Strictly Prioibéd

Copyright © byEC-Council




