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C EH scenario
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Henderson, an investigative journalist in the fiefldnformation Security
sets up a new security portal call#tiackzXposed4u”. This portal claims
to expose the activities and identities of all kmolackers across the

globe.

He plans a worldwide launch on 284arch. The portal receives a wide
media coverage before its release as was one of its kind in the world.

Within five minutes of the official lanch of the portal, the server crashes
thus putting hold to Henderson’s plans.

What could be the reason for the mishap?

Why would anyone want to sabotage the portal?
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CEH nNews
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Botnets Trump Denial of Service Attacks

A survey shows that malware-infected hotnet PCs have overtaken denial-of service attacks as the top security issue facing Internet service providers and
others.

Matt Hines, Computerworld

Mahware-infected hotnet PCs have overtaken denial-of-service attacks as the top security issue facing Internet service providers and ather YWeb infrastructure hosting players, accarding
to a newy survey of the organizations.

Arhor Metworks puhlished the results of its third-annual Infrastructure Security Report on Monday -- 8 survey of 74 large [SPs, hosting companies, and other providers -- which found for
the first time that botnets currently outrank DoS threats as the most serious cancern far the firms.

Tens of millions of PCs are likely infected with botnet programes worldwide, according to survey results, and Arbor researchers said the ISP s they guestioned admitted to spending mare
time and resources hattling hotnets than ever hefore.

Infrastructure providers are finding botnets hard to pin down, as the people respaonsible far contralling the zombie machines are increasingly emplaying mare advanced detection
evasion technigues, said Craig Labovitz, chief scientist at Arbar, As they can't accurately gauge the size of the problem, he said, infrastructure providers are afraid they're only scraping
the tip ofthe iceberg in taking on the bhotnet phenomenon.

"ISPs are spending a lot of time tryving to measure, and there's a lot of subjective data, but there are such widely different qualities to the warious bots that it's a real challenge to get any
strong metrics," Labovitz said. "We are seeing a widening separation between the pros and the amateurs, but as easy as itis to infiltrate and measure the less sophisticated hotnets,
the pro grade stuff is far more prohlematic and harder to trace "

By using the same peer-to-peer botnet propagation strategy that has made the so-called Storm worm a recurring problem in terms of generating subsequent infections, the

sophisticated sect ofthe botnet community is moving forward at a rapid pace, according to Arbor.

In eliminating the need far traditional botnet command and control centers using P2F technigues to distribute the threats, the attackers have also rermoved the most efficient place to
atternpt to take down the attacks, the researcher said.

Sourcehttp://www.pcworld.com/
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c EH Module Objective
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4 D

This module will familiarize you with :

(S /

« Denial of@érvice@ﬁﬁ)%tack | T i
. Types of DoS Attacks | b

 Tools that facilitate ttack

 BOTs

« Distributed Denial o rvi#e( DoS) Attack
« Taxonomy of DD0S Attack

Tools that fadlit é&te DDoS Attadk

Worms an iheir role in DDoS attack
Reflected DoS Attack

DDo< Countermeasur:
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C EH Module Flow
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Denial of Service Attack » DDoS Attack Taxonomy
Types of DoS Attacks DDoS Attack Tools
DoS Attack Tools Worms in DDoS attack
BOTSs Reflected DoS Attac
DDoS Attacl DDoS Countermeasur
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C EH Terminologies
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A Denial of ServiceDoS) attack

e [tis an attack through which a person can reader
system unusablersigrancarnry siow n dovrr
legitimate users, by overloading its resources

A Distributed Denig-of-Service DDoYS)

attack:

« Onthe Internea distributed denial-of-service
(DDo0S) attack is one in which a multitude of
compromised systems attack a single target,
thereby causing denial of service for users of the

targeted syste

EC-Council
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C EH Real World Scenario of DoS
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WordPress.com under a denial-of-service attack

Blogging News Febiuary 21st, 2008

WordPress.com being targeted with a denial-of-service attaclk

Warld's Cheapest Car

Tata launches Rs. 1 lakh car. ‘ew videos,
picturas & mare on 3ol

iy golinfmans

ONES Serwver Atacks

iz survived and you can too! Get the free Do
whitepaper

. Secunefd.com

All Purpose Credit Card

Eat Out, Shop, Holiday & Fuel Up our Car Witth
HOFC Credit Card!

HOF CBank.coinfCredit Cands

Ads by GGoogle

Automattic has confirmed that their blogging service WordPress. com has been facing a D0 attack since the last couple of d:

Due to this, access to the service 15 affected and sorme bloggers are unable to check out their accounts and blogs hosted on th
servers of the compaty.

WordPress. com operator Automattic added that the service has been mostly restored by now and they are returning back to
norrnal

£ denial of service attack results in heavy loads on the server which results in crashing of system services delaying access. Tl
cotnpany said that their servers were being attacked with spilees of up to 6 gigabits of incoming traffic which resulted in somse
hlogs remaining inaccessible for a couple of minutes.

Sourcehttp:// news.techwhack.com )
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InformationWeek

BUSINESS INKOVATION POWERED BY TECHROLBGY

DoS Attack Cripples Internet Root Servers

The demal-of-service attack Int Tuesday and nearly took down three of the 13 root servers that help manage worldwide Internet traffic.

By Sharon Gaudin, Information'Week
Feb. &, 2007
URL: hitp:fheear. informatiomeeek. coméstory/showAiicle. jhtml ParticlelD=197 003203

The 13 servers that help manage wotldwade Internet traffic were hit Tuesday by a denial-of-zervice attack that neatly took down three of them

It was the fiercest attack on the 13 root servers since an October 2002 assault that took down maty of the roots that help manage worldwide Internet traffic,
according to Ben Petro, a semor VP of Neustar, which prowvides cleannghouse services to the communications and Internet industry, Three of the servers were
neatly owerloaded by the attack, but they didn't go down, says Petro, who adds that they were n a slowed-down brownout stage.

Tuesday's attack neatly matched the 2002 attack in terms of strength but surpassed the old attack in sophistication, Petro says. The servers didn't go down this titne
because of the sigmficant mcreasze in compubing power m the last four years and because the roots' defenses have been heawily beefed up since then,

" you take down the roots, you take down the Internet," says Petro. "By comparizon, if vou take down a company, that hurts them. But this 15 just an attack of a
very different scale. When vou see someone going after root, it's an attack directly at the infrastructure of the Internet.”

Petro, though, says the Internet was not close to going down Tuesday. He notes that those three servers were heawly strained, but they withstood the attack and the
disturbance wasn't noticeably felt around the globe.

Sourcehttp://www.informationweek.com/
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C EH What are Denial of Service
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A Denial of Service attack (DoS) is an attack
through which a person can render a system
unusableor sgnificantly slow it down for
legitimate users, by overloading its resources

If an attacker is unable to gain accessto a
machine Jfheattackeronill mast likehctashd
machine to accomplish a denial of service attack
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C EH GoalofDosS
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The goal oilDoSis not to gain unauthorized access to machines ta,
but to prevent legitimate users of a service frosmg it

Attackers may:

o Attempt to flood a network, thereby preventingtietate
network traffic

o Attempt to disrupt connections between two mach,nlesreby
preventing access to a service

o Attempt to prevent a particular individual frontessing a
service

o Attempt to disrupt service to a specific systenpersor
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c EH Impact and the Modes of Attack
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The Impact:

ey

Disabled network
Disabled organization
Financial los

Loss of goodwill

The Modes:

« Consumption of
e Scarce, limited, or non-renewable resources
* Network bandwidth, memory, diskasye, CPU time, or data structures
* Access to other computers and networks, and neztaironmental resources such as power, cool
air, or even water
o Destruction or Alteration of Configuration Informan

* Physical destruction or alteration of nettvoomponents, resources such as power, cool

air, or even water
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C EH Types of Attacks
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—[ There are two types of attacks:

e DoS attack

« DDos attack

 Atype of attack on a network thatlissigned to bring the network down by
flooding it with data packe

\ Sy

Attack

Internet Network

Hacker
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C EH Dos Attack Classification
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Smuri

Buffer Overflow Attacl

Ping of deat

Teardroj

SYN Attack

EC-Council
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C EH smurfAttack
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The perpetrator generates a large amount of
ICMP echo (ping) traffic to a network broadci
address with a spoofed source IP set to a victim
host

=88] ICHE
ﬁ@ ICHE:
) Seitich
B ICHE:
B ICHE:
£y ICHE:
B ICHE:
B ICHE:
£ ICHP:
£ ICHP:
£ ICHP:

The result will be lots oping replies (ICMP Echo
Reply) flooding the spoofed host

Amplified ping reply stream can overwhelm the
victim’s network connection

Fraggle attack, which uses UDP echo is similar to
the smuif attack

EC-Council

g (Echo)
Code = 0
Checlks=um = 80CE (=hould be FB47)
Identifier = G512

Sequence numnber = 17152

[1472 bytes of data]

[Hormal end of "ICMF header" . ]
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Smurf Attack
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[
ATTARCOKER

Amplifiers
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C EH Buffer overflow Attack
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Buffer overflow occurs any time the program writasre information
into the buffer than the space allocated in the mem

The attacker can overwrite the ddbeat controls the program execution
path and hijaa the control’or'trie programto execue tte artaxers coaé
instead of the process code

Sending email messages that have attachments whcRaracter file
names can cause buffer overflow
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C EH Ping of Death Attack
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The attaker deliberatdy serds an IP paketlarger han
the 65,536 bytes allowed by the IP protocol

Fragmentation allows a single IP packet to be bnoke
down into smaller segments

The fragments can add up to more than the allowed
65,536 bytes. The operating system, unable to heandl
oversizedpackets freezeseboots or simply crashes

The identity of the attacker sending the oversizadiket
canbe easly spoded

EC-Council
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C EH Teardrop Attack
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IP requires that a packet that is laoge for the next router to handle
should be divided into fragments

The attacker's IP puts a confusingset value in the second or later
fragment

If the receiving operating systemn®t able to aggregate the packets
accordingly, it can crash the system

It is a UDP attack, which uses ovaplping offset fields to bring down
hosts

The Unnamed Attack

» Variation of the Teardrop attack
 Fragments are not overlappihgt gaps are incorporated
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C EH sYN Attack
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The attacker sends bogus TCP SYN requests to env
server. The host allocates resources (memory ssrket
the connection

Prevents the server from responding to the legitana
requests

This attack exploits the three-way handshake

Malicious flooding by large volumes of TCP SYN pat&to
the victim’s system with spoofed source IP addressm
causeDoS
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C EH sYN Flooding
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X A

SYN Flooding takes advanige of a flaw in how most hosts

Implement the TCP three-way handshake

SI?V Normal connection
establishment

When Host B receives the SYN request from A, it mkeep
track of the partiall-opened connection in"&~istert 'Gué
for at least 75 seconds

A malicious host can exploit the small size of tlsédn
gueueby seraing muitiple SYN requess to a host, but'never
replying to the SYN&ACK

Thevictim’slistenqueueis quickly filled up

This ability of removing a host from the network fat least
75 seconds can be used as a denial-of-servicekattac
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c E H DoS Attack Tools
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Jolt2
Bubonic.c
Land and LaTierra
Targa
Blast20
Nemes'
Panther2
Crazy Pinger
Some Trouble
UDP Flood
FSMax

EC-Council
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C EH Dos Tool: Jolt2
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M Telnet - mandiake HEE

Comect Edb Jemnal Help

Allows remote attackers to cause a

denial of service attack against [root@nandrake bin]d
0 - [rootBmandrake bin]#
Windows-based machines [Foot@nandrake bin]d

[root@mandrake bin]#
[Foot@mandrake bin]H
[root@mandrake bin]4
[root@mandrake bin]H
[root@mandrake bin]#
[root@mandrake bin]#

Causes the target machines to [Footemandrake bin]3

[root@mandrake bin]#

consume 10 O % Of th e CP U t|m e on [Foot@mandrake hin]l
[I'l'll‘.ll‘[dmill'll‘ll'HHP hll‘l]ﬂ

procesmgthe I”egd. pad(etS [root@mandrake bin]H

[root@mandrake bin]4
[rootBmandrake bin]#
[root@mandrake bin]#
[rootBmandrake hin]#
[root@mandrake bin]d
[root@mandrake bin]# gec -o jolt? jolt2.c

Not Windows-specific IS ruu it [root@mandrake bin]d arp -5 10.10.0.254 0:11:22:33:H:55
and Other gateways may be [rootEmandrake bin]# ./jolt2 10.10.8.2%4
Vu |n erab Ie [root@mandrake bin)# ]

57
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C EH Dos Tool: Bubonic.c
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Bubonic.cis a DoS exploit that can be run againsaddws 2000
machines

It works by randomly sending TCP packets with ramdgettings with
the goal of increasing the load of the machinethsd it eventually

crashe

e c\>bubonic 12.2.23.2 10.0.0.1 100

] Copyright © byEC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Priotéd




C EH Bubonic.c: Screenshot
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Edit  Wiew Go Communicator  Help

@« @ A 4 = T

E

Back Reload Harne Search  Metscape Securty Shop
H _,ﬁf T Bookmarks M Location: |http:.-"a"www.antioffline.com;"bubonic.c ﬂ @' Wwhat's Related
o j% Ingtant Meszage @ WA ebibd il @ R adio @ People @ Yellow Pages @ Dovnload @ Calendar ﬁ Charnels
u_short th dpore’ d
u_long th =edq:r
u_long th =wvn:
u_int th =2:4,
th off:4:
u_char th flags:
u_short, t.h_w:i_n;
u_short, t.h_su.m;
) u_short, t.h_urp, %;J _lo il
Struct topopt_hdr | Applications | Processes  Performance ]
u_char Type;
u char len: ZPU Usage ZPU Usage History
u_short wvalus:
ki

struct pseudo_hdr
u_long saddr, daddr:
u_char whz, ptcl:
u_short topl:

MEM zage Mernory Usage Hiskary

L3

EEERE =

struct packet |
struct ip/*_hdr*/ dip:

struct tephdr tep: Tokals Physical Memary (k)
I Handles 7211 Total 195952
Threads 197 Available 29264
struct cksum { Processes 27 Syskem Cache 38872
struct pseudo hdr pseudo: Cormmit Charge (K Kernel Mermary (K
struct tophdr cop: Tokal 233436 Tokal 54850
b Linnit 47 1905 Paged 22632
Peak 253285 Monpaged SZz4aG
struct packet packet:
struct cksum cksum:
struct sockaddr in = imn: Processes: 27 CPU Usage: 100%: Mem Usage: 233436k | 471908k -
4] | B
= (== Document: Done i i =B Ea)]
iMsrare || | 1] & =3 || Ewindows Task Manager ||§§Netscape B <\ W IMNTSystem3Zicom. .. | =GEa S 11:08 AM
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C EH DoS Tool: Land and LaTierra
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IP spoofing in combination with the opening of aPC
connection

Both IP addresses, source, and destination, ardafraddo
be the sam—the address of the destination h

This results in sending the packet back to itdsdf;ause
the addresses are the same

-

o]
?r/\'/[:ﬂ ?\i\f )

=
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C EH Dos Tool: Targa
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Targeis a program that can be used to run eight diffe DoS
attacks

It is seen as a part of kitbmpiled for affecting DoS and
sometimes even in earlier rootkits

The attacker has the option to either launch irdlial attacks or
try all the attacks until it is successful

Targa is a powerful program and can do a lot of dgent® a
company's network
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C EH Dos Tool: Blast
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Blast is a small, quick TCP servicaass test tool that does a large ambaf work quickly and can spot

potential weaknesses in your network servers

Example of blasting HTTP servers

blast 134.134.134.4 80 40 50 /GET /samé /e"url/ HTTP/1.0' /nr /dr /v

* Sends 'GET / som g**¥*¥¥kkkkkkkl r|/ HTTP/1.0' capped by dual LF/CR's

blast 134.134.134.4 80 2530 /b "GET /some" /nr /dr

* Sends 'GET / somg***¥*xkkkkkk capped by dual LFCR's

Example of blasting POP servers

blast 134.134.134.4 110 15 20 /b "user te" /e d"/

» Sends 'user te****d' capped by a LF/CR

blast 134.134.134.4 110 15 20 Tiserte" /e"d" /v /noref

e Sends 'user texrrig!

EC-Council

All Rights Reserved
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C EH DosS Tool: Nemesy
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Nemey appication generatesandom padkets(protocd,port,etg

Its presence means that your computer is infectiéld mvalicious softwar:
and is insecure

T

Wictim |F; |192.168.131.68 - gend
Fackets

Mumber: | Size: |r4EIE|E Drelay]mz]: |1EIEI et

) Copyright © byEC-Council
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C EH DoS Tool: Panther?2
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el
Denial of service UDP-based R N—
attak is desgned for a 28.8- 75 ol | 0
56k connection Port

It comes under Flooder EEEEEEEEEEEEEEEEEEEEEE

category
=l
T r_,..r { Standard portz
Beqin Stop {* Incremental
Flooder

« Aprogram that overloads a
connetion by anymedanism,sud
as fast pinging, causing a DoS attack
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C EH Dos Tool: Crazy Pinger
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This tool could send large packets of ICMP to a oéentarget network

Crazy Pinger _ ] ___}_Cj

Welcome to Crazy Pinger 2.0, This program will send
Icmp Packets to a certain server with as many bykes
of data as vou want, All vou need to do s fill out the
information below ko continue the process.

Target: |

Bytes: |

Mumber of Icmp Packets to be sent: |

" Show Icmp Packets {% Hide Icmp Packets

Stark Akkack

Hackers Saftware

EC-Council All Rights Reserved. Reproduction is Strictly Priotéd




c EH DoS Tool: SomeTrouble
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¥ SomeTrouble 1.0 ~ by Prince Ali~

SomeTrouble is a remote Email
flooder
UIHN|
: : IPF add
SomeTrouble is a simple
program with 3 remote NHumber
funaions: Options Menu
b @il bombing
 Mail Bomb (Self Resolve for ICO bormbing
Smtr) MNetSend Flood
 lcq Bomb ( ) Startup
 Net Send Flood \

Load read SANVE About

] Copyright © byEC-Council
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C EH Dos Tool: UDP Flood
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-~UDP Flooder 2.00 1IP:1

Dezstination

UDPFlood is UDP packet sender IPrhostname | Pt [

Transmizzion control

b ax duration [zecsz) | Max packets |
It sends out UDP packets to the ,

L iy EH;
;e,g)teemfled IP and port at a controllable Speed (pks/sec) |

1 / .
Modem - Cable ~3— T1 —3 LEN

Packets can be made from a typed text Data

string; a given number of random bytes " Random | o | bytes
or data from a file {o Text s | 10P Flood. Server stregs tegt =5

{" From file | |

Status
It is useful for server testing Packets sent 0 ST
Seconds elapsed 1]
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C EH Dos Tool: FSMax
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A scriptable, server stress testing tool

It takes a text file as inpwnd runs a server through a ssrpf tests based on the input

The purpose of this tool is to find ter overflows of DOS points in a server

SWINDOWS' system32h cmnd.exe

C:sDocuments and Settings“Administrator.UINDOWS“Desktop“FSMax2@>fsmax
FSMax v2.8 — Copyright<{c> 199?-2883. Foundstone, Inc.
Server stress tester for buffer overflowsDOS conditions

Usage — fsmax -5 < script.txt > results.txt
2 = preads script from stdin
A% = Help

Script Format
host:[ip address], . [port]l,.Iminl, [max] = host parameters

Additional host parameters in ordepr:
timeout — ms to wait for socket reszponse — default = @
delay — ms to wait hefore zending commands— default = 258
pausze — ms to wait hefore receiving — default = A
retnum — numbher of CRALF'=z to end buffer — default iz one
reopen — T+#F reopen connection bhefore each command
norecy — T-F no receive after intial connect — default is off
verhose — TAF verbosze output— off hy default
trial — TAF display buffer wso sending

Command syntax
c:lcommand text] = preloop commands
le:lcommand buffer] = loop commands

) Copyright © byEC-Council
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C EH Bot (Derived from the Word

s e  ROBOT)

IRCbotis also calleczombie or drone

Internet Relay Chat (IRC) is a form of real-time communication over the
Internet i imaind) uEsigimeu! i -groupr (G-to-many) communication |l
discussion forums called channels

Thebotjoins a specific IRC channel on 4RC server and waits for furthi
commands

The attacker can remotely control tbotand use it for fun and also f
profit

Different bots connected together is callBatnet

Copyright © byEC-Council
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C EH Botnets
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Botnets consist of a multitude of machines

They are used for DDoS attacks

Arelatively small botnet with only 1,000 bots has a
combined bandwidth that is probably higher than the
Internet connection of most corporate systems (@,80me
PCswith anaveragaipsreamot 128KBit/ ‘s canotfer more
than 100 MBIt/ s)
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C EH Uses of Botnets
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Distributed Denial-of-Service Attacks

 Botnets are used for DistributBdnial-of-Service (DDoS) attacks

Spamming

 Opens a SOCKS v4/v5 proxy server for spamming

Sniffing Traffic

» Bots can also use a packetfér to watch interesting cle-text data passing by
compromised machine

Keylogging

» With the help of a keylogger.it iseasyfor anattadkerto retrievesenstive informaion sud
as online banking passwords

Spreading new malware

» Botnets are used to spread new bots

) Copyright © byEC-Council
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C EH uses of Botnets (contd)
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Installing Advertisement Addons

« Automated advertisement “clicks”

Google AdSense abuse

* AdSense offers companies the possibilitgisplay Google advertisements on their own
website and earn money this way. Botnet$£d to click on these advertisements

Attacking IRC Chat Networks

e These are called “clone” attacks

Manipulating online polls

e Since every bot has a distihRtaddress, every vote will ka the same credibility as a
vote cast by a real person

Mass identity theft

e ("phishing mails")

) Copyright © byEC-Council
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C EH 1ypes of Bots
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Agobot Phatbot Forbot Xtrem Bot

« The bot itselfis written in C++ with cross-platfocapabilities and the
source code is put under the GPL. Agobot was writiggo alias Wonk,
a young German man who was arresiedlay 2004 for computer crime

 Agobot can use NTFS Alternate D&taeam (ADS) and offers Rootkit
capabilities like file and process hiding to hide own presence on a
compromised host

SDBot/ RBot/ UrBot/ UrXBot

 SDBot is written in poor C and also published uriderGPL. It is the
father of RBot, RxBot, UrBot, UrXBot, and JrBot

MIRC-based Bots - GT-Bots

« GTis an abbreviation f@obal Threat and this is the common name
used for almIRC-scripted botsifiese norsidancn-aniristance or
MIRC chat-client with a set of scripts and otherdries

) Copyright © byEC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Priotéd




CE H How Do They Infect? Analysis Of

| e e AQAD O

Step 1. Mode of Infectio

« When first run (Ex: chess.exe),Agobot usually copies itself to the
System directory and will add registry entries ta@start when
Windows boot

 HKLM\ Software\ Microsoft\Windows\ CurrentVersion\Run
HKLM\ Software\ Microsoft\Windows\ CurrentVersion\ Rurfices

Step 2 miassve Spreaanig Sta

 Agobots are able to spread automatically to otysems using
network shares

It attempts to connect to default administrativads sutth s
admin$, C$, D$, E$ and print$, by guessing usermaana
passwords that may have access to these shares

 Agobot can be also spread by exploiting vulnenadslin Windows
operating systems and third party applicati
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c [ H How Do They Infect? Analysis Of

o o AQabot (contn)

Step 3: Connect back to I

« Agobot's main function is to act as an IRC-cond¢bbackdoor

[t attempts to connect to an IRC server from a-defined list
and join a specific channel so that the victim'mpauter can be
controlled

Step 4: Attacker takes control of the Victim’s
computer

« Downloads and executes files from the Inter

* Retrieves system informationchuas operating system details
« Executes local files

« Launches DDOS attack on other systems
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c EH How Do They Infect

Cartifiad Ethical Hocker

1

!

5 Commands

Attacker sends commands
to the Bots

Hacker in Russia

Bot

e Bots connect to
the “Master”
using IRC
channel and
waits for
instructions

V' 3

v

John (end user in Boston)
Downloads and executefiess.zip from freeware site

John’s machine is infected with Agabot

EC-Council

Bot

» Bot looks for other vulnerable systems and infdotm
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All Rights Reserved. Reproduction is Strictly Prioihéd




c EH Tool: Nuclear Bot
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Nuclear Bot is a Multi Advanced IRC BOT that canumsed for floods,
managingutiiltes; spreagTxCReérale v OSAlid¢ksdmd so o

¥ MuclearBot 1.0 ~Princeali~

B ot Passward r FTF Pazzword r Bat Settings
Nickname : : UzerMame Server
| | el | | | Generate | | Generate
Host ame Eopy Fazsword Fort
| | | | | |
: C
= Adress G Channel
- | | Copy pass | |
Load Settings Links Byte Chan Pazz
l |:| Copy adr | |
R ﬂ h Izert ame Encryption Pazsward
Save J h | | | |
f h FPazzword
Settings } h | |
Adress
Help J h | |
About Muclear \Winter Crews 2003 - 2004 Visit s For Maore Saftwares and Informations
==EEr
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C EH what is DDoS Attack
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According to the website, www.searchsecurity.com:t®e Internet, a
distributed denial of service (DDoShtack is one in which a multitude
compromised systems attack a single target, thecabging denial of service for
users of the targeted system. The flood of incormmagsages to the target

system essentially forces it to shut dagwinereby denying service to the system
to the legitimate use
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CEH nNews

Cartifiad Ethical Hocker

©) POKERNEWS

The Independent Online Poker Authority
Fublished an http:/fwww . pakernews . com/news/20058/02/ddos-attacks-hamper-online-poker-sites . htm

DDoS Attacks Hamper Online Poker Sites

Fehruary 22, 2008

Hatep Hintze
' A wave of Distributed Denial of Service (DDo0S) attacks targeting major anline paker

and gambling sites has at timmes impaired the functionality of several of those major
sités in recent days, According to a report at the Shadowserver Foundation, the first
tracking entity to report on the attacks, affected poker sites have included Full Tilt
Paoker, Titan Poker and CD Poker, with the casino-games partion of operations at

t“.\, & PartyGarming and Wirgin Garnes also affected.
o f“’—— A DDoS attack impairs a website's capability by attacking its web servers, usually by
} flooding those servers with traffic from many thousands of different locations at once,
a_. one illicit method for implermenting a DDoS attack invaolves the use of remote
|
l

cormputers infected with a wirus or other latent code; upon activation, these otherwise
innocent computers are then incorporated inta the "baot net” used in the attacks on the
targeted site,

Several of the major sites were reported as being down or as suffering slow response
times while the recent attacks were in process, though none of the attected sites have,
to date, issued a release on the matter. An examination made by the group {which
rmaintains its watchdog site at shadowserver.org) uncovered a total of 32 different online gambling domains which had been attacked
from February 10-18, 2008, &n unusual number of the sites were smaller Russian-based (.ru) gambling sites, despite the attaclks on
the larger entities such as Full Tilt and Titan Poker, all of the above-mentioned sites have, according to the research published by
Shadowserver, taken countermeasures designed to combat the attacks being made upon them.

A later report also indicated that the "command and control” server orchestrating the attaclks had been taken offline after its
"upstream” service provider had been notified, thereby short-circuiting the attacks, Such a solution, of course, does not preclude new
attacks from starting from a different, relocated web server.

. Sourcehttp://www.pokernews.com Copyright © byEC-Council
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C EH Characteristics of DDoS Attacks
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DDoS Attack is a large-scale and coordinatéidiek on the availability of services of a
victim systerr

The services under attack are those ef‘tprimary victim,” while the compromised
sydemsusd to launa the attaX areorten caled the “secormaryvictims”

This makes it difficult to detect becauatacks originate from several IP addre:

If a single IP address is attacking a compangan block that address at its firewall. If
it is30,000 thisis extremay diffi cult

Perpetrator is able to multiply the effectivesseof the Denial of Service significantly by
harnessing the resources of multiple uttimig accomplice computers which serve
attack platforms
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C EH pDOs unstoppable

Cartifiad Ethical Hocker

DDoS attacks rely on finding thousands ofrverable, Internet-connected systems and
systemaitcally compromsing them usngknown vunerabilities

Once the DDoS attack has beannched, it is hard to st

Packets arriving at your firewall may beolbked there, but they may just as easily
overwhelm the incoming side of your Internet contmat

If the source addresses of these packets bae& spoofed, then yowill have no way of
knowing if they reflect the true source of the attack uytab track down some of the
alleged sources

The sheer volume of sources involvedDDoS attacks makes it difficult to stop
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EC-Council All Rights Reserved. Reproduction is Strictly Priotéd




C EH Agent Handler Model
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Attacker Attacker
\ 4 Y \ 4 \ 4 \ 4 Handlers
H H H H H (M aster)
Agents
A A A A" A
o Victim p Primary Victim
Secondary Victim (Daemons)

EC-Council
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c EH DDoS IRC based Model
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Attacker Attacker

IRC
Network

Victim
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C EH DDos Attack Taxonomy

Cartifiad Ethical Hocker

Bandwidth depletion attadks

www.yahoo.com (204.71.200.68) on Febhruary 2, 2000
1000 RTT Latency [milizeconds]

 Food attak 200
« UDP and ICMP flood igg
0 1 !

11:300 1340 1560 182:00 200010 2220 00:30 0240 0450 0700 0310 11:20

Amplification attack

° Sm u rf an d Fraggle attaCk Sourcehttp://www.visualware.com/whitepapers/ casestudies/ yahoo.html
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C EH DDos Attack Taxonomy
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DDoS Attacks
Bandwidth Resource
Depletion Depletion

v v

v \ 4
Flood Attack ~ Amplification — ppoiqco| Exploit  Malformed
Attack Attack Packet Attack
TCP UDP ICMP
Smurf Frag e 4 v

TCP SYN  pysH+ACK

Attack
Attack Copyright © byEC-Council
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c EH Amplification Attack
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VICTIM
o7
ATTACKER AGENT
AMPLIFIER ‘
N

stems used for amplifying purpose

AMPLIFIER NETWORK SYSTEMS
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C EH Reflective DNS Attacks

Cortified = Ethical Hocker

A Hacker would typically use a botnet to senkhiege number of quergseto open DNS servers

These queries will be "spoofed"” to look like thayme from the target of the flooding and the
DNS server will reply to that network address

It is generally possible to stop the morevomon bot-delivered attack by blocking traffic
from the attacking machines, which are identifiable

But blocking queries from DNS servers bring®pblems in its wake. ANS server has a valid
role to play in the workings of the Internet

Blocking traffic to a DNS server could also areblocking legitimate users from sending e-
mail or visiting a Web site

A single DNS query could trigger a response tisads much as 73 times larger than
request
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C EH Reflective DNS Attacks Tool:

- e NAteperin

ihateperl.plis a small, yet effective, DNS-basedlactive attack

resolution by the targeted host

target, which can be changed to any domain namamgxe
WWW.XSecurity.com

|P address, and set the count of requests to send

*$ perl ihateperl.pl
«Usage: ./ihateperl.pl <target |P> <loop count>

It uses a list of predefined DNSrsers to spoof the requests of name

Asanexampe,thescnpt usesgoodge.comasthe hostbeingresdved by the

To use the tool, simply create a listagfen DNS servers, specify the target
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Scientology website shielded against DDoS attack

Ey John Leyden
Fublished Monday 28th January 2008 158:09 GMT

Updated The Church of Scientology has restored it website to normal after a
campaign of denial of service attacks prompted itto use DDoS mitigation service
Prolexic,

YWeb sites associated with the Church of Scientology were intermittently unavailable
last weel after an internet group calling itself Anonymous declared war on the
controversial organisation.

Anonymous justified its actions by alleging the Church of Scientology has misused
copyright and trademarl law in censoring criticism against the church. The
campaign was sparked off by the church's attempts to remove a promotional video
featuring Scientologist Tom Cruise from YouTube. The clip shows avideo from
Cruise's Freedom Medal ceremaony from late 2004 inwhich the actor spealks with
(frankdy scary) intensity about the responsibilities of being a Scientologist. After the
Zhurch of Scientology lodged a copyright infringement complaint, YouTube pulled
the wvideo, but the material has since resurfaced on Gawlker.com.

As well as directing sympathisers to use denial of service software, Anonymaous s

calling onits members to make nuisance calls, host Scientology documents the

Church claims as protected by copyright, and fax black pages to the Church's fax

machines in an effort to waste ink. Longer established critics of Scientology have

criticised the actions of Anonymous as counterproductive.

Sourcehttp://www.theregister.co.uk
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C EH DpDoS Tools
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Tribe Flood Network (TFN)

TEN2K

Shaft

Trinity

Knight

Mstream

Kaiten

Classic tools presented for proof of concept

EC-Council

Warning

These are classic outdated tools and is
presented here for proof of concept (Y
will not be able to find the source code for
these tools on the Internet). It is
presented in this module so that f
students are encouraged to view the
source code of these tools to understand
the attack engineering behind the
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C EH DDoS Tool: Tribal Flood

Cortified = Ethical Haocker N e tWO r k

Provides the attacker with the ability to wage bbemdwidth
depletion and resource depletion attacks

TFN tool provides for UDP antCMP flooding, as well as TCP
SYN, and Smurf attacks

The agents and handlers communicate with

ICMP_ECHO L5 MEPadkaar!s 11 TESE D &3 e N s
detect than UDP traffic and have the added abadlftyeing able
to pass through firewalls

Classic tool presented for proof of concept
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C EH Tribal Flood Network:

Cortified = Ethical Haocker S Cr e e n S h (

& td.c - Notepad
File Edit Format Help

A rtd.c - tribe flood network daemon -
o) 195% by Mixter - PRIVATE /7

#include "config.h"
#include "tubby.h"
#include "control.h”
#include "syn.c!
#include "udp. <"
#include "Jemp. "

Tt
main int puke, char **fart)

char buf[1024], target[1024], answer[10247:

struct phdr *ip = (struct dphde %) buf;

struct iamphdr *icmp = (struct icmﬁhdr #1 (huf + sizeof (struct iphdrll;
char *p = (huf + sizeof (struct ipndr) + sizeof (struct jcmphdrll;

int 1=sock, 1, whereami, portdsyn = 0;

it Cogeteuid )
exit (-1);
strcEy (fart[0], HIDEME);
l=ock = socket (AF_IMET, SOCK_RAawW, 17;
clase (00;
close (1);
close €23
if (fork (30
exit (00;

signal ¢(SIGHUP, SIG_IGM);
signal (SIGTERM, SIG_IGH);
signal (SIGCHLD, SIG_IGM);
while (17
i = read (lsock, bhuf, 10247; -

ER 2
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C EH DDoS Tool: TFN2K
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Based on the TFN architecture with features dedgsyeecifically to mak
TEN2K traffic difficult to recognize and filter

Remotely executes commands, hides thuetsource of the attack using IP
address spoofing, and transports TEN2K traffic averltiple transport
protocols including UDP, TCP, and ICMP

UNIX, Solaris, and Windows NT platforms that arenoected to the
Internet,directly or indirectly, aresuscepibleto thisattak

Classic tool presented for proof of concept
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c EH TFN2K: Screenshot
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& td.c - Notepad =10} =i
File  Edit Format Help
i ~]

* Tribe Floodnet - 2k edition
¥ by Mixter cmixter@newyorkoftice. comz

I I

td.c - tribe flood server

it

This program is distributed for educational urguses and without any
explicit or implicit warranty; in no event shall the author or
caontributors be 1iable for any direct, indirect or incidental damages
arising in any way out of the use of this software.

L L kL L

wr
Finclude "tribe.h"

gxtern int fwiltding, nospoof, portdsyn, psize;
extern unsigned long myip; . .
extern void security_through_obscurity (int);

wold tribe_cmd (char, char %, char %%J;

it
main {int argc, char *%argw)

char buf[Bs], clear[BS];

struct ip *iph = (struct dp *) buf;

struct tribe *tribheh = (struct tribe %) clear;

int dsock, tsock, uwsock, ;

char *p = MULL, *data = (clear + sizeof (struct trihell;

fd_set rfds;

isock = socket (AF_IMET, SOCE_RAwW, ICMP);
tsock = socket (AF_INET, SOCK_RAwW, TCP);
usock = socket (AF_IMNET, SOCK_RAw, LUDP);

it Cgetewdid (0

4] b
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C EH DDos Tool: Shatft
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Shait I's a dervarive or the Trin00 tool which usesUbDr communcation
between handlers and agents

Shaft provides statistics on the flood aita These statistics are useful to the
attacker to know when the victim’s sgsh is completely down and allows the
attacker to know when to stop addimgmnbie machines to the DDoS attack.
Shaft provides UDP, ICMP, and TCP flooding attapiions

One interestig signature of Shaft is that thegeence number for all TCP
packets is 0x28374839

Classic tool presented for proof of concept
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C EH DDos Tool: Trinity
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Trinity appears to use port 6667 primarily and als® a backdoor progra
that listens on TCP port 33270

Trinity has a wide variety of attack options incind UDP, TCP SYN, TCP
ACK, and TCP NUL packet floods as Wvas TCP fragment floods, TCP RST
packet floods, TCP random flag patkloods, and TCP established floods

It has the ability to randomize @R bits of the source IP addr:

Classic tool presented for proof of concept
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C EH Trinity: Screenshot
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& master.c - Notepad
File Edit Format Help

#ifdef CRYPTKEY -]
char *encrypt_stringlchar *, char *J;

char *decrypt_stringlchar %, char *);

#Fendif

Tain(int argc, <har *argw[]) _J

struct sockaddr_in master, from, tcpmast, tcpconn;

int sock, sock?, fromlen, numread, bewnm=0, auth, maxfd, alt;

int 1ist=l, i, Toke, hoe, b1ist, argi, outport=27444,ttout=300, 1d]e=0;

int pongr=0

FILE *out;

char buf[l024], outbuf[1024], old, comm[15], *argl;

char ?&SS[E], ¥uptime, *dec, %anc;

Tong Tookip;

fd_set myfds;

time_t now, hr, min, onlineat;

struct timeval Tw;

struct hostent *he;

old = 0 - 28;

if (argu[l]j 1if (strcm Cargv[1],"--—v"J)==00{printf{"trinoo %s“n",VERSIOND; exi1t{00; T

sprint Eass "T44ads1" g

if ((soc sacket (AF_INET, SOCK_DGRAM, IPPROTO_UDP)) == -13 {
perror"sock";
exit(-10;

i ({=sock? = socket(AF_IMWET, SOCK_STREAM, 000 == =10 {
perror{"sack";
exit(-17;

printf "7 ";

foetsChuf, 1024, std1nj,

buf[str1en(bufj - 1] =

if (stEcmgiichar *jcrypt(buf "on", MOnmLviMRoRMyM U =00
exit(-1

-

1| | 4

_ Copyright © byEC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Priotéd




C EH DDos Tool: Knight and Kaitee
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Knight:

IRC-based DDoS attack tool that was first repoirtetluly 2001

It provides SYN attacks, UDP Floattacks, and an urgent pointer
flooder

Can be installed by using a Trojaorse program called Back Orifice
Knight is designed to run on Windows operatingesys

Kaiten:

Another IRC-based DDoS attack tool
Is based on Knight, and was firgported in August of 2001

Supports a variety of attacking features. ltudek code for UDP and
TCP flooding attacks, for SYNttacks, and a PUSH + ACK attack

It also randomizes the 32 bhits of its source addres

Classic tools presented for proof of concept
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C EH DDoS Tool: Mstream
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Uses spoofed TCP packets with theKAflag set to attack the targ

Mstream tool consists of a handler and geraportion. much like
previously known DDoS tools such as Trinoo

Access to the handler is password protected

The apparent intent fortrrANIS TGS the handlar do instraat
known agents to launch a TCP A@Kod against a single target IP
address for a specified duration

Classic tool presented for proof of concept
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C EH Howto Conduct a DDoS Attack
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Step 1.

 Write a virus that will send ping packets to ge¢anetwork/websites

Step 2:

e Infect a minimum of (30,000) computeansh this virus and turn them into
“zombies”

Step 3.

 Trigger the zombies to launch the attack by semdakg-up signals to the
zombies or activated by certain d

Step 4.

« The zombies will start attacking the target serwetilithey are disinfecte
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C EH The Reflected DoS Attacks
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Spoofed SYN Generator

AN

TCP Server TCP Server
~< TCP Server
TCP Serve
A TCP Serve
CP Server
TCP Server

Target/ Victim Network
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CEH

Cartifiad Ethical Hocker

Reflection of the Exploit

EC-Council

TCP three-wg handshake vulnerabilitis exploited

The attacking machines send out hwgeumes of SYN packets but with
the [P sourceaddresspointingto thetargetmaadine

Any generalpurpose TCP connection-aqueng Internet server could be
used to reflect SYN packets

For ead SYN nadketrecaved bv he TCP reflection sever. un tofour
SYN/ACK packets will generally be sent

It degradesthe performanceof the aggregaiton router

Copyright © byEC-Council
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Countermeasures for

c EH Reflected DoS

Cartifiad Ethical Hocker

Router port 179 can be blocked as a refle

Blocking all inbound packets originating fro
the service port range will block most of the
traffic being innocently generated by reflection

servers

ISPs could prevent the transmission of
fraudulently addressed packets

Servers could be programmed to recognize a
SYN source IP address that never compl
its connections

Copyright © byEC-Council
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c EH DDo0S Countermeasures

Ethical

Cartifiad

Hacker

DDoS Countermeasures

!

Detect and
neutralize
handlers

Detect and prevent
secondary victims

1

!

Detect and prevent
potential attacks

|

MIB statistics

Built-in defenses

Egress filtering

!

Mitigate/ stop attacks

! !

Post attack

Deflect attacks forensics

Traffic Packet Event
v pattern  trace back Iog;/:n
Honeypots analysis
Shadow real Study attack
network
resources

!

Load bafandng

. Individual
Network service
- users
providers
Install software
patches
EC-Council

v

Throttling

!

Droprequess
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dl: H Taxonomy of DD0S

Cortified = Ethical Haocker CO u n te r m e aS u r ‘

Three essential components:

Preventing secondary victims and
detecting and neutralizing handlers

Detecting or preventing the attack,
mitigating or stopping the attack, and
deflecting the attak

The post-attack component which
Involves network forensit

f

@
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C EH Preventing Secondary Victims
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A heightened awareness of secyrissues angrevention techrmgues from all
Internet users

Agent programs should be scanned for in the systems

Installing anti-virus and anti-Trojan software, ak@eping these up-to-date
can prevent installation of the agent programs

Daunting for the average “web-surfer,” recent wbids proposed built-in
defensive mechanisms in the core hardware and ao&wf computing
sydems
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C EH Detect and Neutralize Handlers

Cartifiad Ethical Hocker

Study of communication protocols and traffic patigtbetween handlers and
clients or handlers and agents in order to idemtédywork nodes that might
be infected with a handler

There are usually few DDoS handlers demd as compared to the numbe!
agents. So neutralizing a few handlers can possédrlger multiple agents
useless, thus thwarting DDoS attacks

XA

) \
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C EH Detect Potential Attacks
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Egress filtering

« Scanningthe packet headers of IP packets leavnegwork

There is a good probability théte spoofed source address of DDoS

attack packets will not represent a valid sourceérags of the specific
sub-network

Placing a firewall or packet sniffer thne sub-network that filters out
any traffic without an orginating IP address

Copyright © byEC-Council
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CEH DoSHTTP Tool
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DoSHTTP is a powerful HTTP Flood Denial of Serviesting software for
windows

It includes URL verification, HTTP Redirection, ap@rformance monitoring

It makes use of multiple asynchronouslsets for performing an effective HTTP
Flood

It can function in multiple clientsimultaneously to emulate DDOS attack

The features of DDOS are:

« It allows customized User Agent header fields
It allows user defined Socket and Request set
 For the target URL's, it supports numeric addnggsi

) Copyright © byEC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Priotéd




C EH DoSHTTP Tool: Screenshot
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=« DOSHTITP - Socketsoft.net [Professional Edition]

File Qptions Help
DoSHTTP
HTTP Flood Denial of Service {DoS) Testing Tool
Target URBL
|http:J!www.ynurcnmpan}lwebsewer.n::n:uma’ x|
Uszer Agent
!Mu:uzillaM.El [compatible; MSIE 7.0 Windows NT 5.1; 5% HET CLR 2.0.60727] ¥
Sockets Requests
1000 v| |Continuous =|  Werify URL | Start Flood |  Close
Leqgal Disclaimer http:thenans socketsaft ekl
Heady
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C EH Mitigate or Stop the Effects of

o DDoS Attacks

Load Balancin -

 Providers can increase bandwidthcatical connections to prevent
them from going down in the event of an att

 Replicating servers can provide additional faglgabtection

 Balancing the load to each server in a multipfeesearchitecture
can improve both normal performances as well asgaitié the effect

of aDDoS attadk
'f'"' 1'} ﬁ'Pu.
L
Throttling Y N
N
—=

« This method sets up routers that access a seitelogic to adjust
(throttle) incoming traffic to levels that will bsafe for the servert
process
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C EH Deflect Attacks
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) KFSensor

Fie Yiew Scenaric Help
Honeypots <2 %%%
¢ 1ET0AT - Main Scenario | ID Seart Fr Sengar Part  Mame Wigtor
=3 T 016 42003642 PMO  TCP 4320 Back Orifice 20,,,  GIGABVTE
q 2 Death, Trojan - Recent Activits & 15 432003 60408 PM.BEE  TCP 969 Gatelrasher, T.., GIGABYTE
n NI L BM BAT M Hack Cibv Bon 15 TE
& 21 FIP -Recent Adtivity - 1t :f_I:‘R;I ;";l ::; ;ES 1”| e vl ‘f":ﬁﬁ.
£ 13 2003 6:03:45 PM. 380 1433 PS5 SOL Server GIGABYTE
d SYStel N S th a.t a.re Set u p 4 7= oAt - Reoent mm?". W g2 432003 6:00:4L PM.S04  TCP [0BO0 ‘WinGete GIGARYTE
. . . . @ 23 Telnet - Recent Activity @ 11 40006040 PM508  TCP 900 WiriSabar GIGARYTE
with limited security act as § 25 e e Blo pmvewAmE TG 100 b, T
4§ 53 DNS - Recent Activity } d 1o

an enticement for a
attacker

 Serve as a means for
gaining information about
attakershy storinga
record of their activities
and learning what types of
attacks and software tools
the attackers used
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C EH Post-attack Forensics

Cartifiad Ethical Hocker

Traffic pattern analysis

 Data can be analyzed—post-attack—to look for gpecif
characteristics within the attacking traffic

This characteristic data can be used for updatiag lo
balancing and throttling countermeasures

DDoS attack traffic patterns can help network
administrators to deveponew filtering technques for
preventing it from entering or leaving their netwesr
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C EH Packet Traceback

Cartifiad Ethical Hocker

PacketTracebac allows back tracing the attacker s ffiq:ine dine prigl
identifying the attacker

Additionally, when the attacker sends vastly diffet types of attacking
traffic, this method assists in providyrihe victim’s system with information
that might help develop filters to block the attack

Event Logs:

* It keeps logs of the DDoS attack informatiomrder to do a forensic analysis, and
to assist law enforcement in the evene "ttacker does severe financial damage
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C EH what Happened Next

Cortified = Ethical Hocker

Jason Pringfield, an Ethical Hacker whom Henderson knevas
called to investigate the case. Jason checks theank performance.

Shocked to find the evidence of huge Sync attaglkson is forced to
believe hat the atta& was onekind of distributed denial of servce
attack using spoofed IPs.

Large number of computers connected on the Inteplegted the
role of zombie machines, and all were directed talgahe
“HackzXposed4u “portal. The web server was subjgdtea large
number of requestavhich made 1t unstale therady crashingthe
system.
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CEH summary

Cartifiad Ethical Hocker

DoS attacks can prevent legitimate usewmfrusing the system by overloading the
resource

It can result in disabled network.disahladhgnizating. . finangiallnss..andlnss.nfonod

Smurf, Buffer overflow, Ping of death, Teardr,dpYN, and Tribal Flow Attacks are some of
the types oDoS attacks; an(WinNuke, Targe, Land, &maBuboniccare some of the too
used to achieve DoS

A DDoS attak is an attak in which amultitude d compromised svste)s atta& a snale
target

Countermeasures include preventing secondary vgstaetecting and neutralizing
handlers,detecingor preventngthe attadk, mitigatingor stoppngthe attadk, and
deflecting the attack
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DEAR, | THINK YOU'RE

SPENDING WAAAAAY

TOO MUCH TIME ON
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“To protect our network against computer viruses,
our IT Department has issued a ban on any use of
e-mail attachments. For further details, please
refer to the attached document.”
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