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C EH scenario
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Kimberly, a web application developer works for anka
XBank4uRecentlyXxBank4uintroduced a new service called
“Mortgage Application Service”. Kimberly was assa&phthe task
of creating the application which supported the rs&wice.

She findsShrinkW arp,an ASP based application on the Internet.
The application suited perfectly for her developmehe
negotiates the price with the vendor and purchélsesoftware

for the firm.

She was successful in implementing the projectmmet XBank4u
was ready to serve its customers online for the aewice using
the application that Kimberly had designed.

A week later XBank4u website was defaced!
Was Kimberly's decision to purchase the applicatjostified?
Is it safe totust a thrd partv aonlication’
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C EH News
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Posted: 2008/01/21

Web application hacking: Inside the
mind of an attacker

There's a tried and true method for seeling out the mammum munber of vulnerabilibies
possible when testing yvour Web applications for security flaws. Mo, it'z not a high-end Web
application wulherability scanner but rather a free "techricque” that you can tnprove over
tine. ¥ou may not learn the methods overnight, but once yvou do, it's virtually guaranteed to
talce your Web wulnerability testing to the next level It's stepping mto the mndset of a
malicious attacker and delnng in to see what else in the Web application can be explotted.

Iany people refer to this approach as penetration testing, but it's actually more than that.
Techmcally speaking, it's called ethucal hacking. This term always generates a few giggles,
but it's mdeed a wvalid form of security testing. The thing 1, you'll find that by locking at yvour
‘Web applcations from the dark side you'll uncover and explot weaknesses that automated
scanners or checklist audits wouldn't touch m a thousand vears.

The malicious mindset 1sn't imited to the sterectyped "hacker" as we know him. Anyone
can have a malicious mindset -- not just an cutsider. So, think about what an authenticated
and trusted msider could do. In many cases, it's not going to be fancy cross-site scnpting
Z53) or SQL mgection but rather basic login mechanism tampenng or TTRL or form field
manipulation. Maybe even exploiting file transfer capabilities or disabling certain security
features that no one knew he had access to.

While working on a project recently, T came across an internal Web server that hosted the
secutity managementicontrol application for the organisation's data centre. When trying to
log in to the application, it prompted me for the password. T didn't have it This iz where
tost security scans and checklist audits would stop. But taking things firther, T thought T'd
Google the Web server and application name (which were conveniently displayed on the
login page) along with the words "default password”. Within about 3 seconds Thad the
default logm ITr and password, and sure enough, they workeed!

Sourcehttp://searchsecurity.techtarget.com.au/
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C EH Module Objective
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This module will familiarize you with :

Web Application Setup

Objectives of Web Application Hackii
Anatomy of an Attack

Web Application Threats
Countermeasurt

Web Application Hacking Tools
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C EH Module Flow
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Web Application Setup —> Anatomy of an Attack
Countermeasures

Web Application Hacking

l l

Web Applicaton
Hacking Tools

Web Application Threats
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C EH web Application Setup
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A client/server softwarelication that interacts
with users or other systems using HTTP

Modern applications are written in Java (or
similar languages) and run on distributed
application servers, connecting to multiple data
sources through complex business logic i
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C EH web Application Setup (contd)
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C EH web Application Hacking
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Exploitative benaviors

Defacing websites

Stealing credit card
Information

Exploiting server-side
scripting
Exploiting buffer overflows

Domain Name Server (DNS)
attacks

Employing malicious code
Denial of Service
Destruction of Data

EC-Councill
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C EH Anatomy of an Attack
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SCANNING

INFORMATION GATHERING

TESTINC

PLANNING THE ATTACK

LAUNCHING THE ATTACK
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C EH Web Application Threats
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Crosesite scripting

SQL injection

Command igpection

Cookie/ session poisoning
Parameter/form tampering

Buffer overflow

Directory traversal/forceful browsing
Cryptographic interception

Cookie snooping

Authentication hijacking

EC-Council

Log tamperini

Error message interception attack
Obfuscation gplication

Platform exploits

DMZ protocol attacks

Security management exploits
Web services attacks

Zero day attack

Network access attacks

TCP fragmentation
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C EH Cross-Site Scripting/ XSS Flaws
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Cross-site scripting occurs when an attackees a web application to send malicious
code; generally JavaScri

Stored attacks are those where the inject®dle is permanently stored on the target
servers in a database

Reflected attacks are those where the injecimile takes another route to the victim,
such as in an email message

Disclosure of the user’s session cookie all@amsattacker to hijack the user’s session and
take over the account

In cross-#escripting,end userfilesaredisdosdl, Trojanhorseprogramsareinstalled,
the user to some other page is redirectad presentation of the content is modified

Web serversapplication serversand web gplication environments are sugiéle to
cross-site scripting
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C EH An Example of XSS
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A hacker realizes that the K€EURITY website suffers from a cross-site scripthg

The hacker sends you an e-mail tiektims you have just won a vacatigataway and all you have to do is
“click here" to claim your prize

The URL for the hypertext link imww.xsecurity.com/default.asp?na@m<script>evilScript()</script

When you click this link, the websittries to be friendly by greeting ypbut instead displays, “Welcome
Back !”

What happened to your name? Bigking the link in the e-mail, yohave told the XSECURITY website
that your name is <script>evilScript()</script>

The web server generated HTML with thissme” embedded and sends it to your browser

Your browser correctly interpretsithas script and runs the script

If this script instructs the browséo send a cookie containingyostock portfolio to the hacker's
computer, it quickly complies

After all, the instruction came from tBE6SECURITY website, which owns that cookie
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CEH AnExample of XSS (contd)
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E-Mail
You ‘ve Won!
Click here Vulnerable Web Site
<script>
evilseript0 | |2 Web Browser
</script> NS
Welcome Back!

Script Host

Hacker’s Computer
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C E H Countermeasures
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Validate all headers, cookies, query strings, fdiglds, and
hidden fields (i.e., all parameters) against a rogs
specification

Adopt astringern secuity policy

Filtering script output can also defeat XSS vulnwslities by
preventing them from being transmitted to users
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CEH SQOL Injection
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SQL Injection uses SQL to directly manipulate datsdymiiic

An attacker canuseavulnerale web appication to bypassnormd securty measuresnd
obtain direct access to the valuable data

SQL Injection attacks can often be executexn the address bar, from within application
fields, and through queries and searches

Countermeasure (/L AWK\L
=300
« Check the user’s input provided to database ierie — ‘

* Validateand sarnitizeeveryuservariable passéd to % /’L//

the database
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C EH Command Injection Flaws

Cartified = Ethicol Hocker

Command injection flaws relay the malicious codeotigh a
web application to another system

Attacks include calls to the operating system vistem calls,
the use of external programs via 3 entonnngmssveird:
calls to the backend databases via SQL (i.e., $gHction)

Scripts written in Perl, python, and other langusagan be
injected into the poorly designed web applications
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C E H Countermeasures
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Use language-specific libraries thatoid problems due to shell commands

Validate the data provided to prevent any malicioastent

Structure requests so that all supplied parametexrdreated as data, rather
than potentially executable content

J2EE environments allow the use of th&va sandbox, which can prevent the
execution of system commands

LSE
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CEH Cookie/ Session Poisoning
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Cookies are used to maintain session state in therwise
stateless HTTP protocol

Poisoning allows an attacker to inject the maligo
content, mody the user's on-line @erience, and obtain
the unauthorized information

A proxycanbe usea 1or rewrnting the sesson dara,
displaying the cookie data, and/or specifying a neser 1D
or other session identifiers in the cookie
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C E H Countermeasures
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Do not store plain text or weakly encrypted passivora
cookie

Implement cookie’s timeout

Cookie’s authentication credentials should be aisded with
an IP address

Make logout functions available
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C EH Parameter/Form Tampering
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Parameter/Form tamperingkias alvantage 6the hidden
fields that work as the only security measure imso
applications

Modifying this hidden field value will cause the lwapplication
to change according to the new data incorporated

It can cause theft of services, escalation of axcaisd session
hijacking

Countermeasure: Field validity checking
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C EH Hidden Field at ——
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.

Elii.-.'l\'.E-ﬂM - s File Edit Format View Help
' ; ; method="post"> |

— . - — . = fl<input type="1image"

L SCiiom T src="https://www.paypal .com/en_Us/1 /btn/x-click-but22.gif"

bhorder="0" name="submit" alt="Make payments with PayPal -

it's fast, free and secure!”=

<input type="hidden” name="add" wvalue="1"=

<input type="hidden"” name="cmd" value="_cart"=

¥ou can order the MCSE training siides using FayPal actoant or as <1 nput type:"h‘i dden” name="business"

value="hajaljuggyboy.com"=

<input type="hidden” name="1item_name” value="51ide Set (1)

windows 2000 Professional’=

<input type = amouic aige= o9, 0g
: L] | L] L] " 1 Lk il I
<-|I"|put type e P YL e T VN + = LW~ -

L]

<input type= dden” name="currency_code"” value="UsD"=

|2

Torm=</p>

</tr>
<tr=
p style="horder-style: none"” bgcolor="#000000">
Sl Set ()8 B Serve USCy 65,00 <font color="#FFFFFF" face="Garamond"=511ide
set (2) windows 2000

g Set (3] Wiadows 3000 Active Derecooay server</font></td>
<td width="18%" height="19" align="right"
Side Set () Windwes 5000 Metwn Infrastracta style="border-style: none" bgcolor="#000000"=
<font face="Garamond" color="#FFFFFF">=USD
comiete Set (Inchades il 4 vets - over 3000 slider)  USD 225,00} 09.00</font></td>

<td width="23%" height="19"
style="horder-style: none"” bgcolor="#000000"

align="center"»

<form target="paypal”

ou willl e shle bo dowmnloed the sabecals immedsabely opos paysnent act‘i on= " https . ,,f'.ff"]'-ﬂ-ﬂ-u' . paypa-| . C om;r"c g-l - b-| |-1,f"L.u-eb5 cr "

method="post">

<input type="1image"

src="https://www.paypal.com/en_U5/1/btn/x-click-but22.gif" <]
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CEH
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Buffer overflow is the corrupt execution
stack of a web application

Buffer overflow flaws in custom web
appicaonsareiessilkely'tone tieteden

Almost all known web servers, applicatio
servers, and web application
environments are susceptible to attack
(but not Java and J2EE environments
exceptfor overflowsin the JVM itsdf)

EC-Councill

Buffer Overflow
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execute error. ’~/shinssh’

This execution vsed shellcode that use ’Stack’.

Its execution is very dawderous.

IntercePting execution, This caM Prevedt remote attack or local attack.

examp le) Stack based Overflow, Format Striwng attack ...
Sedmentation favlt
[root@test technicl# . For_xp32

ARARANRARARARAAN A1 76xDEN 654 P T Hn8H2D6x 9N 105192x2 1 15H

execute error: ’/<bin’sh’

This execution vsed shellcode that use ’Stack’.

Its execution is very dawderous.

IntercePting execution, This caM Prevedt remote attack or local attack.

examMP Le) Stack based Overflow, Format Striwng attack ...
SegMentation fault
[root@test techwicli
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C E H Countermeasures
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RN

Validate input length in forms

Check bounds and maintain extra care when usingddo
copy dati

StackGuard and StackShield for Linux are tools tedéf
programs and systems against stack-smashing
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c EH Directory Traversal/ Forceful
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Directory traversal/forceful browsing attack ocsur
when the attacker is able to browse directories fdasl
outside the normal application access

Itexpose:the drectav structure o the apngdication. and
often the underlying web server and operating syiste

An attacker can enumerate contents, access secure o
restricted pages, and gain confidential information
locate source code, and so on
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C E H Countermeasures
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Define access rights to the protected areas ofWdlesite

Apply checks/hot fixes that prevent the exploitatiof the
vulnerability such as Unicode to affect directorgversa

Web servers should be updated with security patainas
timely manner

. Copyright © byEC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prioiéd




C EH Cryptographic Interception
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Using cryptography, a confidential message candoeiiely sent
betweentwo parties

Encrypted traffic flows through network firewallsd IDS system.
and is not inspected

If an attacker is able to take admage of a secured channel, he/she
can exploit it more efficiently than an open chahne

Countermeasure

* Use of Secure Sockets Lay®6L) and advanced private key
protection
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C EH Cookie Snooping
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In an attempt to protect cookies, site developdisnoencode the
cookies

Easily reversible encoding methods such as Base@4R0T13
(rotating the letters of the alphabetd3aracters) give a false sense
the security regarding the use of cookies

Cookie snooping techniques can udeal proxy to enumerate cookie

‘[ Countermeasures: }

 Use encrypted cookies

* Embed source’s IP address in the cookie

» Integrate cookie ;mackaair il dth, CSLfantiaka)
for secured remote web application access

Copyright © byEC-Council
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CEH Authentication Hijacking

Cartified = Ethicol Hocker

Authentication prompts a user to supply the

credentialsthat allow accesgo the appication ) ' )
W PR NET Passpont Sign-in Help

E-mail Address |name@hntmail.cnm

It can be accomplished through:

Password e

 Basic authentication ' [ sign me in autornatically,
e Strong authentication methods Sign In

Web applications authenticate in varying methodg ' Do not remember my e-mail address for future

sign-in. [Select this when using a public cormmputer

Enforcing a consistent authentication policy
between multiple and disparate applications can | opon't have a .MET Passport? Getone now.
prove to be a real challenge

Member Semvices Terms of Use FPrivacy Statement

Some elements & 1999 - 2009 Microsoft® Corporation. All
rights resenved.

A securiy lapse can lead to theft of service,
session hijacking, and user impersonation
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C E H Countermeasures
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Use authentication methods that use secure chaminedsever possib

Instant SSL can be comgfired easy to enciypt all traffic between the client and
the application

Usecookiesin asecuremannerwherepossble
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C EH Log Tampering
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Logs are kept to track the usage patterns of theiegtion

Log tampering allows attackers to cover their trok alter web transaction
records

Attackers strive to delete logs, modify logs, chamger information, or
otherwise destroy evidence of any att.

Countermeasul

» Digitally sign and stamp logs
» Separate logs for system events
* Maintain transaction log for all application eve

Copyright © byEC-Council
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C EH Error Message Interception
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Information in error messages is often rich wittesspecific information
that can be used to:

« Determine the technologies used in the web aplica
« Determine whether the attack attempt was sucdessfu
* Receive hints for attack methods to try next

Countermeasul

 Website cloaking capabilities make enterprise
web resources invisible to hackers

2
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C E H Attack Obfuscation
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Attackers often work hard to masid otherwise hide their attacks
to avoid detection

Most common method of attack obfuscation involvesaing
portions of the attack with Uoode, UTF-8, or URL encoding

Multiple levels of encoding can hesed to further bury the attack

It is used for theft of serveg account hijacking, information
disclosure, website defacement, and so on

—[ Countermeasures:

.y

« Thoroughly inspect all traffic

» Block or translate Unicode and UTF-8 encoding to
detect attacks
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C EH Platform Exploits
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Web applications are built upon application plaths such a
BEA Weblogic, ColdFusion, IBM WebSphere, MicrosdfteT,
and Sun JAVAtechnologies

Vulnerabilities include the misconfiguration of tApplication,
bugs, insecure internal routines, hidden proceaseéls
commands, and third-party enhancements

The exploit of application platform vulnerabilitiean allow:

» Access to developer areas
 The ability to update application and site content
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C E H DMZ Protocol Attacks
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DMZ (Demilitarized Zone) is a semi-tetied network zone that separates the
untrusted Internet from the company's trusted in&metwork

Most companies limit the protocoddlowed to flow through their DMZ

An attacker who is able to comproseia system that allows other DMZ
protocols, has access to other DMZ anternal systems. This level of access
can lead to

« Compromise of the web application and data
 Defacement of websites
» Access to internal systems, including databaseskuyas, and source co«

] Copyright © byEC-Council
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CEH owmz
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Internet or
Untrusted Network

Firewall: Hardware or Software

DMZ Net )

Q LAN )

Server Workstation Workstation Workstation
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C E H Countermeasures
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Deploy a robust security policy

RS
1 &5
/\,
Adopt a sound auditing policy Wi
1. y
{"‘w
~— 3
.
Use signatures to detect and block well-known d&sac Q

« Signatures must be availableddl forms of attack and must

be continudly updated

EC-Councill
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C EH Security Management Exploits
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Securiy management gstems are tageted to turn off secunt
enforcement

An exploit of security management can lead to thadrfication of

protection policies

Countermeasures

« There should be a single consolidated way to neanag
the security that is specific to each application

 Firewalls should be used
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C EH Web Services Attacks
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Web services allow process-to-process communication
between web applications

An attacker can inject a malicious script into aovgervice
that will enable disclosure and modification of tdhate

Countermeasure

 Turn off web services thate not required for regular
operations

* Provision for multiple layers of protection

* Block all known attack patlsthout relying on signature
database alone

I
A
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C EH Zero-Day Attacks
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Zero-day attacks take place between the time aenalbility is discovered by a
researberor attadker and the timethat the vendor Issuesa correcaive patch

Most zero-day attacks are only available as handtedaexploit code, but zero-
daywormshavecause rapid panc

Zero-day vulnerability is the launching point farrther exploitation of the web
appication and envronmert

Countermeasures:

* No security solution can claim that they will thytprotect
against all zero-day attacks

» Enforce stringent security policies

» Deployafirewd! and enap'ie’ neunstics{heuristics—common-
sense rules drawn from experience—to solve probJenanning
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C E H Network Access Attacks
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All traffic to and from a web application traversestworks

These attacks use techniques like spoofing, briglghCL bypass, and
stak attaks

Sniffing network traffic will allow viewing of appdation commands,
authentication informatiof?& 4 PRinandiv G &t ast RRdranra sl
network

Countermeasures

 Shut down unnecessary services thereby shutting
unnecessary listening ports

o Definefirewdl rdiesto passoriy'ieguimaré traimc
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C EH TCP Fragmentation
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Every message that is transferred betweanmoters by a data network is broken da
into packets

Oftenpadketsarelimited to apre-determined sizefor interoperdility with physical
networks

An attack diredly aganst aweb serverwouid spedry that the "*fustrfagis set, wrricrt
would force every packet into the web servemsmory. In this way, an attack would be
delivered piece-by-piece, without the ability tatelet the attack

)

Countermeasure; J

» Usepadket filt eing devicesand firewdl rulestothorougily
inspect the nature of the fffie directed at a web server
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C EH Hacking Tools

Cartified = Ethicol Hocker

Instant Source

Wget

WebSleuth

BlackWidow /
0

WindowBomb f»

Burp /

cURL
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C E H Instant Source
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Instant Source tool allows you to
see and edit the HTML source code
of the web page

It can be executed from Intern
Explorer where a new toolbar
window displays the source code
for any selected part of the page in
the browserwinaow

EC-Councill

</head>

<body text="#00000¢
bgcolor="#FFFFFF">
Pl <table width="1000"

o

<td width="200"
</td>
<td wvalign="tog
<div align="¢
</div>
<p class="Boc
<hl class="H:e
<p class="Cag
Entertainment</a>
| <a href=

Sourcehttp://www .blazingtool.com
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C EH Instant Source: Screenshot
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g Microsoft Corporation - Windows Internet 'ﬂm

= € bt/ Swww.microsoft.com/en/us/default.aspx

el | @ Microsoft Corporation [ —

Attend two labcasts and get a free copy e

of Visual Studio 2005 Standard Edition for
Windows

% Vista

r#1 Page objects ' l 3 ‘

External objects on thiz page:

= | =] 5=

isual Studio

/%] http: /i microsoft comdalobal/093ebE - Wisw
:] http: /i microzoft. comdglobal /BFR93EE
] hitped i microsaft.com/global 2 T33M2) Copy URL
%] http:d/comicrosoft.comdtrans_pixel. as

7 Flash movies Save..

Highlights

testreleases

Windows Vista Upgrade @ Mane
[ =) Scripts Saveall.. |

Advisor

Make sure your computer is
ready for the version of Windows
Wista you want

!g http:/ /i3 microsoft comdshared/cores
| 5| hitped/m webtrends. comddesdBvsz
B httpe 3 microsaft com/shared/cores

Clage |

Using your computer
3 i hittp:/ /i3 microsoft com/shared/corey

hittp: /i3 microsoft comdshared/corey

= 13| bt micrasoft com/Shareddoore.
N Limited edition pink of the 30 GB digital It e MIERSTIL SO S GETe 'I

For IT Brofessionals : . :
Frlidias el music player now available in the U.S.

Sync pink: Check out the hot new
For Business Zune

For Developers * Get Office Live Basics for free
4 i}

X | [y Display = | b= led Save As 1 Objects | [y Copy ik Find %7 Validate | &% Options @) Help @ Register ~

<A style="FILTER:
progid:DXImageTransform.Microsoft.Alphalmageloader(src="/global/al13ad1c-dacb-456b-b0bb-eeba0ddfef3e.png')
" onclick="WTID('08-00-0735US0206");" href=
"http://www.microsoft.com/windows/products/windowsvista/buyorupgrade/upgradeadvisor.mspx” > <IMG height=1
alt="Windows Vista Upgrade Advisor" src=
"http://i.microsoft.com/global/a113ad1c-dacbh-456b-b0bb-ee6a0ddfef3e.png” width=1></A>

Instant Source

@ Internet | Protected Mode: On H100% -~

hittp:/ fwww.microsoft.com/windows/products/wind owsvista/buyorupgrade/
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C EH Hacking Tool: Wget

Cartified = Ethicol Hocker

Wget isacommand line tool for Windows and Unix that will downloadthe contents of a
website

It works non-interactively in thbackground after the user logs off

It works particularly well with slow or unstadkconnections by continuing to retrieve a
document until the document is fully downloaded

Both http and ftp retrievals can be time staad, so Wget can see if the remote file has
changed since the last retrieval and autowedly retrieve the new version if it has

Sourcewww.gnu.org/
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C EH Wget: Screenshot

Cartified = Ethicol Hocker

Active URL dragfdrop area Start time

Y/get frontend

|" | atatus | Tirne ,'/ |
|nitialized 5121333 12:30

:sMastersinternet™Downloader?
—18:88:37— http:/7uzers.ugent.he“hpuype uget/uget .exe
=» “uget.exe.1i’
Resolving users.ugent.he... 157.193.48.15
IConnecting to users.ugent.beil57.193.48.151:808... connected.
HTTP request sent, awaiting response... 208 0K
ength: 332._.888 (325K) [applicationsx—msdos—programl

1 64.95% 24 .13Kss

|Timer: Digabled |wget +0-nc -1 R zip P ohtemp http: e

i |
shows if timer is active The command th
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C EH WebSleuth: Screenshot

Cartified = Ethicol Hocker

_ 1o x|
=
e
E Browser i Saurce l Intercept 1. Spider I Qptions J\ MNotes
[about:blank o o= 9 = [1
Properties | 3% Toolbox j E‘IuginS ._.:Fawrites FilterlLIKE 1*

Mo Links In Document

WebSleutlis a tool that combinespidering
with the capability of a personal proxy such
as Achilles

Picture Sourcehttp://sandsprite.com/sleuth/
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Cartified = Ethicol Hocker

Black widow is a website
scanner, a site mapping
tool, a site ripper, a site
mirroring tool, and an
offli ne'browserprogram

It canbe usal to scana
site and create a
complete profile ofthe
site's structure, files,
Email addressesxtet ma
links, and even link
errors

EC-Councill

BlackWi|

File  Pluging Edit Acton  Seftings  Help  Window
1 @H© AR B # @ X
MNew Open  Load  Save Scan  Links  Dnid Select  Filters  Options E it
Address | @& http: //chandra harvard. edu/ v
\_3 Browser | [T Structure I:SJ @Email | & Ext Links |?] Link Errors ﬂ' Threads -/_| Met Spy
= I3 http:// # || Mame Size Modified = Type Refeners
=1 3 chandra.harvard. edu ﬂ deml?1_comp.tif 3781252 32003 . imagestift hitp:/fchandra, hary.
+- |5) about U deml?1_comp_med3.jpg 74,322 311/2003 .. image/ipeq http:/fchandra. hare.
() cands U deml?1_halpha.jpg 894,288  3A11/2003 .. image/ipeg hitp://chandra. har.
) cgirbin :ﬂ derl?1_halpha. ps 4930639 3M1/2003 .. application/postzcript http:/fchandra. hare.
+- |2 chronicle ﬂ deml?1_halpha. tif 17.301.964  3A11/2003 .. imagedtift hitp:#/chandra. har.
#- [ edu U deml?1_halpha_thm.jpg 4322 3A11/2003 . image/jpeg http:/¢chandra. harw.
+- |5 graphics ] deml71_hand.htril 5.E14 texthitml http:/fchandra. hare
#- (5 incl X deml?1_hand.pdf 477 B89 FABA2003 . application/pdf http:/fchandra. hary.
=1 ) photo U deml?1_wray.jpg 92,076 3M11/2003 . image/jpeg http:#¢chandra. harw.
) 00934 :ﬂ deml?1_sray.ps 4930,637  3M1/2003 ..  application/postscript http://chandra. hare
) JEE ﬂ deml?1_xray. b 17288644 3112003 .. image/tift hitp:/¢chandra. harv.
+- () 2000 U deml?1_sray_blue.jpg 40,962 3M1/2003 .. image/jpeq http://chandra. hare
+ ) 200 :ﬂ demly1_wray_blue.pz 4930642 3M1/2003 ... application/postzcript hitp:/¢chandra. harv.
+- () 2002 ﬂ derl?1_wray_blue tif 17.287. 744 3M1/2003 .. image/tiff http:/fchandra. hare.
= 2003 U deml?1_sray_blue_thm.jpg 1,731 3A11/2003 .. image/jpeq http://chandra. hare
) 0203lang U demly1_xray_green.jpg E4.451  3A11/2003 ... image/jpeg hitp:/¢chandra. harv.
) bhspit :ﬂ derl?1_wray_green.ps 4930,643  3M1/2003 ... application/postscript http:/fchandra. hare.
1 ﬂ deml?1_wray_green.tif 17,288,296 3112003 .. image/tiff hitp://chandra. harw.
() goods U deml?1_wray_green_thm.jpg 2446 31172003 . image/jpeg http:/¢chandra. harw.
) nocd2ET U deml71_xray_red.jpg 51,893 3A11/2003 .. image/jpeg hitp://chandra. har.
() ngcddss ‘.ﬂ demly1_wray_red pz 4930641 31172003 .. application/postscrpt http:/¢chandra. harw.
+- ) 2004 ﬂ deml71_sray_red tif 17.288.100  341/2003 .. image/tiff http:/fchandra. hare
+|2) 2005 U deml71_xray_red_thm.jpg 2127 3A11/2003 .. image/ipeg hitp:/¢chandra. hare.
+- ) 2006 U deml?1_wray_thm.jpg 11,817 8/2/2004 . image/jpeg http: £ fchandra. hare
) category S alllES >
Werify Buffer: 496 Fetch Buffer: 381 Download Buffer: O Status: Aborting... Elapsed: 00:01:39
Done O selected, Obyte. 192 folders. 893 files. 490,520,306 bytes.

oW

Sourcehttp://softbytelabs.com
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C EH SiteScope Tool

Cartified = Ethicol Hocker

Foundstone SiteScope is a free tool that helpbsite owners, developers, and managers to
easily map out the nawgation of a web pplication

Foundstone SiteScope v1.0 L:_”Di@
e Optionz  \iew  Help —

Pags Types 2% 2 xy)

Murnber of uzers Mumber of parameters
7 [\
4 2 0
4 = This tool creates a site
Mumber of pages Mumber of cookies

i N map and gathers
Show Unwizited =
[g’; 251 Foss useful datafor basc
Number\iiosfitg‘:lges ot m et r ICS

" e PHP | Java A=k coldF | el ExE | other B,
2%

45 Pages per uzser

& Amount of site

dizcovered

as

3 Mazk attribute values Bpply
2.5
1.5 -

. ]| Save HML Ll Send Ta

) _,, 7| SiteMap rf%:. 1 Foundstone
e

o

MNormal
E Browser | e Site Map ;R__.Metncg ;’1 Ask Foundstone
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c EH WSDigger Tool — Web Services

Cortified = Ethicnl Hocker Te St i n g TO O

WSDigger is a free open source tool
designed by Foundstone to automate
black-box web services security testing

It is more than a tool; it is a web
services testing framewo

This framework contains sample atte
plug-ins for SQL injection, cross site
scripting, and XPATH injection attacks

EC-Councill
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C EH WSDigger: Screenshot

Cartified  Ethicol Hocker

EWSDigger L IEIj_gc_i

File: Attacks Analvsis Report: Help

Foundstone: | WsDigger

WSDL  Thitp: /v lituel nettemp2/mywizzy. wsd Get Methods Clear Data |
Service URL Ihttp:#waw.litfuel.net.-’tempZa’nuSewer:Z.php Invoke
=)+ jimiw atcherService IrpLe [mput Value
... getCurrentPrice =) getCurreritPrice Type| Sting
‘o Shing auction_id = Value
Oukpiat Ctpuit W alue

<< Back |

Proxy assembly loaded successhuly from Fle: C:\DOCUME ~14implushtLOCALS ~14T emph2EE4E 874F 738 481E 360 7E 276501 EAdd wedigger
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C EH CookieDigger Tool

Cartified = Ethicol Hocker

CookieDigger helps identify weak cookie geaton and insecure implementations of the
session mangement ly web gplications

The tool works by collecting and analyzing coekissued by a web application for multiple
users

The tool reports on the predictability and entrafpyhe cookie and whether critic
information, such as user name and pamshWare included in the cookie values

1ol

Show Report  Sawe Cookies  Load Cockies  Exit

UserD [FRNRODRNE |  rsircehunber | <] Diply

Hashing l Convelsionl Comparisan

Hashing

Cookie Mame | Cookighalue

Enter the sting |

Hashing Algarithm i Haszh & Compare | Cloze |
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C EH ssL Digger Tool

Cartified  Ethicol Hocker

SSLDigger is a tool to assess the strength of Selese by testing the
supported ciphe!

Some of these ciphers are known to be insecure

_Foundstone: | sstpigger:

Address ;E:\Documents and Settings\administrator YINDDWS\DesktophS5LDigger. html Go l
[
Ciphers Supported
[
No Weak Strong Excellent
‘ Server URL Security | Security ‘ Security Security Grade
https:/fwww.eccouncil.org| O | 5 | 3 | 0 | B
Pnf:i'ﬂrf PDacisife _|LI
] | »

55L Certificate D etalds

Parameter | Yalue
Server www_eccounclog
S55LVersion TLS1.0
K.ey Algorithm R5A_MD5
K.ey Algorithm Parameters 0500
KeyLength 1024 i .
Copyright © byEC-Council
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C EH Hacking Tool: WindowBomb

Cartified  Ethicol Hocker

An email sent with this html code attachedl create pop-up windows until the PC's
memory gets exhausted

JavaScript is vulnerable to simpleding such as the example given below:

<HTML >

<HE AL >

<TITLE>WARNING [] INFECTING WIRUS </TITLE>
< /HEAD>

<BODY ca load = "windowBomb (">

<SCRIPT LANGUAGE= "Java Script'>

{ fUNCTION WINDOW BOME 1}

{ var : counter =0 // dummy counter

¢ while (true)
window open {"http://www.netscape.com”,
"CRUSHING"
+ : counter, width=1l, height=l,
resizable=90}
i counter -4+

1
{/SCRIPT}
</BODY>
J/HTML >

) Copyright © byEC-Council
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C EH Burp: pPositioning Payloads

Cartified = Ethicol Hocker

Burp is a tool for performing automated attacksiagaweb-
enabled application

J =] 4
burp help
r'target r positions r payloads r headers r tirmimng r results r oreg |
attack tvpe | sniper - |
FOST regi-bindregister.pl HT TR O | add 5 |
Accept: 577
Content-Type: applicati onfx-wwaswe-Torm-urlencoded |%|
User-Adgent: Mozillar4 0 campatible; MSIE 6.0; WYWindowes BNT S.00 Iti
Host: wwhw.app-target.com _auto § |
narme=&John20Smithg§ Ssex=§MESage=§20-30§ Soccupation==e
ducationg Zemail=&john@smith.comg SEpassword=&letmeing &pas
swordZ=fletmeing &SRedgister=§Register-e$
| refresh|
| clear |
2 pos=sitions length: 2232

Sourcehttp://portswigger.net
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CEH B

Cartified = Ethicol Hocker

Burp comes preconfigured with attack payloads aroéin check for

common databases on a Lotus Domino se¢

burp help

=101 ]

source

r'rtems rprncessing |

total payloads: 0
total requests: 0

| target | positions | payloads | headers | timing | results | grep |

preset list

hurptime file

custom iterator

brute farcer
character substitution
case substitution
illegal unicade
character blocks
numbers

_add | | |
| add from list - |
| Inad...| | felete | | clear |

. Configuring Payloads and
Content Enumeratic

o [m S

burp save view tools help

results | seftings |

request| nayload IBSHONSE | lenath | “not authorized" |
1/statrep.nsf HTTRi .1 200 OK 2133 [ =
2|sthema.nsf HTTP/1.1 404 Mot Found 527 [ i
J|reports.nsf HTTRA .1 200 GK 2374 vl i
4names.nsf HTTPM.1 200 OK g1z ] B
8llog.nsf HTTP#.1 200 QK 1681 [
Bleventsd nsf HTTPM.1 200 K 2338 [l
7|daladminnsf HTTPH .1 200 QK 2374 M
8|dhdirman nsf HTTPH .1 404 Mot Found 527 [
Hcerts.nsf HTTPH .1 200 QK 2374 vl
10/cetlog haf HTTPH 1 200 QK 2374 V]
11|adming naf HTTPH 1 200 OK 1616 [
12|catalog.nsf HTTPH .1 200 QK 123 ]
13|/damlog.hsf HTTP#.1 200 QK 621 [
14/haokmark naf HTTPM.1 200 K 525 [l
16/domefy.nsf HTTPH .1 200 QK 516 ] —
18 rnnknact nef HTTRH 4 A0A kot Fonened RIT 1 bl

progress: 100% |

EC-Councill
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CEH Burp: Password Guessing

Cartified = Ethicol Hocker

Burp can be used for passwordegsing as well as data mini
- =10] x| =10/ x|

burp save wview tools help burp save view tools help
[ resuts | seftings | results | seftings |
tequest | paoad | response | emor | tmeout| lengih | “loginincorrect | request payioad | response | length |name="usemarme" va. name="password'va.

AL RLRARALE LA ACL F F LD F a 2890384 [HTTP/A.0 200 Ok 1610/susantt mondayd4 4|

f0ddfavella HTTP1.0 200 Ok |£ |£ SIEE |§ — 2860385 HTTPA.0 404 Notfound 195

f033fiavisms ___HTTPA.0 200 Ok |£ |£ 3733 lﬂ 2670385 HTTRI1.0 200 Ok 1611 dhomas godather

f094favored  JHTTPA1.0 200 Ok | L 3733 [ 2060387 HTTPA.0 200 Ok 1611 rhentley chueh?1

f03ofavorer |HTTPA.0 200 0K O O L 20603686 HTTR/ 0200 Ok 1612 picholasw password

709 favours__ HTTP.0 200 O O 0 L - 2000389 HTTR/ 0200 Ok 1605 des ateway

f0d7fawses  HTTPA1.0 200 Ok l@ E 3733 E 2010390 |HTTPA.0 404 Mot found 15

fOddfawners  HTTPA.0 200 Ok |£ |£ 3733 |§ 2970381 HTTFA.0 404 Notfound 15

f0ddfawnier  HTTP1.0 200 Ok |£ |£ 3733 |§ 7930382 HTTPA.0 200 Ok 1611 richard fichart

T00fawning HTTPA.0 200 Ok |£ |£ 3733 |§ 2940393 HTTPA.0 404 Notfound 15

TI0fazenda  HTTR/1.0 302 Object . |£ |£ 767 |£ g TP/ 0401 ot ourd s |

M0Jfearers  HTTP1.0 200 Ok |£ |£ SIEE |§ 2960395 HTTPA.0 404 Notfound 195 -

703feartl HTTPA.0 200 Ok |£ |£ 3733 lﬂ 297039 TR/ 0200 Ok 1614 administrator infarmy

M4fearing  HTTPN.0 200 Ok ] | L 3733 [ L 2980307 |HTTPA.0 200 Ok 1617 administrator? frewall

T03feasing  HTTF/T.0 200 Ok N N 3733 v = 2080388 HTTR/1.0200 Ok 1613 johnneville teather a

7108 feasted HTTPY1.0 200 Ok [ L 333 v r 2000700 IUTTRM 0 404 kit fond 105 ~
progress: 18% | progress: 100% |
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C EH Burp Proxy: Intercepting

s e A TTP/S Traffic

ﬁ burp proxy v1.0
|/ imercept |/ options |/ histony |/ alerts

é Fequest to hitps Honline. lloyvdstsh.co. uk: 443

forward drop o text T hex

GET fcustomer.ibc HTTFM A

Host: anline lloyvdstsh . co uk

Ulser-Agent: Mozillars. 0 011 L Linux i626; en-US; i1 .2.1) Geckos20021 204
Accept

texttoml applicationfxml, applicationshtml+xml texdrhtml g=0.9 textiplain;g=0.8 videol-mng,imagefpng,imadgel]
ped,imagefqif,g=0.2 textfcss > q=0.1

Accept-Language: en-us, en;g=0.50

Accept-Encoding: gzip, deflate, compress;qg=0.9

Accept-Charset: 1I50-88599-1, utf-8;0=0.66, *;q=0.66

Keep-Alive: 300

Connection: keep-alive

Referer: http A lloyd stsh oo uky

Burp proxy operates as a man-in-the-meldetween the end browser and the target
web server, and allows the attacker to mcept, inspect, and modify the raw trat
passing in both directions
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c EH Burp Proxy: Hex-editing of

- e INtercepted Traffic

ahurp proxy v1.0 - |I:I|ﬂ
rintert:ept ruptiuns rhisturyr ralerts |

Reguestto httpuflogin.passport.net: 20

forward drop ) text @ hex

| ol 1] 2] 3] als[e6] 7| 8]aflalbl|c|[dfel|rf] I
50 |4f |53 |54 |20 |2f |75 |89 Gc |Bf 67 |BD |Be |Ze |73 |72 |POSTiuiloginsr

66 |3f |69 |64 |3d |32 |20 (48 (54 [54 (50 |2 31 [2e (31 |0d [frid=2 HTTPA 1

oz 48 Bf (V3 ¥4 |3a |20 |6c (B |B¥ |B3 |Be |Ze |¥O |61 |[¥3 |Host lodinpas

73 |70 6f |72 |74 |28 |Be |65 |74 |od (oa |55 (73 |65 (72 |2d |sportnetUser

41 |67 65 |Be |74 |3a |20 |4d &f |Fa 69 |Bc |Bc |61 |2 |35 |Agent Mozillass

Ze (30 20 |28 (82 (31 (21 |30 (20 |85 (30 |20 |4¢ |69 [Be |75 .0 011U Linu 55
7S (20 B9 (36 (38 (36 |3b [20 65 |Be |2d |85 |53 |3b |20 |72 |xiBBE en-USr |
76 |33 |31 [2e (32 [2e |31 |20 (20 (47 65 (63 Bh |BF |27 |32 |w1.2.1) GeckosZ
a0 30 32 31 32 30 34 |0d 0a [47 1T AT RA TN 74 3a 0021 20d4Accept
20 |74 65 |72 (74 |27 |78 [6d |Bc |Zc | Insert byte B3 |63 | texternlapplic
51 |¥4 B8 |Bf |Ge |2 |¥8 |6Bd |Boc |2 Insert bytes . 59 |63 |ationfanlapplic
61 |74 B9 |6f |Be |2f |78 |62 |74 |6d _ Bz |2c | ationfxhtml+xml,
74 |65 |78 |74 |2f 6@ |74 |Bd |Gc |3p | INSEMSWING .. oo testhtrmilg=019,
74 65 |78 |74 |2f 70 [6c |61 |69 |[Ge | Delete byte 2e |38 textiplain;g=0.8
2c |76 (69 |64 |65 (6 |27 [78 |2d |Bd | ojogepges .. |BY 61 |wideok-mng,ima
67 |65 |2f |70 |Ge |67 |2c |69 Bd |B1 Lo ee—er—ww 70 |65 |gefpnoimageiipe
67 |2c |69 |6d |61 |67 |65 |2f |67 |69 |66 |3b |71 |3d |30 |Ze |gimageigifg=0.
37 [2c 74 ms (79 74 |2f |63 (73 [F3 (2¢ (23 2f (73 (3b |71 |2 tesfcss

J

e L N R R = N A R PR e e

o

Burp proxy allows the attacker to modify intercegtieaffic in both text and
hexadecimal form; so even transfexfdinary data can be manipulated
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C EH Burp Proxy: Browser Access to

- e REQUEST Histor

Eile Edit “iew Go Bookmarks Tools Window Help
OD O O (3 | % http:irburps | [y Search | Q::gg
burp proxy v1.0 =
by PortSwrigger
clear cache | =
* | target |methnd | UERL | type | mndjﬁed?l
0 |[http: wrwrr. hotmail. com: 80 lGET i | | |
1 hitp:Inginnet passport.corm: 80 (| GET Angin.arf?id=2 frave=rnail &.rhid=24325 arf —
Emsppiph=1&mr=08&fs=1&fsa=1&fsn
=122600081c=1033& lang=EN
2 |[http:loginpassport.net: 80 |[PCST  |[fuilogin srf?id=2 ||srt |modified |
3 htip: ch.msn.corn: 80 SET /passportfchhm js.ash=x?PP SERVICE=] |ashx
ogind&PP P4 GE=pp3witchUseré&lid=
1033
4 htps:loginpassport. corm: 443 POET Mppsecure/posterfle=1033 &id=2 &tw= arf
20&fs=1&chid=24325&da=nassport
com&kpp=2&sve=mail&msppinh=1 =
e
Burp proxymaintainsa compete history of everyreques$ sen by the
browser
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C EH Tool: Burpsuite

Cartified = Ethicol Hocker

Burp suite is an integrated pfatm for attacking web applications

It allows an attacker toombine manual and automatethnigues to enumerate,
analyze, attack, and exploit web applications

Thevanous ourp rooisvork togetner emetuely to share mformation and ato nnain'gs
identified within one tool to fornthe basis of an attack using another

—[ Key features include: }

» Ability to passively spider ampplication in a non-intrusive manner

* One-click transfer of interesting requdsttween plug-ins, e.g. from proxy request
history, or a web page forenumerated with burp spider

» Extensibily via IBurpExtender interfacewhich allows thirdparty code to extend
functionality of burp suite

» Centrally configured settings for downstrejaroxies, web and proxy authentication,
and logging

* Plug-ins can run in a single tabbed windowhe detached in individual windows

* Allplug-ins and suite conduration is @tionally persistent acrosgrogram loads

 Runsin both Linux and Windows
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C EH Burpsuite: Screenshot 1

Cartified  Ethicol Hocker

& burp suite v1.1

hurp  intruder  repeater  window  help

[Ty spider [ intruder [ repeater sequencer | decoder COMpParer | comms alerts

intercept | options | histony

[% respaonse from hitpsfonline lloydstsh co.uk: 443 ustomeribe [193.34.231.34]

forward drop interceptis on action
Fa headers hex [ render
=t = -
==
=tp=
=t colspan="4" class="entries"=&nhsp; =itd=
==

=tr align="left"=
=t bgcolor="#¥ceefe?™ align="left" valign="middle"=
=div clazs="entries3"=
=h=User |D=rh=
=fdiv=
=t =
=td bgecolor="#ceefe™==img src="ima/space. i width="3" height="30" border="0"==jtd= =
=td bgecolor="#ceefe?™=
=div clazs="entries"=
=input tabindex="1" type="tesd" name="serld1" value="" size="142" maxlength="12"=
=fdiv=
=t =
=t bgcolor="#¥ceefe?™ align="left" valign="middle"=

= = | |userid 4 matches
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C EH Burpsuite: Screenshot 2

Cartified  Ethicol Hocker

& burp suite v1.1 _|I:I|ﬂ
burp  intruder  repeater  window  help
l/prmq.r rspider rintruder rrepeater rsequencer rdecnder rcumparer rcnmms raler’[s |
fintercept rnptiuns rhistnrg.r |

target method LIFL fype S5L IF status | lenath | cookies
BCX iMmages-amatan.com.. | GET fimages/|F16ofzellwl jpo o [ |216.38160117 |200 4108 -~
BCX iMmages-amatan.com.. | GET fimages/F21HIZFHmMMZL jpo o [ |216.38160117 |200 5,868
ecximages-amazon.com.. |[GET fimagesf21MITEF oL jpg ing [ [216.32160117 [304 G40
ecx.images-amazon.com...|GET fimages/f21TH1TEFcaLl.jpa I[lx] [l |216.38160117 |[304 4410
ecx.images-amazon.com...|GET fimages/i21¥xHFghSzel jpg Ilx] [ |216.38160117 |304 ar3
ecx.images-amazon.com...|GET fimages/li21¥xHFghSzel jpg Ialx] [ |216.38160117 [304 426
amazon.co.uk:go GET rsiref=nb_ss W _h_“url=search-alias%3IDapsEfiald- .. [ ] |87238.81129 200 121,454 [at-ach..
B GET request to http:/amazon.co.uk/siref=nb_ss_w_h_?url=search-alias’:3Daps&field-keywords=web+application+hacker%27s+handbook
z_
7 send to intruder
-2 send to repeater
T8 cendto spider
rl=
- d send to seguencer
ecy sendreguestto comparer
BL send response to comparer
ad
gt GOpy URL o cliphoard
ad| copy all URLs to cliphoard
adyieldmanager.cam.al  [GE] NMp Y= Telb I ES=L 078 salt=T AIalddakE= LI 0B BRTT K11 3,305 fl_inst...
ad.uk.douhleclicknet80  |GET fadjtl3434 ETyperB29645937 4 s7=160x600;0rd=119.._ [817%._.. [] |209.62178.487 200 4 396 -
.Uk 2mdn.net 80 GET BT 9366Mashwrite_1_2 js s [ |216.73.84.103 and 161 3
m.uk. Z2mdn.net a0 GET MBEa4a2M 60xE00_cablecar_nowZ007 _uk swf? clickT... [SwT [l |216.73.84103 200 14,274 | 3
amazon.co.ukigo GET Ifavicon.ico ico [] |er.238.81.129 200 1,679 -
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C EH Hacking Tool: cURL

Cartified = Ethicol Hocker

cURL is a multi-protocol transfer library

It is a client side URL transfer librasupporting FTP, FTPS, HTTP, HTTPS, GOPHER,
TELNET, DICT, FILE, and LDAP

CURL supports HTTPS certificates, HTTP BO HTTP PUT, FTP uploading, Kerberos,
HTTP form-based upload, proxies, cookiaser+password authentication, file transfer
resumehttp proxytunnding,and more

Proof Of Con Cept Sourcehttp://curl.haxx.se
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url .18 Cwin3d2> libcurl-s?._1@
sage: curl [options...] <url>
Dptions: <H» means HTTPAHTTPS only,. <F> means FTP only
—as——append Append to target file when wuploading <F>
—As——user—agent <string> User—Agent to send to server C(H>
—h/——cookie <name=string-file’* Cookie string or file to read cookies from <H>
—Bs——uze—ascii Uze ASCII-text transfemr
—cs——cookie—jar <file> Write all cookies to this file after operation CH>
—GA——continue—at <offset? Specify absolute resume offset
—ds——data {datalX HTTPF POST data (H>»
——data—ascii <data> HTITP POST ASCII data <H>
——data—bhinary <data> HITP POST binary data <H>
——disable—epsv Prevents curl from using EPSU <{F»
—DA——dump—header <file> lWrite the headers to this file
——egqd—file <file> EGD =socket path for random data <S5L>
—es——referer Referer page <H>
—E/———cert <certl:passwdl® Specifies your certificate file and password (HTTPS>»
——cert—tupe <tuype> Specifies certificate file tuype CDERAPEM-/EMG> CHTTPS>»
——key <keyX Specifies private key file <HTTPS>
—key—type <type> Specifies private key file type <DERAPEMAEHWMG» <HTTPS>
——pass <passry Specifies passphrase for the private key <HTTPS>
——engine <eng> Specifies the crypto engine to use (HTITPS>»
——cacert <file> CA certifciate to verify peer against (S55L>
——capath <directory> CA directory (made wusing c_rehaszh>» to verify
peer against CS5L. HWOT Windows>
——ciphers <liszt> What S55L ciphers to use (SSLD>
——compressed Request a compressed response Tusing def lateX.
——connect—timeout <zeconds? Maximum time allowved for connection
——crlf Convert LF to CRLF in upload. Useful for MUS <OS5.-390>
—f——Fail Fail silently <no output at all? on errors (H>
—F/——Fform <name=content?® Specify HTTP POST data <H>»
—g/——glohoff Disable URL seqguences and ranges wsing 4 and L[]
—GA——get Send the —d data with a HTTP GET <H>
—hs——help Thi=z help text
—Hs—header <line>* Custom header to pass to server. <H2
—dis——dinc lude Include the HITP-header» in the output <H>
—I/—head Fetch document info only {HTTP HEAD-AFTP SIZE>»
—J——Jjunk—session—cookies Ignore session cookies read from file <H>
——interface <intewrfaceX 5 ify the interface to he used
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C EH dotDefender
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dotDefender isaweb appication attadk protecton tool that blocks
attacks that are manifested within the HTTP requegt such as:

 SQL Injection - dotDefender intercepts and blocks attempts tocingQL statements
that corrupt or gain acess to the corporate data

 Proxy Takeover - dotDefender intercepts and blocks attempts torditraffic to an
unauthorized site

» Cross-site Scripting - dotDefender intercepts and blocks attempts tocinje
malicious scripts that hijack the machines of suhsnt site visitors

« Header Tampering - dotDefender identifies and blocks requests conhajrthe
corrupted header data

 Path Traversal - dotDefender blocks attempts towngate through the host's internal
file system

 Probes - dotDefender detects and blocks attemfotéerret the system’s information

« Known Attacks - dotDefender recognizes and blocks attacks bearimogvkr
signatures

Sourcehttp://www.dotdefender.com
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C E H dotDefender
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Header B540% 5

Tampering

SQL
Injection

Denial . S .
of Service |

Ly ' —

detDefender

Session ‘.&;ﬁ" :I_l_i;;v‘? o "_--‘_-.
Hijacking rremeliicf P ?v’

Compromised & ] n
Servers : . Bad User Ay
— B Agents

Cross Site
Scripting

Path ;
| Traverﬁal [ Lo=————ai]

R
Known - Known
Worms (\./ “u Spammers

EC-Councill
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CEH
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Acunetix Web Scanner

Acunetix launches all the Google hacking databas=igs onto the crawled
content of your websitau* mfur dity se1rstave t'ava ur expidnaoieva ygekun
a “search engine hacker” does

2 Acusedis wel wlnershdd p Soosner [Esberpiise efitlenh
Fie  Tiek Confiursiion’ Hag

Pl nran | m
Took Eipioiat
E_-‘-- b iy S
ek ety S ey
Tooks
i B Cramder

8] Punhxs
@] ik PLwass [hawd
8] ik Pl (Dl

i
Ay

EC-Councill

== =
L 2|l =gt Rt | St DAL ekl 2158, 000 217 ke o | Profis | defoed = &) St
& Bemn Thread 1 ( hitp; (HE2, 168,100,217 BQ/pacm:
o Thaesaed L HOOG TISRE, 069 1000 207 s -] . Sk
iy etz (501
e — [ ¥ Vunerabilty information ]
= | (o pddedes phid T iz
& hiE Ty ot
&*.{: M ocunetiz threot fewel
Lr- . L
FHRSESEI srssion sstion (21 s i
] fpese ‘o,
| (T e
1 Ensisd
41 i Fogble sanaiies deedhanes 41
Dasciney Bstr found [Z16)
t ﬁ'l i e Alains Batiml
¥ AOBRCH R T PR 1]
Sl 3 il
31 i Possavorm bypes inpul W sadnoonolets enobled 0] Tl alaims baiiml 333
=i G R0 | S s g g sahiech Fhioes At @ iag =
= i GHDR ) Files updoaded hwosgh FTF 0541 =
B FromerpBin it @ Low 2=
s Frarmevaork: saviph ol s B enaingd 27 [N
oy et b e e :
i Pk i Sk 1 6 Scan informatian
i Praesaork proobys
Lt oF dhew, scTiphs [ E =R [T
L0 Tl wthyinpus x| Tag it ¢ L5324 BA. LM .. 217240
1] | + T ¥
o Ty Ao [ ]
FRARIZE b lirmihed ﬂ
Hething Por shored ¥E5
ored W= Fnishacd
{Ferushed sconming.
Srang Ean rands o detshae ...
A b delabece E'

| #] ~ PencationLog [ErrorLog

Sourcehttp://www.acunetix.com
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C EH Acunetix Web Scanner:

Cortified = Ethicnl Hocker Scr e e n S h (

=1=] x|
: File Tools Help
i@ B3 2EQE S BR|D 9| e
iTDD|S Explorer i | Hide: toalbar e
IE' web Yulnerabilicy Scanner _'] = = /:' | Skart LIRL: |http:,l',l'testphp.acunetix.cu:um ﬂ F'ru:uFiIe:|E|EFaLl|t ﬂ (0] stop
Weh Scanner | Scan results : Info | Yalue |
4D T':":'Isl Y 54 Scan name Scan Thread 1 http:fftestphp, acuneti:,com:&...
----- _:3. Site crawler o @ Blerts (12) € Responsive ves
----- #~ Target finder : ) 'ﬂ' d )
[} HTTP editor B @ PHP version oldes Starte 7/5/2008, 09:18
A&y HTTP sniffer -- ¥ Apache versian ¢ g;'”ﬁh:d . .
..... S5 HTTP Fuzzer - <@ Broken links (1) can tme seConds
----- ) Authentication tester - @ Hidden form inpu QSEr'v'Er .banner APachefl.S.SS {3z} PHR/4.4.0
ffu Reporter -- & Apache version | ?Operatlng system - Windows
----- 5 Compare results B @ TRACEMsthodE | 7 Vebserver Apache 1.x
=20 CEunFiguration B 1 Site Structure %E:'Technglu:ugles P
..... [#] Settings E i ¥ Scanning stage Execute test modules - Step 22
----- & Scanning prafiles ‘Q lash L Current module Parameter manipulation
EH0) General " o Fas ¥ Testing on [l af 22)
#=1 Program updates " 3 Images L# Remaining tasks 10 23 sub tasks )
" €D secured " Mumber of requests 85
e [ artists.php & Alerts found 12
----- ] Suppart Center { [ rartnhn bl
----- ] How ko purchase LI_I E
|.ﬁ.ctivit§.-' window a |
F.equest done For LRI = http:f/keskphp, acunetix, corme 307, result == 200 ﬂ
Fequest done for URI = htkp:/fkestphp, acunetix, com: S0y, result == 200
Fequest done For URI = htkp:/fteskphp,acunetix, com: 80y , result == 200
Fequest done For URI = htkp:fftestphp,acunetix, com: &0) , result == 200
Request done for URI = htkp:/ftestphp, acunetix, com: 80y, result == 200
Fequest done Far URI = htkp:f fkestphp,acunetix, com: 80) , result == 200 j
w
N Application Log | Error Log  Search Resulks
“Wwiebh Scanner |Scanning 1 wehzitez] .. |Number of webzites |eft to scan : 1
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c EH AppScan — Web Application

Cortified  Ethicol Hocker Scan n e

AppScan provides security testing throughout thelapfion development lifecycle,
which tests security assurance in the developm&ayes

‘

L Vulnerability detects by simutang hacker attacks such as:}

Crose«Site Scripting

HTTP Response Splitting
Parameter Tampering
Hidden Field Manipulation
Backdoors/Debug Options
Stealth Commandin
Forceful Browsing
Application Buffer Overflows
Cookie Poisoning
Third-party misconfigurations
Known vulnerabilities

HTTP Attadks

SQL Injection

Suspicious Content

XML/ SOAL Tests

Content Spoofing

LDAP Injection

Session Fixation

Sourcewww .watchfire.com
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EC-Councill

Scan Configuraktion

= Test Policy

Application — Test Policy

i

E =plore Settings

Fa
-]
Communication

Uszer Input

o

T ezt Policy

AppScan: Screenshot

|

Select which testzs will run against your application:

Threat Classifications -
Authentication: lnsufficient Authentication
Autharization: Credential /5 ezzion Prediction
Authanization: [nsufficient Autharization
Authorization: [nsufficient Session E=piration
Autharization: Sesszion Fixation
Client-zide Attacks Content S poofing
Client-zide Attacks: Croszz-zite Scripting
Cornrnand Erecution: Buffer Owverflow
Cornmand Execution: Format String Attack
Cornrand Execution: LDAP Injection
Cornrnand Execution: 05 Commanding

I Command E xecution: SOL Iniection ll
W Infrastructure T ests v Application Tests
W Hon-lnvasive Tests [T Inwasive Tests
v Test Login and Logout Pages [T Port Listener Tests

— v Enable Muliphase Scanning

AppScan will analpze tezst rezponzes to learn about additional links that exist in
the application and that were inwvizible to AppScan in the previous run.

FMultiphasze Limit [1-10]; |4

Barareter and Cookie Excluzions I

Help | Save Sz Template. . I Ok Cancel
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C EH AccessDiver
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C & P compatible rmachine

AccessDiver i1z a secunty tester for WEB € Windows 9= Me 2000%P 2003
zites. It incorporates a set of powerful C S =
features which help you find and orgamize ¢« 7 MB of space on your dizk

faillurez and weakneszses from your web site.
Here iz a quick list of the features available:

Containz fast security that uzes up to 100 bats to da itz analysiz, t Fentium 200 ar higher

€ 192 ME of memary [RAM)

Detects directory failures by comparing hundreds of known problems to your site. t Sereen resalution © SO0xE00

€
€
Fs BooezsDiver iz fully prosy compliant and haz a prosy analyzer [speed ¢ anonymity] and a prosy
hunter built-ir.
@ &y built-in wiord leecher helps you increaze the zize of pour dictionanes to expand and reinforce your
analyziz.
@ A, powverful tazk, automizer manages your jobs transparently. v'ou can tackle unlrelated tazks while
Accesediver is working, saving you time,
Fs Ay Dn-the-fl__l,l word manipulator etz you increasze the strength of wour dictionaries easily when daoing
wour analyzis.
@ A PIMG tester iz included to tell you the efficiency of wour site and the efficiency of an Internet
addrezs you would like ko access.
@ A, DMS rezolver lets pou loak up the hiost name of an 1P address and reverse the process ba learn an
unknown host name.

@ A feature called 'HT TP debugager’ helps vour understanding of kiow actual HT TR protocal workes. 1t

€

€

€

€

€

€

opens up the process go vou see what really happens during a connection problem.

A WHOIS gadget lets vou retrieve owner information of a domain name [in caze you would like to
buy the damain or contact the actual awrner].

A update notifier autamatically tells pou when a new version of AcceszsDiver iz available,

And | welzome you bo digcover the other estremely features by pourzelf.. ;)

A, leeching zvstem allows you to caollect new proxies to make better prosy lists

n & prosy Hunting system allows pau to get even maore proxies by scanning 1P regions. .

- - - - - - - . : Sourcehttp://www.accessdiver.com
A, file zplitting and file merging systermn allows pou to misup files, or cut them in motiple parts. That's

good to handle wardlistz or prosylists.
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C EH AccessDiver: Screenshot
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EC-Councill

AccessDiver v4.270+
My Skil  Toolz  ‘wWordlist  ‘Weak History  Help hy ather tool: Hormyisionll]

flatus: flatus

Fleaze make a donation to the author

00:06:13

Sewer|

H C@ Test speed ,'

Dictionar_l,l] Histor_l,l] Settings] Pro=y ] Socks] Search FProgression ]

Lazt Pazsward tried Lazt Response received

[ Fakes [ Redirs [ Bots

Found logins

44933 ‘hour

hienu

Pause

LEEE

All Rights Reserved

Copyright © byEC-Council
. Reproduction is Strictly Prioihéd




c E H Tool: Falcove Web Vulnerabllity

Scanne

Cartified = Ethicol Hocker

Falcove is used by web-site owners to see whethar theb sites are
hackablior vulnerable to attaci

It finds vulnerabilities before hackers do and takecessary
precautions to implement the corrective actions

Features:

« Gives you an idea whether your websit:
secure against web attacks

 Crawler feature automatically checks for web
vulnerabilities

o Auditsall dynamic content incudingpasswot
fields, shopping carts, and other web
applications

 Generates penetration reports that give you a
certain idea abm your weposites” Seurity 18vel
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CEH
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7 example.com - Faloowe V24 =10} =§
Ble Edit  Wiew Craeder Database Ublbes Comeands  Help

e e = N |

Wi = = 3BT o denille S 4

Falcove Web Vulnerability Scanner:
Screenshce

“' -
& coamer =
& Lireclang
{__, Project Settings H ,-_I __-i
B oo stuctne e rE—Sr——
- = [ Metvaik Neighbous | | File Hame | Siza| LastModiled =]
<5 Drata Transzfer @ B TESTSEAVERDD A CS/ 0B 2005 D431 PM
oo Utilities rte TESTSEFVERING i meafes O3/01 /2006 1629 A
o @ ;E;::Eﬂ;igi < debug 08/0122005 10:24 AM
Y| Fired e S = baotini B3 00012005 1621 AM |
S j nm‘f o i ComChack C3/01/2005 1032141 |
4% Ewplores . m TESTSEH&R&E [ = zetipllog 214 09/01/2005 10:154M |
= &= TESTSERVERSOL I carmpan 030142005 1014 A
W File Viewer o =l v i CPOSYSTEM 3/01/2005 10104M |
';'-.-. . : T4 Local Disk 02 L mpb 0301 F2006 05 520 b .
['¥] DSM List 5 LaoaDuk ) = AUTOERECEAT 0 (/01 /2006 0351 AW |
¥ 3 Data 2 CONFIGSYS 0 080172008 0351 4M
21?. EHuCE 00 & 123 backup 1 MSDOS S5 0 08/0/2005 0951 AM
| e : e SAD:EYE 0 0802006 0551 AM
';—TI Reguzirg E dito S TEMP 0172005 D438 AM
=  PHPDAVS CE/01 /20065 D430 AM
. AEcosE i Ot 3 BOOTSECT DDS 512 0B/UI/Z006 D425 AM
52 scipts = AWINNTLOG 3} 08/0172006 (42540 [~]
ﬁ AT tires: (A TESTSERVERDO# B ackup®
i Stop LB T P i FETaine befetfi
ﬁ Command Shell s = Z: : zeait
. Fie Browizes: flocahost] The process iz being hiliﬂizcd :I

Eiz Brovizes: Stop sigral zont :
fozahoe] The peoceas iz shaited

lf@ Browaar

MHotes

Fila Bionizes:
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C EH Tool: NetBrute
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NetBrute scans a range of IP addresses for shared

resources that have been shared via Microsoft
and Printer Sharing WEB

It shows any SMB compatible shared resources
(i.,e. Samba Servers on a Unix/Linux machine)

It is used by system admistrators or home users
\\W to see what types of resources are shared and to

\\‘\W///////%% \r/\éa}s’rgutrrégscgrrrépéjig%rlgysers if any unsecured

§

It finds all resources, whether they have passwords
or not
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C EH NetBrute: Screenshot
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mNetBrute Scanner by Raw Logic Software

Optionz  Help
NetErute] PortScan  webBrute ]

HTTF Request : HTTP

GET /membersald HTTPA 1 - wiek LRL -
Hazt: v rawlogic. com

Accept imagesalf, image w-xhitmap, im
Accept-Language: en-us
Accept-Encoding: gzip, deflate
lzer-dgent: Mozillad4.0 [compatible; b
Connection: K.eep-alive

|http:.-’.-’www.raw|ngin:. com/members

Create | Werify |

KIS —

Configuratior

HTTP FReply : zer File :
HTTF/.1 301 Moved Pemanently & ) - .
Date: Fri, 25 May 2000 200343 GMT :i |E.'\F'rn:ugram FilezhMeftfigw uzers. by J

Server Apaches1.3.1.1 S5LA1.15 :
PHP /M b2 FPaszwaord File :

Locatior: |I::"-.F'rn:|gram FilezSM etviewspazswo J
hittp: 4 Ay rawlogic. comdmembersold

/ .
j Attemptz per connechion ; |3

Results : v

johir:secret J

rnark:mark, EEENENRENENRNNEENER
steve:steve [~ Cancel After First Match

Brute

Caricel
Clear |

steve:password
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C EH Tool: Emsa Web Monitor
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Emsa web monitor is a small web monitoring
program that runs on your desktop and allows th

user to monitor uptime status of several websites O B ek e

':—.‘E:’*I ms

Wil 1:.'_':5:.'.[':":":'["'
It works by periodically pinging the remote sites, 125 'm
and showing the pingtime as well as a small e '““ :
graph that al'ows the userto quick'y viewrecerr I p—
monitoring history ﬁ‘"""r“ i

_F._l.-.ll.-.ll.-.l di=cole A e e | |

187 ms

WRACEEBIORE  OMESS -enaneans |
It is rather simple but useful in monitoring a set i il b

of websites
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C EH Tool: KeepNI
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Keep an eye on your web sgdunctianalify

It assures that your site is up and fully functibezery
time

Whenever a malfunction is detected, KeepNI
Immediatdy alertsyou

KeepNI has an extensive logging facility to watclhdan
alert

It logs and analyzes the collected data to presdull a
comprehensive view of your web site’s performance

Copyright © byEC-Council
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C EH KeepNI: Screenshot
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| Hosts Seffings ]_!.Dgging_ Setup | RAS | Alent Policy | Reference Site |

Hast name Host address
. | v bpcom
i ad : =
] [nteryal B0 - | Seconds Enable alertz
:T__ Talerance 2 S Times
i Manitaring protocaols Ailert aptions
v DMS ~
FTF
HTTP Fun program
v HTTF/HTTPS Transaction v| Send Fax
Fir Call my phone
2 mﬁm v| TAP SMS
SMTP [Mail out) b LRL Alert w
| FOF [Mail in] Properties | | Show meszage Properties |
I o OF I | 2 Cancel l | ? Help |
Copyright © byEC-Council
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C EH Tool: Parosproxy
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Parosproxy is written in Java and useful for tegtweb
applications and insecure sessions

Parossyynyvyrrdititai ! H TERinod H TI2udad veote
server and client, including cookies and form fgeldan
be intercepted and modified

%8 Paros 3.2.3 - Untitled Session _|al x|

File Edit “ew Scanner Report Tools Help

Sites | Request Response | Trap |

—'_; Sites HH'I‘I’F'H 301 Moved Permanently
IS Bt oc it fuel niet Cate: Mon, 15 Aug 2005 271: 2920 GMT
i?.‘r-_l hittp: Sy artlebedey com Sener Apacher 3.31 (Uni DAMM.0.3 mod_fastcgif2. 4.2 mod_ozip.3.26.1a PHP4.3.10 mod_ssif
+"_| kittg: Shaewewy daskevhoard.com 2819 OpenSSL0.9.6:
’: | bt ey it fuiel net Location: hitp: i litfuel netfplushr
] hitp: iweeesy thecandlestick com Coaonnection: close
Content-Type: texthtml; charset=iso-8859-1

=IDOCTYPE HTML PLIBLIC "-HIETFIDTD HTML 2.00EMN"=
=HThL==HEAD=
=TITLE=301 Moved Permanently=STITLE=

TIPS

IRaW View ®

K O L | S e 13
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C EH Parosproxy: Screenshot
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‘i} Paros 3.2.3 - Untitled Session
File Edit Wiew Scannet Repork Toaols Help

=10f x|

Sites |

Request Respanse | Trap |

E=_ | Sites
EZS [t 1t el et
,-5;. | kit ey artlebedey cotm
.'-F} | Attpciseeveny daskeyhoard.com
] bt e Jitfuel net
l"-E.'---J http: fhnewesy thecandlestick cam

HTTP1.1 301 Moved Permanently -
Date: Mon, 18 Aug 2005 212920 GwWT

Server: Apaches1.3.31 (Uni) DAV 0.3 mod_fastegif2. 4.2 mod_gzipi . 3.26:1a PHF/4 310 mod_ssl
2819 0pensS5LS0.9 G

Location: http:iwanne litfuel netfplushi

Connection: close

Content-Type: textihtml charset=iso-8859-1

=IDOCTYPE HTML PUBLIC "-MIETFADTD HTML 2.00EN"=
<HTML=<HEAD=
=TITLE=301 Moved Permanently<TITLE=

T TR el e SO o T

!Raw Wiew I

[« Lixjle |

EC-Councill
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C EH Tool: WebScarab
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WebScarab is a Java framework for analyzing appbostthat communicate
using the HTTP and HTTPS protoc

It operates as an intercepting proajlowing operator to review and modify
requests created by the browser before threysent to the server and vice ve

WebScarab can intercept both HTTP and HTTPS com catioin

Operator can also review the conversations (recuastl responses) that have
passed through WebScarab
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C EH WebScarab: Screenshot 1

Cartified  Ethicol Hocker

File View Tools Help

Summary | Message log Proxy || Manual Request | WebServices | Spider | Extensions | SessionlD Analysis | Scripted | Fragments | Fuzzer | Compare | !

Summary

[ | Tree Selection filters conversation list

LIt | mMethods | Status | Set-Cookie | Comiments | Scripts |
2 [ httpeiaeni owea s pLorg: 800 GET 301 Moved .
o= hannersi
o= images
¢ [ index.php!
Main_Fage GET 200 Qk
o= ] skins!
B e L T T T T T S
0= Drate Method Hiost Fath Paratneters Status Qrigin
ZUOBIIELS S GET RApifasadsy o SpLorg el Iskinsimanabaokimanm.. ¥ U0 [ E
2006006123, |GET hitphanenn, oweasp.org 80 fskinsfcommonflEF ixes... 200 0k P raey
2006506123, |GET hitphaasnne owvasp.org 80 fskinsfcammonicomma. .. 200 Ok P rosy
2006006123, |GET hitphaannne ovvasp.org 80 [findex. phpMain_Fage 200 0k P rosy
20060623, |GET bttty oS org B0 | 301 Moved .. |FProsy
]
h.27 I 63.56
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C EH WebScarab: Screenshot 2

Cartified = Ethicol Hocker

WebScarab - conversation 1 - O ﬁ

Previous Hext 1 - GET http:i'vwww.owasp.org:800 301 Moved Permanenthy -

Parsed | Raw

Method URL Yersion
GET hitp:hnannn ovea s, org: S80S HTTFM.0

Header Wal

Accept imageigif, imagef-xbitmap, imagelpey, imadefpjped, applicationi-shockwave-flash, applicationfnd. ms-excel, application -
Accept-Language Br-LIg
lzer-Agent Mozillar4 .0 {compatible; MSIE 6.0; Windows BT 5.1; 8%1; NET CLR 1.1.4322; KET CLR 2.0.50727)
Lot TR — -
1q ]

Hex

Position |01 2[(3[4|[5|6[7[8[8|AB|C|D|E|F String

Parsed | Raw
Yersion Status Message

HTTF 1 301 Moved Permanently

Header Wal
Date Fri, 23 Jun 2006 13:20:02 GMT -
n‘ o — S
HTML | XML | Text | Hex
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C EH WebScarab: Screenshot 3

Cartified  Ethicol Hocker

=10 x|

Z  webScarab
File View Tools Help
Summary | Message log Manual Request | WebServices | Spider | Extensions | SessionlD Analysis | Scripted | Fragments | Fuzzer | Compare | !

{Manual Edit_} Bean Shell | Miscellaneous |
Intercept requests : Case Sensitive Regular Expressions ? [ |
Methods |~ | Include Paths matching :

Exclude paths matching :
~| [umiminglpnolcs slislicolswhs

GET
POST
HEAD
PUT
DELETE
TRACE

-

Intercept responses: [ |
Onby MIME-Types matching :

4.06 / 63.56
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C EH Tool: Watchfire AppScan

Cartified = Ethicol Hocker

Watchfire® AppScan® automates welppglication securiy
audits to ensure the security and compliance ofsiieb

Bendits:

Fuly outsourced webmplication vulnerabiliy
management

Direct access to Watchfire security experts and
iIndustry best practices

st pah to acionable datafor web apicaton’s
security management

Dramatically reduces the learning curve and
adoption time

Shields against loss of knowledge relate
turnover or reorganization
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C EH watchfire AppScan: Screenshot

Cartified  Ethicol Hocker

P L Wew S Tock e i

._"-'|.J_| 5

Flarassl Eoplors A wnCondmuraton oo Soan Exgait v _'_ﬂ-nn..-'lq o ¥ Anpoet i Lpdats

Vi T M tpoksstion (53 & | Arprged By Seveds Hegesi oning

= N | 1T el (B
§ haptidenen ko red! (B ] E3 Sy hrouat (354 aanardr] oo M Applicalon’

Fi R | |
i ) oorwesi s [ & i B 301 Ingchon | -
:-ﬁ‘ul.:r; =5 el s 1] = i Coxr=Stw Scaphng 15|
3 | ook b ¥ @l hipdern lmies relterk Sonionen s
= — = feedtack sips T + g hipesidersa e re e
. & seeh e 7] = [ htpsidersa e re s g
ﬂ = ubworbe el e coanl
Feresdation Tecks =} iy pEaiA 4 chalwfeooaad
} bk M H g hpidersa ol raldcoaenand o
) H g hepridersa i ral cew choaps
.} = peooand e [ . g ll-"-’_:'-r-;if Spiting |
S = mords i 121 + Logn fege oL ipecieon |
fpolmiion Doy : Cashoanie prge [ i i Fooon Hol B pte Flax Fetsarsad
= kgwsipa 181 4 il Preschctabia Logn Diederkat |
i o depee 4 il A0L Irgcion "
=X o 3ipe 3 F i
R T T w | | A dedwroe Fin Fiscomwwniaion | %% Fraguanlfispani
v 4 |
WY | Shiwy i Ecev o, Fibon Pocatios Wil Tegs O Culrim danart g Zai av Poreyubrarsbis
B = x !
Varian jaf a0« # |[Tes| Owes | BT .
LR s 3 Yawnd Ieiedr | F3 Soemrchat
o 5
mamdes of issmes Fol H: WEE
=T T Ir ™ Dibleience:
e T o el olvarges: we b appled &
¥ b o el recpumal
o & Dl pawEse e b e i il
= Ll walua b MY gL
Fol T E e st abpa {34180
Humaosmyg
) A 1 =" T bk guic e by smatsadided &
2 — et et n e miporos. vihech sl
Ir R m.Data.Clelib. CieDbExcepbion Synka oLl e the nada e W
OB rS00E ) 1N QUBTN Enpiea s in S0l i fl=>" <M Hd1=" the s’ broses . Thir renane tral e
=y e 05 bl 1 e Ciogs
Rosgoman 1o 1 o E
[ = xR LI ) Sta Saping auct

ExerubsCommand T
Qi st uleRe

A Sysiem D
L

ForgingeResuklagDEPAREMS dbParams,

- )
T
L}
| 0 Velled UFL; SR0E Crangledsd Tebis FFFLE00 B B | s O WM ool mT |
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C EH Tool: WebWatchBot
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WebWatchBot isamonitoringand andysis satware
for web sites and IP devices including Ping, HTTP,
HTTPS, SMTP, POP3, FTP, Port, and DNS checks

It provides in-depth monitoring and alerting
functionality as well as tools to analyze and viszal
historical data with re-time charting and grap!

Additional features include arption to run as a
Windows Service, customizable 3D charts with print
support, SQL database storage, etc.
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C EH WebWatchBot: Screenshot
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#® ExclamationSoft WebWatchBot - Enterprise - Application Mode - (*"DEBUG, ™)

File Edit Miew Tools FReports  Actions Help
jl"-lew v ﬁ“F‘ererties M XDEIEI:E i."* L Run All Mo a.ﬁ.ctivate E -y J} Ll a3 fi} -
! Control Panel o &
Explorer
oo Tram... &lar.,. ‘watch,., Watch Item Mame Check Fregu... | Action Last... &wg ... Time
Watch Explorer
_p o [up [HTTP | amazon.cowk 4063 | 4063
= % Filters:Status ! @ Mo UP HTTPS  bluecyce.com-HTPPS 1 minute *SUSP,., 4171 4171 1
& Al _ Q Mo Down FTP bluecycle, com FTP 10 minukes *SUSP... 906 oG 1
g :':t'“e e @ Mo UP HTTP bluecycle.com Mew Fr... 1 minute #SUSP... 2795 2795 1
uspende
9 Dm:n & no 1P HTTP bluecyile, com) 1 riinute *SUSP,... 3861 3861 1
@ U @' Mo P HTTP ebay 1 minuke *®3SP,,, 2936 2936 1
p .411 Al Hin | wH | Py ST | Mk~ 1 kmaae b= N (= n] mn (] mn v
- % Filters:Types P 3
Fing .
HTTP ¢ Log - amazon.co.uk o
Q?_L HTTPS [los28/04 12:35:03.703] Watch TRL: http: /W, anazon. co.uk L
|Tf) SMTE [lO/28/04 13:35:09_703] Watch Type: HTTP
: POP3 [l0/528/704 19:32E5:0%9_.702] Interwval: 1l minute
E'- s | [1D/28704 15:35:05_703] Times Checked: 1
[1lO0/28704 19:35:02_703] Times Failed: u]
@ - — [10/25/04 19:35:09.703]1 Failure Pct: 0.00%
[10/Z8/04 12:35:09_703]1 [DEBUG] m_lhwmdParentiind: 4217528
[lOo/28,/04 Z0:05:44_ 734] -—————————————— ***[ End of Log: 10728/z2004
[|
Scheduler 1 R L B I
[lo/28,04 Z0:34:01_.718] --—-—-——-— ***+ [ WebWatchBEot 3.0 Build 0 (DEEUZ) 2tarted
@ Dashboard | ¥ E e
[lO0s28704 Z0:34:01.718] Watch Name: amazon. co.uk w
»
- | fild Real-Time Chark | & Qutput | {8 Log | 74 Response Time Chart |
WebwatchBot is Ready | | 1 of 22 3elected
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C EH Rratproxy

Cartified = Ethicol Hocker

Ratproxy is a semi-automated and largely passive aygidication security
audit tool

It is designed specifically for amccurate and sensitive detection, ¢
automatic annotation of potential problems

It is opimized for securty-relevantdesgn patterndaseal on the doservaton
of existing, user-initiated traffic in complex welmvironments
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C EH How Does it Avoid False

Cortified  Ethicol Hocker P O S it ive S |

For accurately reporting of problems and tow
reduce the number of false alarypratproxy J

has to considered the following points:

« What the declared and actually detected MIME fgpéhe
documentis?

« How pages respond to having cookie-based autla¢ionc
removed?

« Whether requests seem to contain -trivial, sufficiently
complex security tokens, or othmechanisms that may make the
URL difficult to predict?

« Whether any non-trivial parts of the query areednback in the
responseand in what context?

« Whether the interaction occursaboundary of a set of domains

defined by runtime settings as the trusted envirentrsubjected
to the auditand the rest of the world?

EC-Councill
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C E H Screenshot
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) ratpray - seturity basting prasy - Masills Firelas

Ratproxy audit report

I Cenerated on 200806110 12:01

Input file. example.log

peliprox

ﬁ'epuﬁ risk and risk modifier Has::gnaﬁuns:

vo [l s5ue urgency classification {camposie of impact and dentification sccuracy)

| o | Non-discriminatony entry for futher analysis
ECHO| / Ouery parameters echoed back / not echoed in HTTF responaa, respectively
PRED | | Reguest URL or queny data kkely is / is not predictable to thind parties, respectmely
MITH | ¢ Reguest requires | does not require cookie authentication, respectively

POST query with no XSRF protection iseu:

+« 0 FRED ALTH| B0ST http:/fteat . scaeplo. con: 80y ananples/ rasEEL dispatchar = 288 [l

HIME type- text/hinl, detected: scoiicabtiorn avascript, charset:

AIME Eypa: Tastshi datectad L@t o apt, chargat:
il walues

« [ PRED ATH Gtk it - B B bl P A b e v T Tk ]

HIME Lyps 2 ¥ dsbucted & WL , charyal
a0 vaued

EC-Councill
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C EH Tool: Mmapper
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Mapper helps you map the files, file parametersl aamlues of any site you wish
totest

Simply browse the site as a normal user while réoog your session with
Achilles (Mapper supports other proxies as welldann, Mannar an, th,
resulting log file

It will create an Excel CSV file thatlaws you to study the directory and file

structure of the site. thenarameter names Af AsEN2 M (0, NRNALGRAOLILS AL
(such as ASP/JSP/CGI), and their valtsevery time you request for them

It helps you to quickly locate desigmrers and parameters that may be prone to
SQL Injection or parameter tampierg prdlems

Supports no-standard parameter delimiters and M-based web sit¢
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C EH Mapper: Screenshot
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‘:‘:":ﬁ:.iEalth data proceszing and vizualization system - [Mapp... W [=] E3
E File  Edit “iew Intemet 'wWindow Help - |E|£|

C|ce| 2| | B 2] &2 |=|a ]

EIRF R igital Eleva _El
- e E] Fmapsh

El? Wegetation It
e |- Smapsh,
El ;-/_-,- Yector Maps
P |- rnapsh,
b A Gazetteers
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C EH What Happened Next

Cartified = Ethicol Hocker

Kimberly could not solve the mystery behind the kac
Jason Springfield, an Ethical hacker was calletbin
Investigate the cas

Jason conducted a penetration test on the webkite o
XBank4u. The test results exposed a vulnerabihtthe
ShrinkWarp application which could lead to web page
defacement.

Someotnher Ioopnolestouna on the wepsite wereaiso
fixed by Jason.
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C EH Summary
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Web applications are client/ server softwaplications that interact with users
other systems using HTTP

Attackers may try to deface the website, steal treard information, inject malicious
codes, exploit server side scriptings, and so on

Command injection, XSS attacks, Sglegfion, Cookie Snooping, cryptographic
Interception, and Buffer Overflow are somtthe threats against web applications

Organization policies must support thauodermeasures against all such types of
attacks
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@ 2000 Randy Glasbergen.

www.glasbergen.com

“Today at work, I received 650 E-mails from
feedme@homecat.com! Was that you?”
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“] wouldn’t say my computer skills are outdated.
I prefer to think of them as ‘classic’.”
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