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SNEWS

Password-Cracking Chip Causes Security Concerns

By ANDREW BRANDT
Oct. 24,2007 —

A techmque for cracking computer passwords using imexpensive off-the-shelf computer graphics hardware 13
causing a stir i the computer secunty community.

Elcomsoft, a software company based in Moscow, Eussia, has filed a T3 patent for the technicque. Tt takces
advantage of the "masstvely parallel proceszsing” capabidiies of a graphics processing unit (GFT) - the
procezsor normally used to produce realistic graphics for wdeo games.

Using an $800 graphics card from n'Vidia called the GeForce 8300 Ultra, Elcomsoft mcreased the speed of its
password cracking by a factor of 25, according to the company's CEQ, Vladmmr Eatalow,

The toughest passwords, mcluding those used to log m to a Windows Vista computer, would normally talke
months of continueus computer procezsing time to crack using a computer's central processing umt (CPTD).
By harnessing a $150 &P - less powerful than the nVidia 8300 card - Elcomsoft says they can cracked in

qust three to five days. Less complex passwords can be retrieved in minutes, rather than hours or days.

Tt is the way a GPTT processes data that provides the speed increase. WVidia spokesman Andrew Humber
describes the process using the analogy of searching for words in a book. "A [normal computer processor]
would read the bool, starting at page 1 and firshing at page 500" he says. "4 GPT would take the boolt, tear
ttinto a 100,000 pleces, and read all of those pleces at the same tine. "

Benjamin Jun, of Cryptography Research based in San Francizco, TS, says massvely parallel processing is

ideally suited to the task of brealung passwords. And, while concerned about the development, Jun alzo pays

tribute to the achievement: "4 mumber of us have been following advances in those platforms, and there's a

lot of elegant, mteligent design.” Sourcehttp://www.abcnews.go.com/
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CEH scenario
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Ron, a strong supporter of peace and harmony intear regions is also a
computer hacker by profession. He trades his seratamne of the IRC
channels. Defacing websites, cracking softwarenges, reverse engineering
applications are few of the services that Ron affer his clients on the IRC
channel.

Depressed by the hindrances in the way to peatedrAsian regionnkpring
to voice his concern by targeting website of oné&ha&f Not-for-Profit
government organizations.

While searchig for target websitesRon stumbles on the website of a
Government bodyXChildrelief4u Welfare Organizations a body dedicated
to abolish child labor in the region.

Ron runs an FTP brute force tool and cracks theiadmassword for the
website. With the craaxea aaimin passwoda'rie 16gson 16 the wepSsité ana
changes the Index.htm file. He pos&d6p War We Need Pedgdeletes log
file and logs out.

Visitors at he webste o XChildrelief4du Welfae Oraanization were gute
amused to read the message.
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C EH Module Objective
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This module will familiarnzeyou with :

Authentication
Authentication Mechanisms
Passwod Cradker

Operation of a Password Cracker
Classification of Attack

Password Cracking Tools

Password Cracking Countermeasures

Modus Operandi of an Attacker Using Password @rack
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CEH wodule Flow
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Understandig Operating a
Authentication Password Cracker

l |

Authentication
Mechanisms

l l

Password Cracking Tools

Attacks - Classification

Password Cracker

l l

Modus Operandi of an
Attacker Using Passwo —
Cracker

Password Cracking
Countermeasures
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Authentication
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C EH Authentication- Definition
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Authentication Istne procesf determining the ;
’I

user’s identity

In private and public computer networks,
authentication is commonly done through the use of
login IDs and passwords

Knowledge of the password is assumed to guarantee
that the user is authentic

Passwords can often be stolen, accidentally redeale
or forgotten due to inherent loopholes in this tyd
authentication
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C EH Authentication Mechanisms
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HTTP Authentication

Digest

Basic Authentication Alithortication

J

Integrated Windows (NTLM) Authentication
Negotiate Authentication

Certificate-based Authentication
Forms-based Authentication

RSA ScureloKen

Biometrics
EC-Council
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C EH HTTP Authentication
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i
U There are two technique
for HTTP authentication:

A D
U Basic U Digest }

\

\ J \

HTTP
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C E H Basic Authentication
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Basic authentication is the most basic
form of authentication avaianieto wep
applications

It begnswith aclient makingarequeg to
the web server for a protected resource
without any authentication credentials

The limitation of this protocol is that it is
wide open to eavesdropping attacks

The use of 128-bit SSL encryption can
thwart these attac

EC-Council

Enter Network Password I E-J*EJ

‘?j‘> Flease type wour user name and password.
Site: wannie re g s oft.net

Realm Regsoft.com Yendar Area

User Mame Imyuserid

Password I’“"‘“‘“*‘“‘“‘*

(8] | Cancel
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C EH Digest Authentication
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Diged authentication is e T
designed to provide a higher == o & 0 G e ——i
level of security vis-a-vis Basic| B [ e e
authentication s |
e -
+ 4
o daitean e ST
=1 by e
It is based on thehallenge- I B it
responsauthentication model owe
: : Lo hoaradr - st
r ' Easrn: St
It is a significant improvemer Dl ot | _tsb |
over basic authentication as it|, &« ] -
does not send the user’s e S
cleartext password over the i -
network
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Integrated Windows
CEH y

(NTLM) Authentication
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It uses Microsoft’s proprietary NT LAN [Authentication® I
Manager(NTLM) authentication 5 Alenerns e
p rog ram over H TTP Mo uzel namespazsword required to access this iezource,

Accourt used for ancnymous access;

Llzer neme: iILISFE_EEI:EILINEIL Brovess. .

Pazswcrd: l ressone

It only works with Microsoft’s Internet
Explorer browser and 11S web servers

¥ &llaw 115 to contiol passwond

i Authenbcated access

For the following authentication melhodz, uzer nzme and pazsword
are required when

- anonymous access s dizabled, or

- access 12 estncted uszng M | Fo acces: cantrol izts

Integrated Windows authentication is ™" Digest authenficatior for Windews darmain ssrvers
more Suitable for intran et deploym ent | Basc authenticaton [pazsward iz sent in clear test]
Default damain: | ;

¥ Irtegrafed Windoss authenticaion

R ealm]

In this type of authentication, no version
of the userugssuwrd pyer rLossesd N k|

_ Cancel I Help
wire
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C EH Negotiate Authentication
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Negotiate authentication is an extension of NTLMlentication
It provides Kerberos-based authentication

It usesanegdiation procesd0o deade on the levd of seculty to be used

This configuration is fairly restrictivand uncommon except on corporate intranets

9 about:config - Mozilla Firefox - O] x|

File Edit Wiew Go Bookmarks  Tools  Help

(C':l - @ T‘C;n' | about:config j @ Go ||GL
Filter: |negu:utiate Show &l

Preference Mamne | Status Type | Yalue | 8
network, negotiate-auth, allow-proxies default boolean  true
network, negotiate-auth, delegation-uris default skring
netwiork, negotiate-auth, gsslib default skring
network.negotiate-auth.trusted-uris  user set  string  vintela.com
network, negotiate-auth. using-native-gssib -~ default boolean  true
Dane
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C EH Certificate-based Authentication
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Certificate-based authentication uses public
key cryptography and a digital certificate
authenticate a user

It is considered as an implementation of two-
factorauthentication

In addition to the information known by the
user, oyt Yispassturgitichngsd
authenticate with a certificate

A user can be tricked into aqueng a oofed
certificate or a fake certificate

Few hacking tools currently support clie
certificates
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Certificate-based

Authentication (cont

=

General ]Details | Certification Path

o
i é-f‘-:' Certificate Information

This certificate is intended for the following purpose{s):

*EnsUres software came fram sofbware publisher
#Protects software from alkeration after publication
«Windows Hardware Driver Yerification

Issued bo:  Microsoft Windows Hardware Compatibility

Issued by: Microsoft Root Suthority

valid from 10/1/1997 to 12312002

rStatement

(8]4
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C EH Forms-based Authentication
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Forms-basa authentication
does not rely on features
supported by the basic web
protocols like HTTP and SSL

It IS a customizable
authentication mechanism
that uses a form, usually
composed of HTML

It is the most popular
authentication technique
deployed on the Internet

EC-Council

M =1
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C EH RsA securlD Token
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The SecunD authentication medanism @!
consists of a "token," a piece of hardware t..—-— -
assigned to a user that generates an
authentication code in every 60 secol

using a built-in clock and the card's
factory-encoded random key

i

A user authenticating to a network —
resource — for example, a dial-in server

or a firewall — needs to enter both a PIN*-
and the number being displayed at that
moment in time on his SecurlD token

) Copyright © byEC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prioiéd




C E H Biometrics Authentication
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A biometric system is essentially a pattern
recognition system that makes a persc
identification by determining the
authenticity of a specific physiological or
behavioral characteristic possessed by the
usel

This method of identification is preferre \
over traditional methods involving
passwords and PIN numbers for various
reasons:

« The person to be identified is required to be
physically present at the point of identification :
» Identification based on biometric techniques :

obviates the need to remember a password or ¢ g
a token

EC-Council
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dl: H Biometrics Authentication
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c EH Types of Biometrics

& =R Authenticatior

Face Recognition

Iris Scanning
Retina Scanning
Fingerprinting

Hand Geometry

Voice Recognitiol

J
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C EH Fingerprint-based Identification

Cartified = Ethicol Hocker

It is a known fact that everyone ia uniqgue and immutable fingerprints

Afingerprint is made of a series of ridgand furrows on the surface of the finger

The uniqueness of a fingerprint can be detemdiby the pattern of ridges and furrows
well as the minutiae points

US Immigration uses this type of authenticatiormgaports
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C EH Hand Geometry-based

- =% ldentification

This goproach uses thgeometric shpe of the hand for
authenticating a user's identity
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C EH Retina Scanning
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Retina is recognized by means of scanning bloodelgsstterns o
the retina and the pattern of flecks on the iris

Aretinal scan is difficult to fake because no teology exists tha
allows the forgery of a human retina, and the retiia deceased
person decays too fast to be used to fraudulengiabs a retinal scan
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c E H Afghan Woman Recognized After 17

Years
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An Afghan woman, Sharbat
Gula, was photographed in
1984 at a refugee camp in
Pakistan

She was found by the original
photographer in the beginnir
of 2002

Her identity was confirmed by
iris anaysis

EC-Council

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioibéd




C EH rFace Recognition
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Face recognition is a type of authentication theg¢sifacial
recognition to identify a perst

It is difficult to Iimplement
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c E Face Code: WebCam Based
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Biometrics Authentication Syste

FaceCod with face recognition technologies uses y
existing web camera to authenticate and accessyQur

FaceCode password bank provides you with easy to use
passwod managementool, usngfacerecogntion as
automatic logon to secure websites and applicadicaess

By creating a FaceCode password bank account, you ca
protea all your accessodesin a digitally encryded sae
where your face is your key

You do not need to use user name a@adsword at all
just show your face to the web camera for authetitina

Download the tool from
http://www.eccound.org cehtools/ facecalce.ap
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C EH Facecode: Screenshot
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"- s RECOSMNENX

-
%
1

21 |- L ks
BT e ——————
‘
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 A——
FirISA
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c E Bill Gates at the RSA Conference

200¢€
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“Another weak link is in authentication. Today,
we're usingpassword systemsnu passwor
systems simply won't cut;itn fact, they're very
quickly becoming the weak link. This year, there
was a gynificant rise inphishing attacks where
sites that pretended to be legitimate would get
somebody to enter their password and then be
able to use that to create exploitive financial
transactions~ftoLswveqieealdnroey-
multifactor authenticationA lot of that will be a
smart-card-type approach where you have
challenge/response, you don't have a single secrg
that you're passing to the other person so they
can actually have that and reuse it. It's a
significant change and that needs to be built
down into the system itself
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Password Cracki
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C EH Howto Select a Good Password
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Use at least ght characters — 15 is better

Use a random mixture of characters — upper and lower
case letters, numbers, punctuation, spaces, antagm

Do not use a word found in a dictionary whethasiit
English or foreign

Never use the same password twice

Choose a password that you can remen

Choose a password that you can type quickly — this
reduces shoulder surfil

) Copyright © byEC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prioiéd




C EH Things to Avoid in Passwords
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Do not add a single digit or symbol befareafter a word — for example, “microsoftl"

Do not double up a single word — for example, “msodbft”

Do not simply reverse a wor for example“tfosorcim"

Do not remove the vowels — for example, “io"

Key sequences that can easily be repeatéal example, “gwerty,” “asdf,” etc.

Do not garble letters — for example, convertagp 3,L orito1,0to0, asin "z3r0-
10v3'

Copyright © byEC-Council
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C EH Changing Your Password
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Change your password regularbucivals onae anitur

Changeyour passwod after youreturnfrom atrip

You should also change your gswvord whenever you suspect that
somebody knows it or even thateyhmay guess it — for example, if

someone stood behind you while you typed it

EC-Council
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C E H Protecting Your Password @
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Do not store your password on your computer, exae@in encrypted
form

Password cache that comes with windows (.pwl fileNOT secure; so,
whenever windows prompts you to “Save passwordi'tio

Do not tell anyone your password,tr@ven your system administrator

Never send your password via email or other unsstwehannels

Write your passwod in a pieceof paper,but do not leavethe paperlying
around; lock the paper away somewhere

Be careful when you are entering your password wdmebody else |
the same room
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C EH Examples of Bad Passwords
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“lames8" - Based on the user’s name, it is too slats®
“samatha" - The name of the user’s girlfriend; eesguess

“harpo" - The user’s name (Oprah) backwards

“superstitious" - Listed in a dictionary

"sUperStiTlous " - Just adding randasapitalization does not make it safe
“kadhal - Listed in a Tamil foreign language dictioya
“obiwan" - Listed in word lists

“spicer” - Listed in a geological dictionary

"gwertyuiop" - Listed in word lists
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c EH The “Mary Had A Little LamDb”
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Consider a phraseMary had a little lamb. The lamb had
w hite fleecké.

Consider the first letter of each word, i.e.: MHALLHWF

Every second letter of the abbreviation can beipubhe lower case, i.e.
MhAILtLhWT

Replace “A” with “@” and “L” with “I”. Thus, a new alphanumeric
password with more than eight characters will brenfed

New PasswordM h@I!'t!hW f
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C EH How Hackers get hold of
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Steal it

* Shoulder surfin— watching while you type the passwe L%

» Retrieving the paper in which you wrote the pasdwo B
Guessit

e Simply guess the password

* Psychologists say that most men use fettet obscenities as passwords, and m« J

women use the names of their bioghds, husbands, or children T e ]

A brute force attack

» Abrute force attack refers to the actigihg every possible combination of letters,
numbers, and symbols being in an attenpguess the passwibrWhile this is a o
labor-intensive task with fast, modern pessors, and software tools, this metho «

shouid not be unaeresimarea ‘...'

-
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A dictionary attack

* Dictionaries with hundreds of thousandwofds, as well as specialist, technical, ¢
foreign language dictionaries are availableaas lists of thousands of words that a
often used as passwords, such as "gwerty"and "abcdef




C EH Windows XP: Remove Saved
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e Click Start and select ->Run

 Type “rundll32.exe keymgr.dll, KRShowKeyMgr”, tht®red
usernames and passwords are visible

« Select -> any of the entries -> Select Propetoiegew the
existing information

» Select->anyentres-> Select Remove to removea saveal
password

e Then,click -> OK &thus,theaccoun wi'beremovel

e After using the interfaceclick -> Close button
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C EH What is a Password Cracker
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According to maximum security definition, “A
passwod cradker is any programhtat candecrypt
passwords or otherwise disable password
protection”

Password crackers use two primary methods to
Identify correct passwords: brute force a

A
2
%
Z
dictionary searches [

A password cracker may also be able to identify
encrypted passwords. After retrieving the password
from the computer's memory, the program may be
able to decrypx It
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c EH Modus Operandi of an Attacker

o e JSINQG Password Crack

The aim of a password cracker is mostly to obthia t
root/ administrator passwod of the targea sysem

The administrator right gives the attacker accesdds and
applications and can install a backdpor .siwch 2@, for
future access to the system

The attacker can also install a network sniffeshaff the internal
network traffic so that he will have most of thdanmation
passed around the network

After gaining root access, the attackescalates privileges to th
of the administrator

In order to crack passwords efficiently dkeatiaatenulsluasc
system that has a greater computing power
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C EH How does a Password Cracker
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To understand how a password cracker vgoikis better to understand how a
password generator works

Most of them use some form of cryptography

* Cryptostems from the Greek woldyptos

* Kryptoswas used to describe anything that was hidden,uotesk; veiled,
secret, or mysterious

« Graphisderived from graphia, which meanswriting

Cryptography is concerned with the ways in whicimoounications and data

can be encoded to prevent disclosuréhafir contents through eavesdropping or
message interceptigsitgLuoe3apIreTs arru onrerimttndgstvitat 'utiny
certain people can see the real message
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C EH How does a Password Cracker

Cartified = Ethicol Hocker WO r k (CO n t{il\/

Distributed cracking is where the crackeins the cracking program in parallel,
on separ#e processorsThecommonwayto do tHis:

Break the password file into pieces acrdck those pieces on separate machines

The wordlist is sent through the encrygiprocess, generally one word at a time

Rules are applied to the word aredter each applicatign..tha wardaggin comnua A inthata gl
password (which is also encrypted)

If no match occurs, the next wa is sent through the process

In the final stage, if a matchcours, the password is then deenteacked

The plain-text word is then piped to a file
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C EH Attacks- Classification
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The various types of attacks that a hacker perforongack a
passwod areasfollows:

e Dictionary attack
 Hybrid attack
» Bruteforceattak
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C EH Password Guessing
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Passvora’'guessimy attatkscan-pe-carrreu out niaywd
via automated tools

Conducting social engineering on the victim mayals
sometimes reveal passwords

Password guessing can be performed against alstgpe
web authentication

The common passwords used are as follows: root,
administrator, admin, operator, demo, test, webmgst
backup gutrst.trial.membear, nthviata br

[company name] or [known_username]

N
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CEH Password Guessing (contid)
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Most users assign passwords th at e
are related to their personal life, o= 203 g s o ginos.ane o
such as their father’'s middle e _
name, as shown in the screens S
ynup l_“ 'ylfﬂllr Y.ﬂ.tf-?!.l:l:wm Hal e A.Im.tly have @ 007 Sign In
S — ?f:‘ﬁ%“'f‘.‘:.‘:.
An attacker can easily fill out the [y — o
form for forgotten passwords ar e e
retrieve the same e el R
o thiame: | ot iyl maars =
. . . 1oge & Contark: [Engich - United Smies_ 3] ikt ol o s g cr
This is one of the simplest ways of oo B o[ d e =
password guessing o e '
| Do 9 Lninon Torm (Poad z
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C EH Query String
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The query string is the extra bit of data in thellLter the
gueston mark (?)thatisuseal to passvariables

The query string is used to transfer data betwdiemtcand
server examnd

http://www.mail.com/mail.asp?mailbox=sue&companys#20c
omSue's mailbox canbe changal by changngthe URL to:
http://www.mail.com/mail.asp?mailbox=joe&company=<&i?0c
om
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CEH
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Cookies are a popular form of
session management

Cookies are often used to store
Important fields, such as user
names and account numb

All thetfields canbe easly modiiled
using a program like Cookie Spy

EC-Council

Mumber of Cookies Found: 113

Where they came from:
1128.242. 232 142/

Date Installed; 12/26/2002 5:16:05 P
[rate Erpirez: 1242642002 51606 P

Cookie Life: 0 pear 23 howrg, 0 minutesz, 1 second

About M ailing List Cloze
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Dictionary Maker
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i Dictionan:

| File: Status:

; | C:\dovinlnads'H-MDictianaries. zin Size [hytes) J24455
[Create I Load... | [Eloze | Cave. | Size [wordz): 106187

— Dhichionary charset; -
Ial:u|:defghiiklmnnpqrstuvwwz&ﬂ COEFGHUELMMOPORS T LW Z 355555 cectedsi o000t 5 aiiunplib s A8 a8

— Filez bo process: — Options:
:l [¥ Case register Clear results |

— Results:
Current file name: H-bDictionaries. zip

Current file zize; 953957

Tatal words: 70540

;I Checked words: 47436
sddiies | [ Clearli | Start Cancel ||| Work speedt  Processing...

— Progress:

I About

|Processing... i

This tool can buildjour own dictionaries to create word lists
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CEH
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Password Cracking Toc
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C EH Password Crackers Avallable

Cartified = Ethicol Hocker

LOphtcrack RockXP

John The Ripper SnadBoy

Brutus WWWhack

Obiwar Passwordsta

Authforce Atomic Mailbox Password Cracker
Hydra Advanced Mailbox Password Recovery
Cain And Abel Network Password Recovery

RAR Mail PassView

Gammgrog Messenger Ke

WebCracker MessenFass

Munga Burga Password Spectator Pro

PassList R
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Cartified = Ethicol Hocker

LC 4 is one of the most popular
password crackers available

It recovers Windows user
account passwords to acce
accounts whose passwords are
lost or to streamline migration
of users to other

authentication systernr

EC-Council

e Mew [rgoit T el

LOphtcrack (LC4)
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D ctorae 8 etw Hobsd Crack

FF Epshis | Chaeis i pepend

'I Characias k sppand

I Comsnor etar rubsehdotm | rasch 1lowd]

T har D ichonmp/Brota Hpgwd Chack: feciz b parssards st ars vesstor of tha sosdrin
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S0 P L
FHGFTEAEEE
33 TEALEE
TR TEAEEF

carsaTra
W TEALEE [

1 B A0

=10 ]

- s i s w2 -
—JTAs tutsl !
___ﬂ:-.‘-.l_n'uugf
— hakninf

i Do

R Pl

et J:-u."..l. e LI B
itim= x

__t_JE'EJHE.E:J_

bz _dalt

_Ewrrantk Lezk
______ Eaxcate

—
__Lnill_uilg{
lHﬂlhlﬂ-HllLa

------- HRARE |

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioibéd




C EH John the Ripper

Cartified = Ethicol Hocker

John the Ripper is a password cracker
for UNIX

John the= Roprer Wepsion 1.0 ALPZA O Covyrdcht (o) 1990 by lolaz D=oigoer
. . Cmage: Zchn [Zlags] [pasewdl fil=z’
It combines several cracking modes
5 2 Flage; =rufileisfizze, il srecify pasawd file's) ‘wildserds allcwed)
one program and IS fU”y Conflgurable -voEdLilzig + -grdin wcrdlian modsz, wcrdz from <Iller or stdin
g T cable rulea for vordlist wode
-incEerenTal [ =macer] ent icde [u2ing ‘chi.ins entey <mcder]
-zingle L e o=
John can crack the : from <f1ler]
0 akac i ; Till 7€ oUerUEitTaY
following password : i
ciphers:

« Standard and double-length DES- : e x
based i brotimicy 2 acacion aftcr a period
liat each woEd
» BSDI's extended DES-based Feep  guict :
» FreeBSD's MD5-based “TRRRTER ~nHkRsh
« OpenBSD's Blowfish-based
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C EH Brutus
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Brutus is an online or remote password cracker

It is used to recover valid access tokénsually a user name and password) for a
given target system

Features:

Multi-stage authentication engine 60 simultaneous te
connections

No username, single username, and multiple usex mamaes

Password list, combo (user/password) list andgaorable
brute force modes

Highly customizable authentication sequences
It loads and resumes position

Imports and exports custom authentication typ &ABsfiles
seamlessly

SOS proxysupportfor all authenticaton types
HTML Form/CGI authentication types
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Brutus: Screenshot
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¥ Brutus - AET2 - www. hoobie.net/brutus
File Tools Help

Taiget [17216.105.1 " Tupe [HTTP (Basic auth) 7] | Pause | Step | Eiear
—Connection Dptions

Port [0 Cannections ) 2mms 30 Timeowt [0 FleFios, Do |

~HTTF [Basic) Options -
Method [HEAD =] ¥ Keepdlive
— futhentication Options
¥ UseUsemame | Single User  PassMode [Bute Force =] [Rangs | [Diitiied |
UserlD |admin HFDWSEl P lwnrds.t:-:t Erc-wsel

Positive Authentication Results

Target | Type | U =zerrame | Pazzimard I

[nitializing: ..

Target 172161051 verified

Brute force will generate 11881376 Pazzswords.
| M i number n:nf authentlcatlnn attempts will be 11881376

‘Engaging target 172161051 with F
] 9% | Tireotl et Aulfisen Thiotle Sk kil
11168793 L:admin P:afuz) {501 Attempts per second E stimated 5:56:41 remaining v
) Copyright © byEC-Council
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C EH Hacking Tool: Obiwan
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Obiwan is based on the simple challenge-
response authentication mechanism

This mechanism does not provide for
intruder lockout or impose delay time t
wrong passwords

Obiwan usesvordlists and alternaionsof
numeric or alphanumeric characters as
possible passwords

EC-Council
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C EH Hacking Tool: Authforce
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\
ol

F
Authforce is an HTTP basic authentication brute &rc (

Using various methodgdt attenpts to brute force user
name and password pairs for a site

It is used to test both the security of a site amgrove
the insecurity of HTTP basic authentication based o
the fact that users usually do not choose good

password:
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C EH Authforce: Screenshot
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C EH Hacking Tool: Hydra
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Hydra suppots seveal orotocdslike TELNET.

FTP,HTTP, HTTPS, LDAP, SMB, SMBNT, MYSQL,

REXEC, SOCKS5, VNC, POP3,IMAP, NNTP,

PCNFS, ICQ, Cisco auth, Cisco enable, Cisco AAA

Through the paralyzing feature, this password
cradker tool canbe fast deperuingon ttie protoca’

This tool allows for rapid dictionary attacks and

Includes SSL support

EC-Council
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C EH Hydra: Screenshot
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il Quit

Target | Passwords ]Tunlng ‘ Specific i Start l

rOutput Options

| " Use SSL

[ Show Attempts

Target
() Single Target 127.0.0.1 ____ _ _
o=m HydraGTE
(" Target List e Quit
| Target Passwords ‘Tunlng 1 Specific l Start I
L 0 T Username:
Protacol ‘hF‘ (¢! Usermname testuser

(" Username List

Passwaord

" Password

(¢) Password List ‘.-"tmp*passlist.txt

Colon seperated file

hydra 127.0.0.1 fip - yourname -p yourpass

[T Use Colon seperated file |

EC-Council

I Try login as password [ Tr'_.r empty password:

|h1.rdra 127.0.0.1 ftp 4 testuser -P /tmp/passlist.txt -& ns 2l
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C EH Hacking Tool: Cain & Abel
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Cain & Abel is a password cracking tool for
Microsoft operating systems

It allows easy recovery of various kinds of

passwords by sniffing the network, cracking

encrypted passwords using dictionary, brute force,

and cryptanalysis attacks and so on R !

It contains a feature called APR (ARP Poison
Routing), which enables sniffing on switched LANSsS
by hijacking IP traffic of multiple hosts at thema
time
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C EH Cain & Abel: Screenshot
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Fil= Yiew Corfigure Took Help
aHhoES + By mEE20%22 07 0L

& Decoders | ¥ Netwark =niffer {af Crackes Traceroute  |FE ccou U4 Wielsss
)

I ﬁ Cached Passwords Adapter GUID | Descr | Tvpe | 5... | Passwced | Hexx
ﬁ.ﬁr:-:ncl:ev:_ Shovage MREIESIa4-G885.,, U5, Rebali.,, WERS4D T, EE4&RsE
ﬁ LS4 Sacraks {SE1ER134-9855,,, LS, Fobati.,, WEP-1D i Do 332l
2% Yireless Passwords JSEIEA134-9855.., L5, Rokoti.., WEP-40 Tt BE44352211
[E7 Passwnrds

Dlup Passwonds
fe= Edit Baxes
i@ Enkerprise Manager
¥ Credentisl Manager

§ Windows Mal Pagswords

2 Wireless Passwords

Lost packets: 0%
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CEH Hacking Tool: RAR
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RAR program is intended to recover
lost passwods for RAR/WinRAR
archives of versions 2.xx and 3.xx

The program crac passwads by
brute force method, wordlist, or
dictionary method

The program is able to save the
current state

Estimated time calculator allows the
user to configure the program mc
carefully

EC-Council

ERAR Password Recovery ¥1.1 RC5 - Unregistered =, ]: i }_J
i 2 L ouy '("f -
S . oyl v
Stop Help Register Exit:
— Encrypted file name:
| |C:iPragram Files\InteloretRAR-PR\example.rar
Attack method: Statiztics
Brute-force attack Tatal passwaords : 866435
Checked pazswords 23570
: — : Current length : 3
Bruteforce | Booost-Up Englne] chtlnnary] Dptmns] Average speed 4EET pswisec
eyl Current p:assword: 1we
= Elapzed time : Rz
= Femaining time ; 3m
=l ——
=T 1334 - RAR Pazeword Recovery w1.1 RC3 intislized J
15:34 - Unregistered version!
Allowed Characters 15:35 - 'example.rar' succesfully loaded.

1535 - Opening C:. example rar

15:35 - Detected RARMINRAR v2 x encryption...
1535 - Brute-farce intislization..

15:35 - Starting...

15:35 - Current pazsword length is 1

15:35 - Current password length is 2

15:35 - Current pazsword length is 3

1 X X1 X %] A

i = |

R&R Pazsword Recovery +1.1 RCA Unregistered
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C EH Hacking Tool: Gammaprog
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Gammapro is a brute force password cracker
web-based email addresses

It supports POP3 cracking as well

It provides for piping support. If the wordlist nanns
stdin, the program will read fromtdinrather than
from a file

It consists of Wimgate syport for POP3 crackig

Copyright © byEC-Council
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C E H Hacking Tool: WebCracker
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WebCracker is a simple tool that takes ¥/
textlists d user names ahpasswods &
and uses them as dictionaries to
implement basic authentication
password guessing

Huip

‘) Options ) Results
= =

Fin Edd Frorsd Vas  fsn
[f vou can enter userspass cominacions 11ke-this; =
USEr e fasswird

{ame=; bond

# whan tha Mi1a 15 used as a username F1le. 1t wil]
# and of coorze AF used &= m paszeord File, 4% w11

It keys on the "HTTP 302 Object
Moved"' respnanse ta indicate success
guesses

# =pacial thanks o shadowCasT fof thasa:
%

It will find all successful guesses given
in a user name/password
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C EH Hacking Tool: Munga Bunga

Cartified = Ethicol Hocker

EC-Council

Muniga Bunga's HTTP Brute Forcer - Yersion 1.0.3 {Build 3)
File Process ©ptions  Help

arne ko brute farce

resume with
W Con't ety p
E D't pr

nhtinlie brute force
nurnber...

I.i [' IEI r'it F-I[I'I I

pjiel

Farmn Method |

Statuz: Inactive

It's a brute forcer, which uses the HTpRotocol to establish its connections
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C EH Hacking Tool: PassList
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PassList is another character-based password gearerat

[ PASSLIST.TXT - Note =10f x|

ctarwars!
starwars”
Starwars#
starwars$
starwarsi # % % % Passlist.txt generator for Brute »= = * =
Starwarsé
starwars'
starwarst
starwars)
Starwars®
starwars+
sTarwars, Enter the maximum number of random characters per password: 2

starwars-

ctarwars Generating passwords —————————————
Y Please wait.

starwars,/ 2 Process ended
starwarsno

"The truth is out thepe"

Do you have a fixed heginning? <Y/W): y
Enter string: starwars
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C EH Hacking Tool: SnadBoy
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http://www.snadboy.com
"Snadbo Revelation *1uNTSNIACK DT TS TE I TSK MINTESSVOS Muf sty
plain text passwords

% snadBoy's Revelation ) 0] =]

'‘Circled +' Curzor AT :
Bt o eve ol s Wi | Check For Lpdate I Bhbolt ] E =ik ]

T ext ob"Window Under 'Cireled + Curzor [if available] Copy ko clipboard ]

& Status Length of available text: O
Revelation idle.

v RBeposition RBevelation out of the way when dragging 'circled + I Alwavs on top
I “wihen minimized, put in System Tray [ Hide 'Howe ta' instructions
How to

11 Left click: and drag [while holding dowen the left moluse Button] the 'circled +'

21 Az pou drag the 'circled +' curzor over different fields on vanoos windows, the textin the held
under the curzor will be dizplayed in the 'Test of Window. . ' bos

31 Releaze the left mouze buttan when pou have revealed the text pou dezire.

FOTE - 1t the tield containz text hidden by astenzks [or some other character]. the actual text will be
ghown. |h some cases the text may actually be asterizkz.

FOTE - Mot all of the fieldz that the cursor paszes over will have test that can be revealed. Check
the ztatus light for availability of ket

Bright green = text available [See 'Length of tex=t" in Status areal
Eright red = no te:dt available
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msn" . Messenger

Tap hara to sign in \_/)
‘ !

c EH Hacking Tool: MessenPass
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MessenPass is a password recovery tool that retieals r
passwords of instant messenger i &/

Vi
mrEE
Baswmard:
| ST

MSN

Rpwwankier ry [0 B pessmord

lelies Goode Talk o O

Messenger Messenger : E
ﬁ MessenPass E]@ o
File Edit VYiew Help
O 5 [# A
Software | Protocal | Lser | Password LI le.
@ Miranda MSN Messenger iz a@hotmail . com miclaveperzonal ;_a Li
Save Selected Ikems Chrl+3 o o ot et
Copy Selected Ikems Chrl+C
-

HTML Report - All Tkems '\.‘% e
HTML Report - Selected Items =
jul -\‘_

EC-Council

Froperties

Refresh

Alt+Enter

FS

1 account(s)

All Rights Reserved. Reproduction is Strictly Prioibéd
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C EH Hacking Tool: Wireless WEP Key

Cortified = Ethicnl Hocker P a-S SWO r d S p

% Wireless WEP Key Password Spy o ] 4

é’g Chck "Find Wirelezz WEF Kepz" to locate and decode all stared
A Wwireless keys that have ever been acocess on this computer. Find ‘“Wireless \WEP Keys |

WEP Keys Found On Adapter {DDD57180-6874-48DD-B33F-ES540CDESC7OA} ﬂ

Connection Name: linksys
Encryption Level: WEP-40
WEP KeyfPassword: 3b40cdZaes

Connection Name: FranksBar
Encryption Level: WEP-104
WEP KeyfPassword: 1234567890123

Connection Hame: NETGEAR lI

—Ethcmct Card Infa Spy
Linksys Wireless-G USB Metwork Adapter with SpeedBooster - Packet Scheduler Miniport
Total [.B] Received : 180,693 Total [FB] Sent : 183,734 Crown Mo @ Up Mow @
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c EH Hacking Tool: RockXP
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RockXP allows you to retrieve your XP prockt key that you used when you installed
Windows XP, as well as kgs for other Microsofproducts

This can come in very handy if you need tostall but have misplackor lost the CD cover

with the serial

sticker

In addition, the program also lets ysave the product activation to a file

# RockXP 4.0 by Korben

Welcome  Windows key ]Internet Access | Syskem's passwords | Generate Password ] About ]

Software @
Product key

Serial number

(@

N

Retrieve your key

T % This Feature allow vou to retrieve serial numbers of all Microsaft
. applications installed on wour computer
L)

|Miu:r-:-sc-ﬂ: Windows =P j

|G9KWG—CMC8K—KX9HW

|55277-0EM-001

Yerify key walidity 3can...

Change yaour key

Enter vour new P key and click on the button,

Scan berminated,

EC-Council

Todify

Backup activation files

‘Warning ! This tip works only after a
‘Windows reinstallation {without any
fFormat), To avoid Windows xXP
Reactivation, you just need ko save vour
WPA.dblin a secure place {ie: on a CD) by
clicking on the below button,

To restare vour ackivation, wou just need
to reboat in "safe mode" and o copy
backiped Files (by RockXP) in
WindowsSystem32 and
Windowssystem32idlicache folders, and
reboot computer,

Backup activation Files
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C EH Tool: Password Spectator Pro
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Password Spectator is [
software that views the
actual password behind the

asterisks

ed? Please login

/ Password Spectator 3.20
File Interface Help

test@yahon com ,? Always on Top

sesesesees 1 Login |

View paszwand:
1. Open the window contaming the pazsword

[ keep me signg ;‘-g
| Ef o the Ctil key
Paseword foursd: e pointer bo this password
rnousse button
.I |mypas:&wcﬂd ]
i Llose | | Lopy ‘ ReFog Software
| 4 to post reviews for S0fWerewersearerareroooss
| 1 email address for verification. Wweb: it A s rehog, com
ion is shared with others, and it is NOT used to s{ = Suppoit suppost(@vefog.com

AN nights reserved

u use must be valid, since we will send a confirm3 FREEWARE! H em:
| e able lo aclivate your account.
It WO r kS Wlt h ap p |IcatIO n kept confidential and will MOT be poasted with yaurn = "?f: > &
¢ |2 | @
. or companies that have a product listed at SnapFi
passwords, as well as with | e emain e
web site passwords
_ Copyright © byEC-Council
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CEH Tool: wwwhack

Cartified = Ethicol Hocker

WWWhackis a brute force utility tha
tries to crack web sites guarded by a
web access password

This utility can use a word file or try all
possible combinations

It attempts to find a combination of
username/password that is accepted by
the web serve
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C EH WWWhack: Screenshot
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EC-Council

File Options . Tools  Help

f 129.168.0.1

URL: http:{f129.168.0.1:443}
Connecting to 129.168.0.1:443...

=0jx]

| CARS fNUM [OVR
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c EH Passwordstate

www.clickstudios.com.a

Cartified = Ethicol Hocker

Passwordsta is a wel-based solution for tracking bo
personal passwords for individuals and shared passWsts
for teams

Features

Tracks personal and shared password
Encrypts all passwords within the database
Has reminders for password resets
Inports and egortspassword lists

) Copyright © byEC-Council
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C EH Passwordstate: Screenshot
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Fle Edi Miew Favaikes Tools  Belp i
. . vy B " N N A L
o Bk = o I Search Favorkes & il gL [ el ad Urks 4] ok Studes (8] Home Thestre Centre
¥ e G0
: 1l '--r.:
[} |% Aederd s
HOME Lagged In a3 ¢ Jahn Milas &
= Welcoma o passwordetate
My Parswords au hava '34' passwords that need resetting
Shared Password Lists
Adminlstration SHARED PASSWORD LISTS HOSTATISTICS
Blgpend Dialup Accounts Tokal My Pazswords: 4
EQL Databasas Total Ehared Password Lists; 3
Dormain sdmin Tatal Shared Passwardst 129
Humbar of Users 1 &
& MY PASSWORDS TO BE RESET SHARED PASSWORDS TO BE RESEY
suhil
phubs
irnilas_vpn Ebung 4
Bchap
bllau
Foag
| Srand
drnat
afeld
Srmill
L
foe AU PReBIRY =
£] bone S Local inkranet
Copyright © byEC-Council
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'dl: H Atomic Mailbox Password

Cortified  Ethicol Hocker Cr a- C k e r

Atomic Maibox Passwad Cradker is capale d recoveringost
or forgotten mailbox passwords for the e-mail ctethat work
with mail servers using POP3 and IMAP4 protocols

It recovers the password from the most popular ekma
programs such as Outlook and Outlook Expr
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dl: H Atomic Mailbox Password

u mB% Cracker: Screensh

" Atomic Mailbox Password Cracker - DEMO VERSION

sori i - Password Successfully recovered
| Username Congratulations! vour password is now successtully
restored, Please copy the password to Clipboard or
John.Doe rermermber it
Passward Lzername :
o e o e o ke e Login
Password .
B Passwaord

Femember to restore ariginal "FPOP3 mail server”

& Click Back ta return

[ Help l < Back Cloze
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C EH Advanced Mailbox Password

e RECOVEry (AMBPR

Advanced mailbox

password recovery

recovers login an
password information for
most popular email clients

»

EC-Council

It includes POP3 and
IMAP server emulator that
allows to get POP3/IMAI
password from any email

client
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'dl: ' Advanced Mailbox Password

e RECOVEry (AMBPR): Screensr

# Advanced MailBox Password Recovery

M ail zerver emulator [auto mode)

Recovery
—— IJze thiz steps to obtain uzemame and password of your fasvourite Email client:
| e 11 Add new server [if one doesn't exizt] ta the lizt below
*33? 2] Click ‘Connect' to ermulate theze servers
3 Berun [often not required] your Email program and receive mail
- Servers [ Add zerver ]
e [ Remove zerverz)] ]
| Loadist |
= [ Save list ]
; i
Seszion log
Y aiting for IMAP connection. .. ~
Opening POF3 zeszion... [28-04-2004 03:37:171)
@ Azzigned socket paort; 110
W aiting far POP3 connectian. .
Starting POP3 seszion...
Connected...
Sending answer...
ﬁ Got login name: #as @ e
E"" ot pazsward: B oo 3
o ) e ][

Optiohz
Help

Exit
Ready
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c EH Tool: Network Password

Cortified  Ethicol Hocker R e CO Ve ry

Networkpassword recover utility recovers all networkasswords stored
on the system for the current logged-on user

Features: d

Recovers login passwords of remote computers on yo
LAN

Recovers passwords of mail accounts on exchange
server (stored by Outlook 2003)

Recovers password of MSN Messenger account

InterneExplorer7: Recovergpasswods of passwod-
protected Web sites

) Copyright © byEC-Council
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CEH

Cartified = Ethicol Hocker

Network Password Recovery:

Screenshc

ﬁ Network Password Recovery
File Edit

WiE

Help

= 2 B3 B oa) A

=10 x|

Item MName Tvpe Lser Passwiord
= X107, 165,5.35 Damain Passward syl admin by U7 TRFS
Serverds Ciomain Password Seryver0S User0]l GEgRS1
Server0s Diomain Password dornainnirsoft by 1EREFES
1| | b

3 itemis), 1 Selecked
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C EH Tool: Malil PassView
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EC-Council

Mail PassView is a password-recovery tool that edse
the passwords and other account details for
following email clients:

Outlook Express
Microsoft Outlook 2000 (POP3 and SMTP Accounts 0

Microsoft Outlook 2002/2003 (POP3, IMAP, HTTP &MTP
Accounts)

IncrediMail

Eudore

Netscape 6.x/7.x

Mozilla Thunderbird

Group Mail Free

Ydnoo! Mall - If the passwad is savel in Yahoo! Messenger
application

Hotmail/ MSN mail - If the pas®md is saved in MSN Messenger
application

Gmail - If the password is saved®mail Notifier application or by
Google Talk
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C EH Malil PassView: Screenshot
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i Mail PassYiew
File Edit ‘iew Help

o3 e

Mame ¢ Application Email Server Tvpe User Fassword
] pr, Bean Eudora mrbean@mrbean.cormn 10.10,10,10 IMAP bean BlueCar
B Mir Sofer Cwuklook Express  nirsoft@abcdefg.com mail. abcdefg.com POP3 nirsaft 126abf 1P
4] R ainbicw Incrediiail rainbowa@tesk, com 192.1658.12.12 SMTP Fainboy kornado
5 Test Lser Incrediiail testimtest, com 192.165.10.10

(& BigDogsea
4| |

4 ikemis), 1 Selecked
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CEH Tool: Messenger Key
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Messengekeyprogramrecovergpasswods for | CQ,
MSN, Google Talk, and Yahoo! instant messengers

Features:

Supports all versions of Mirabilis ICQ startinghMiCQ 99
Supports Mirabilis ICQ Lite

SupportsMSN Messengeand Yahoo! Messenger
Supports Google Talk

Has password recovery engine through which aBwards
are recovered instan

Supports multilingual passwords
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C EH Messenger Key: Screenshot
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'f: Meszssenger Key - Password Recovery for MSH Messenger. ..
File Edit Help

5 . B

Hecover Suppart

M5SM Mezzenger passwords =

johin_zmith@hotmail. com pazsward: [sunmypday] [no brackets] < Copye

Click. Mext to start again

[

Heady
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CEH Tool: sniffPass
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SniffPass is a tool that listens to your networlkpteaes the passwords
that pass through your network adaptend displays them on the screen

Instantly

It capturesthe
passwords of the
following protocols:

EC-Council

POP3 \
IMAP4

SMTP

FTP

HTTP )

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioibéd




C EH SniffPass: Screenshot

Cartified  Ethicol Hocker

%% SniffPass
File Edit Mew Options Help

[= |
In... Local Address Femokte Addr... oo User Password

@ 1 192, 165,0,1 192,168,39.5 nirs Ju sl
@z 192,165.0.1 192,165.4.3 userll jdie748
@ 3 192, 165.0.1 192,168.7.1 niitsiof 123456

4
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Security Tools
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CEH webPassword
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WebPassworis a program that protects your web pages\
password (HTML password protector)

Unauthorized person will not be able to view its tamt without

having a correct password, eitheranowser, or as an original HTML
source

Features

 Uses strong crypto algorithm
* Protected pages could be placed on a web sereMD/ar hard disl
 E-book compiler allows to create password-proteetbooks
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WebPassword: Screenshot

EC-Council

@ 1-2-3 Web password

j C:ATempfiles\K.CB\htdocs'wisitorcenter. himl @ C:ATemphileshCBA i
j C:ATempfileshk.CB \htdoczhnl1-00, kil \ﬁj C:ATempfileshkCBA y|
j C:AT empfiles\K.CB\htdocs\permits. himl i oA
j C:ATempfilez\ . CBMhtdocspermitzprint. html J
J C:AT empfilessk.CBYhtdocsprivacy. html

j C:ATempfilez'F.CBYhtdocs\sunsetpark. htrl

| | 2

Save list to... 1 Open list... J Add list fru:um...]
Pleaze drag-and-drop html documents you want to Claariat
protect from the explarer onto this screen

What do you want to do with theze pages?

™ Pratect them [encivpt] ™ Bemove protection [decivpt]

ﬁ 1-2-3 Web password

FReady to gol Where do pou want me to place the rezult pages?

f* 5 ave protected [encrupted) in the specified directon .

CATEMPFILES Browsze. .

¢ Upload pages directly into my server [via FTP protocal]
destination URL including target directony [for example:
rypzerver, corndmydi)

LEEl hame IZIEISSWD[CI

| |

[T Femember FTF passvord Do NOT use if an anauthorised person
May ACCess Pour computer]
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C EH Password Administrator
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Password Administrator is a secure password anduadcmanage
that enables you to store all your sensitive logingl account
iInformation in an encrypted database

— Features:

Database search

Login reports

Import/ export

Password expiration
Built-in password generator
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C EH Password Administrator:
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¢ Password Administrator - test @

File Edit Yiew Groups Passwords Help

,

I'.;J [ GROUPS | [ PASSWORDS | \} E;B [L{l:ﬂ [@ [@;] Q 55>

|app J{eoit] | ADD ]| DEL |

Open Generate Reports  Oplions Log Find E =it
Search o | Description Info l Notes | 7 History |
] Banking / Investing Amazon ID @
] Email Accounts eBay ToaTeites
] Misc Accounts =
] Shareware Password 9]
_] ‘Web Discussion Boards rrae
00 388 Date Expires ﬂ Date Assigned
July 22, 2005 v July 29, 2004 -
E-mail
test@webattack.com 4]
SnapFiles Pro 358 wWeb Address
wawnwLgoogle.com

Web Address 2

1D 2

| Kl | [¥]

I.3 itemns in 'Web Sites f Unregistered Evaluation - 30 days remaining
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C EH Password Safe
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Password Safe is a password
managelithat protedsyour senstive
information with the TwoFish
encryption algorithm

It enables you to store all your
passwords in one or more encrypted
databasesand accessethemwith a
master password

It allows you to manage your old
passwords and to easily and quickly
generate, store, organize, retrieve,
and usecompexnewpasswods
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C EH Password Safe: Screenshot
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=] - -

E. Password Safe - C:\tmpidem... |- |

R—

E . Password Safe - C:\Users\snapfiles\Docu... | — |[ & |[s5a]
File Edit View Manage Help
B 0N B8 Vd s 9

D E"? E P U ﬁ '{Il:' %& l":#? E@ --DEredilEasds

File Edit Mew Manage uélp

B2 Amnazon [Bookiv/om) L s
B =Bay [JoeSmith] B Amazon [joetester]
-2 emall accounts B Digg [jostester]
- 0 finance B eBay [joesellerd5E]
#--2 |ngurance .
Copy Username to Clipboard
Copy Password to Clipboard
Copy Notes to Clipboard
Browse to URL Ctri+L
Edit Entry Ctrl+Enter
Delete Entry Del
_ _ . Rename Entry F2
http: ffpasswordsafe, sourceforge. net | JOUBDIE-L kL Of Perform Auto type Ctri+T
Duplicate Entry Ctrl+D
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C EH Easy Web Password

Cartified = Ethicol Hocker

Easy web password enables you to
passwod proted your web pages
without the need for any server side
software or scripting

It can select the pages to the

protected, set up user accounts and
passwords, and generate password
protected version of your HTML files

It works with HTML and text file and
IS compatible with all modern web
browser:
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C EH Easy Web Password: Screenshot
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ﬁ Eazy ¥Web Pazsword

Project Help

=EH @& 7

Select Files !UserfF‘asswurd | Options | Lock |

| add files... | |!—‘«dd folder,.. | | Rermove file | | Remove Al

FileMarne | Size | Path ~

&1 acctest.htm 20 KB El'sapidhacctest.htm
r’j&jactivex.htm SKE  Flsapidhactives.bitm
s?jallapp.htm 18 KB Fisapidhallapp. bt

' 3 KB Flsapidhanswer.htm
2KE  Fihsapidthapidoc it
S KB Flsapidtaudindes.btm
JKBE  Rlsapitiaudiosd.btrm
1KEB F:sapidibasiccrnd bt
:é}hagicttz.htm 1KB  Fisapidibasictts.btm
&1 build. htrm 4KE  Fsapibuid.htm

:gy burger.htm 1KE  Fl'sapistiburger.btm
@lcheckmic.htm  2KB  F\sapidlcheckric. bt

;Sﬁjaudinsd.htm
& basiccrmd

Eimllect.htm 10 KB  Fsapidicollect.bitm

& coalhtm JKB  Fiisapigicoolhtm

@cunlmc.htm 2ZKB  Fisapidhooolcnc, btm

-\.:-'nnl i - =AM Fa e A ==l i— - i

et Exit
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C EH Passreminder
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PassReminder is a secuyassword
manager that allows you to maintain an
encrypted database, containing all your
passwords and login informati

Features:

Include import/export options
Clipboard security
Passwon generaor
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C EH PassReminder: Screenshot
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& PassReminder 0.6.1 - C:\Documents and Settings\VAIO\My Documents\def... E@
File Edit Window Help

4

= = EE e B E
(2] shopping SErvice User Password URL
ffi FTP accounts

@ Email accounts
# Recycle Bin

fs Bmazon joe i WA, AMAZ0N.C. ..
ta BRH johndoe ek bokek wianay, bhphotoy,

joetester R v, ebay . com
£ Add Enkry Insert
=] View Entry
“E| Edit Entry Enter
¥ Remove Entry Delete
=| Duplicake Enkry Ckrl+D

Mowe

&' Search Ckrl+F

=| Smark Copy Chrl41C
=| Copy Password Ckrl+F
=| Copy Lser Crrl4+0L1

| Password Column - F12

Mew cell 'User' selected
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My Password Manager allows you
store all your passwords and logins in
a 256 bit AES encrypted database

It supports custom categories, web
links, and password expiration al
has built-in password generator

It creates backup copies of your
database, enhances security by wiping
the clipboard at exit, and auto-locks
the interfaceafterapenod of time
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c EH My Password Manager:
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E] Untitled - My Password Manager
Poject  View Folder Accourt Tools Help

x Title Login Password LURL
= | &l Folders '/ ummegoogle com Joe Tester i wiww, snapfilespro.com
__j Programs s eBay 1 ko W, ebay. com
= _‘ﬁInFe:net . Vol Amazon R
Y Weh Sites E
5 mail
) Miscellaneous Eolders =y web Sites v
Title google
Login Joe Tester
Paszword frikTn&453E1
LRL WWW.goodle.com
File/Progr am
4 .
Date Added | 6f 1/2004 v | Expired |[] v

Read#

Mote

OK [[ Cancel ]
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C E H Countermeasures
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Choose passwords that have at least eight chasacter

Passwords should have a combination of lower- angeunyrase

letters, numbers, special characters, etc.

Do not use words that can besdg found in a dictionary as

passwords

Do not use public information, such as social séggurumber,
credit card number, and ATM card number as password

Never use personal information as passwords

User names apasswods dhould be different
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C EH countermeasures (contid)
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Managers and administrators can enhance the sgafriheir
networks by setting strong password policies. Pasdw
requirements should be built into organizationalsdy

policies

Systems administrators should implement safeguerds
ensure thapeople on their gstems are usopadejuately
strong passwords

When installing new systems, make sure default wasds are
changed immediately
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C EH countermeasures (contid)
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The user can use the SRP prot:

« SRP is a secure password-based authenticatiokegnd

exchange protoc

e |t solves the problem of authenticating clientseiovers
securely, where the user of the client softwanewuired to
memorize a small secret (like a password) and carmaothel

secret information

EC-Council
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C EH What Happened Next
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It took 5 minutes for Ron to run 200000 words toiter force the ftp
passworc

Jason Springfield, an Ethical Hacker was callecbyiX Childrelief4u Welfare
Organization Jason inspects the log file of the web server amdsfa last
entry which showsthar i1og 1li'e wasdeleted. Jasonwassurerthar the atrtacer
had escalated the administrative privilege.

Jason tries different kinds of attacks such asibmary attack, guessing, brute
forceattac.

Based on the result obtained fronethbove attacks, Jason recommends the
following:

Integration of strong password requirent into the Organization’s security
policy

Ensuring that SRP protocol and keyehange protocol are implemented
Ensuring that no personal and eagjlyessed phrases are set as passwords
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C EH Summary
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Authentication is the process of checkingtidentity of the person claiming to be the
legitimate use

HTTP, NTLM, egotiate, Certificate-based, fros-based, and Microsoft Passport are the
different types Of authenticatio

Password crackers use two primary methodsiémtify correct passwords: brute force
and dictionaryseartes

LOphtcrack, John the Ripper, Brutus, Obiwanc. are some of the popular password-
craking tods avalable taday

The best technique to prevent the crackingad$swords is to have passwords that are
more than eight characters long and to incorpougtee- and lowe-case alphanumer
as well as special characters into them
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Copyright 2005 by Randy Glasbergen.
www.glasbergen.com

GLASBERGEN

“Information security is a big deal at my office
so sometimes we have to communicate in code.
We have 37 different symbols for the word ‘jerk’.”
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Copyright 1996 Randy Glasbergen.

wivw.glasbergen.com

“Sorry about the odor. I have all my
passwords tattooed between my toes.”

EC-Council
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Copyright 2004 by Randy Glasbergen.
wwww.glasbergen.com

“I shut my eyes when I need to remember one of my
passwords. I have them tattooed inside my eyelids.”
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