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Scenario

Bryan was a network administrator with top-shoppy.com, a 
small online shopping portal. He was an expert on Windows 
Platform but lacked in other OS. Due to strategy changes the Platform but lacked in other OS. Due to strategy changes the 
portal was shifting from Windows to Linux systems, and 
because of time and human resource constraints Bryan was 
entrusted with the responsibility of installing Linux in their 

 Whil  i lli  Li  B  l d d f l  systems. While installi ng Linux, Bryan selected default 
options as he was not familiar with the kernel components 
of Linux. Within a week, the portal was hacked and their 
systems were taken off the Internet                                                   systems were taken off the Internet.                                                  
What went wrong? 
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Module Objective

This module will familiarize you with:

• Linux
• Basic Commands in Linux

y

• Linux File Structure
• Compiling Programs in Linux
• Linux Security

i  l bili i• Linux Vulnerabili ties
• Linux IP chains
• Linux Rootkits
• Rootkit Countermeasures• Rootkit Countermeasures
• Linux Intrusion Detection systems
• Tools in Linux
• Linux Security Countermeasures
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Module Flow

Introducing Linux Linux IP chains

Linux RootkitsLinux basic commands

Rootkits CountermeasuresLinux File Structure

Compile programs in 
Linux

Linux Intrusion 
Detection systems

Linux Security Linux Tools

Li  S it  
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Linux Securit y 
CountermeasuresLinux vulnerabilities



Why Linux

Majority of servers around the globe are running on Linux/ Unix-like 
l tfplatforms

Linux is easy to get and easy on the wallet

There are many types of Linux-Distributions/ Distros/  Flavors, such as 
Red Hat, Mandrake, Yellow Dog, Debian, and so on

Source code is available in Linux

Linux is easy to modify

It i   t  d l     Li
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It is easy to develop a program on Linux



Linux Distributions 
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Source: http:/ / distrow atch.com



Linux – Basics

Aliased commands can pose a Aliased commands can pose a 
security threat if used without 
proper care

Linux shell types -/sh, /ksh, 
/bash, /csh, /tcsh

Linux user types, groups, and 
permissions

Overview of linux signals, logging 
and /etc/securetty
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Linux Live CD-ROMs

A LiveCD is an operating system (usually 
containing other software as well) stored on a 
bootable CD-ROM that can be executed from 
it, without installation on a hard drive t, w t out sta at o  o  a a d d ve 

Knoppix Live CDs are widely used in the pp y
Linux community

It is completely customizable
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Source: http:/ / w w w .knoppix.org



Basic Commands of Linux: Files 
& Directories & Directories 

Everything is a file 

256 characters maximum 

They are case sensitive 

Extension not necessary 

Special characters 

• Begin with . (period) 
• Don't use / , ?, *, -
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/ , , ,
• Avoid spaces; use underscores instead



Basic Commands of Linux 
(cont’d)(cont d)

File system 

• Hierarchical tree 
• No drive letters 
• Starts at root with /  

• m an  

Getting Information 

• m an  [co m m an d]  
• W ith in  m an : 

• spacebar/ f = forward 
• b = back • b = back 
• q = quit 
• /  = search forward 
• ? = search backward 
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• n = repeat search



Basic Commands of Linux 
(cont’d)(cont d)

Viewing Files 

cat 
Display file to 

STDOUT 

m o re  o r le s s  
Display STDOUT 
screen by screen 

he ad 
View the first lines 

of a text file 

tail 
View the last lines 

of a text file 

cat [file] more [file] 
less [file] 

head file.txt = 
show first 10 lines 

of file 

tail file.txt = show 
last 10 lines of file 

head -25 file.txt = 
show first 25 lines 

tail -25 file.txt = 
show last 25 lines 
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5
of file 

5
of file 



Basic Commands of Linux 
(cont’d)(cont d)

Getting Around 

• cd . cd ~ 
• cd . cd .. 
• ls . ls -a 
• ls l 

Lin ux 
File

• ls -l 

Files & Directories 

• cp 
• cp file newfile

• mv
• mv file newfile

• mkdir
• mkdir [directoryname] 

• rm
• rm file
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• find 
• find /  -name *gnome* -print 



Linux File Structure

lrwxrwxrwx # owner group size_in_bytes last_modified_date_&_time filename.txt 
^\_/\_/\_/ 

| v v v 

| | | |

| | | World permissions 

| | | 

| | Group permissions 

| | 

| Owner permissions 

|| 

Type of file: 

= file 

l = link 

d = directory 

b = block device (disk drive) 

c = character device (serial port or terminal)
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Linux Networking Commands

• Command is mostly used for checking existing Ethernet 
i i  d IP ddarp connectivity and IP addressarp

• Command line tool configures or checks all network 
d / i fifconfig cards/ interfacesifconfig

• Summary of network connections and status of socketsnetstat Summary of network connections and status of socketsnetstat

• Checks the domain name and IP information of a servernslookup • Checks the domain name and IP information of a servernslookup

• Sends test packets to a specified server to check if it is 
di lping
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responding properlyping



Linux Networking Commands 
(cont’d)(cont d)

• Lists all existing processes on the serverps • Lists all existing processes on the serverps

• Lists the routing tables for your serverroute • Lists the routing tables for your serverroute

D l t   fil  l  b  iti  it  t t  shred • Deletes a fil e securely by overwriti ng its contents shred

• Traces the existing network routing for a remote or tracerout • Traces the existing network routing for a remote or 
local server

tracerout
e
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• The ps command displays all of the existing processes ps



Directories in Linux

• Binary files (executables) bin 

• System binary files (to be used by administrators) sbin

• Configuration files etc 

• Include files include 

• Library files lib • Library files lib 

• Source files src

• Document files doc 

• Manual files man 
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• Shared files share 



Installing, Configuring, and 
Compiling Linux KernelCompiling Linux Kernel

Download the latest kernel from www.Linux.orgDownload the latest kernel from www.Linux.org

Ste p1

• login as 'root' 
• 'cp linux-2.4.2.tar.gz / usr/ src/ ' 

Ste p1

• 'cd / usr/ src/ '
• Check the source of old kernel in /usr/ src/ linux
• Move the current version  'mv / usr/ src/ linux linux-X.X.X' 

as a backup for future useas a backup for future use
• 'tar -zxvf linux-2.4.2.tar.gz'
• Move new Kernel source, 'mv / usr/ src/ linux

/ usr/ src/ linux-2.4.2' 
• Create a link to it 'ln s / usr/src/ linux 2 4 2 / usr/src/ linux‘
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• Create a link to it ln -s / usr/src/ linux-2.4.2 / usr/src/ linux



Installing, Configuring, and 
Compiling Linux Kernel (cont’d)Compiling Linux Kernel (cont d)

Ste p 2  

• Configure the Kernel 
• cd to your kernel source directory in /usr/src
• Type make menuconfig if you prefer text mode, but xconfigType make menuconfig if you prefer text mode, but xconfig

is recommended

Ste p 3

• Go back to your command line and type: make dep for kernel 
compilation

p

• Clean all the files (.o, or object files) created during compilation

Ste p 4
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• Make clean



Installing, Configuring, and 
Compiling Linux Kernel (cont’d)Compiling Linux Kernel (cont d)

S  

• Create a bootable Linux image (actual Linux file)

Ste p 5

Create a bootable Linux image (actual Linux file)
• Make bzImage
• Make new modules for installation
• Make modules

Af  fi i hi  il i  • Af ter finishing compilation type
• Make modules_ install
• Move the BzImage file to the location of the kernel
• mv/ usr/ src/ linux-2.4.17/arch/ i386/ boot/ bzImage/ / / 4 7/ / 3 / / g

/ boot/ vmlinuz-2.4.17
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Installing, Configuring, and 
Compiling Linux Kernel (cont’d)Compiling Linux Kernel (cont d)

Ste p 6

• Locate the new file to linux boot manager LILO 
• Edit the file / etc/ lilo.conf , add these lines

p

/ / ,
• mage=/ boot/ vmlinuz-2.4.17

label=linux-2.4.17
root=/ dev/ hda3
read-onlyy

• Save the lilo.conf file
• Run the lilo program / sbin/ lilo
• Reboot the machine
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Installing, Configuring, and 
Compiling Linux Kernel (cont’d)Compiling Linux Kernel (cont d)
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How to Install a Kernel Patch

Download the Linux kernel patch from www linux org  Download the Linux kernel patch from www.linux.org  

Copy the downloaded kernel to /usr/src/linux directory 

Navigate to the downloaded directory cd /usr/src/linux

Extract the patch into the /usr/src/linux directory using tar, gzip, 
etc.

A file named patch-2.x.x or patch-2.x.x-yy should be created
in the /usr/src/linux directory

To apply the patch to the kernelrun patch -p1 < patch-2 x x
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To apply the patch to the kernel,  run patch p1 < patch 2.x.x
or patch -p1 < patch-2.x.x-yy



Compiling Programs in Linux

GCC is a command line based compilerp

It can be used to compile and execute C, C++, and Fortran code

Many Linux installations include a version of GCC compiler by 
default

You can download the latest version from http:/ / gcc.gn u .o rg

Most Linux hacking tools are written in C. When you 
download a hacking tool source, it will often be C or 
C++ source code. You do not need to know C++ 
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programming to compile a program



GCC Commands

¿ Here is a simple c++ code:
#include <iostream>#include <iostream> 

int main () 

{ 

td t << "H llstd::cout << "Hello, 
world!\n"; 

return 0; 

}} 

¿ To compile the above code:
gcc -Wall hello.c -o hello g

¿ To run the program:
./hello
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Make Files

¿ Read the program’s README or INSTALL file for instructions on how to 
il  th  compile the program

¿ Sometimes, the compile command for some programs can be very long 

¿ A Makefile is a command file for compilin g programsp gp g

¿ For example, assume that you have a graphics program called face.cpp, and 
that the compile line is:

• g++ -o face face cpp -L/usr/X11R6/lib -lm -lX11 -lgd -lg2g++ o face face.cpp L/usr/X11R6/lib lm lX11 lgd lg2 

¿ You would create a file named "Makefile”, and in it you would put the lines

• face: face.cpp g++ -o face face.cpp -L/usr/X11R6/lib -lm -

lX11 lgd lg2lX11 -lgd -lg2 

¿ Now to compile face, you would use the command:

• make or
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• make face



Make Install Command

There are four commands to compile, link, p
and install a program 

• ./configure (may not have this)
make
make install
make clean

The make utility handles compiling and 
li kili nking

make install puts the compiled binary 
file in the proper (/ usr/ local/ bin ) file in the proper (/ usr/ local/ bin ) 
subdirectory 

make clean cleans up temporary files that 
 d b  h  ili  d li ki  
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were generated by the compili ng and linking 
processes 



Linux Vulnerabilities

The number of unexploited vulnerabilities in the 
core Linux kernel is on the rise

The U.S. Computer Emergency Readiness Team, or 
CERT, reported that more Linux and Unix 
combined had more than 2 328 vulnerabilities  combined had more than 2,328 vulnerabilities, 
compared with 812 vulnerabilities for Microsoft 
Windows

Since the source code for any given Linux project is 
so widely circulated, it is available to every hacker in 
the world
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the world



Linux Vulnerabilities (cont’d)

V l biliti   d i   Vulnerabiliti es were announced in many 
packages, including: 

• apache, balsa, bind, bugzilla, cdrecord, cfengine
• cron, cups, cvs, ethereal (many), evolution, exim, fetchmail (many), 

fileutils
d  h t i t  lib   i  h l f  i t d  i t  KDE  • gdm, ghostscript, glibc, gnupg, gzip, hylafax, inetd, iproute, KDE, 

kerberos, kernel
• lprng, lsh, lynx, mailman, man, mozilla, mpg123, mplayer, mutt, 

MySQL, openssh, openssl
l  i  PHP  fi  P SQL  f d  h   b  • perl, pine, PHP, postfi x, PostgreSQL, proftpd, python, rsync, samba, 

screen, sendmail, snort, stunnel, sudo, tcpdump, vim, webmin, 
wget, wu-ftpd, xchat, XFree86, xinetd, xpdf, and zlib
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Linux Vulnerabilities (cont’d)
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Chrooting

Linux is an open source Operating System with many 
d idi diff i ivendors providing different security options 

Unlike other OSs  Linux is not secureUnlike other OSs, Linux is not secure

Linux is optimized for convenience and does not make p
security easy or natural

Th  i   Li  ill  f    The security on Linux will vary from user to user

Linux security is effectively binary: all or nothing in terms of 
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power. Facilities such as setuid execution tend to give way in 
the middle



Why is Linux Hacked

Linux is widely used on a large number of servers in the world, making it 
a ‘de facto’ backbonea de facto  backbone

Since application source code is available, it is easy to find out the 
vulnerabilities of the system

Many applications on Linux are installed by default so they are more 
vulnerable to attacks

There are many default installed setuid programs

There are many default installed daemons

• The admin must remove unused daemons
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• Change /etc/rc.d files and /etc/inetd.conf file



How to Apply Patches to 
Vulnerable ProgramsVulnerable Programs

Check the Linux distribution homepage e g  Redhat Debian  Check the Linux distribution homepage e.g., Redhat, Debian, 
Alzza, and so on

Go to the respective websites of the vendors from whom the user 
has bought the program and downloaded the patches
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Scanning Networks

Once the IP address of a target system is known, an attacker 
 b i  th   f t i  l ki  f  h l  i  can begin the process of port scanning, looking for holes in 

the system through which the attacker can gain access

A typical system has 2^ 16 - 1 port numbers with one TCP port 
and one UDP port for each number

Each one of these ports is a potential way into the system 

The most popular scanning tool for Linux is Nmap
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Nmap in Linux

Nm ap is a tool used for 
determining the hosts 
that are running and 
what services the hosts what services the hosts 
are running

Nm ap can be a valuable 
diagnostic tool for 
network administratorsnetwork administrators
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Nmap: Screenshot
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Scanning Tool: Nessus

One essential type of tool for any attacker, or defender, is the vulnerability 
scanner

These tools allow attacker to connect to a target system and check for such 
vulnerabilities as configuration errors, default configuration settings that allow 
attackers access, and the most recently reported system vulnerabilities

The preferred open-source tool for this is Nessus

Nessus is a powerful network scanner. It can also be configured to run a variety 
of attacks
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Nessus: Screenshot 1
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Nessus: Screenshot 2
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Port Scan Detection Tools

¿ KLAXON

¿ S l d¿ Scanlogd

• http:/ / www.openwall.com/ scanlogd/

• Detects and logs TCP port scans

¿ Scanlogd

• only logs port scans

• It does not prevent them

• The user will only receive summarized information in the system's log

¿ Psionic PortSentry

• http:/ / www.psionic.com/ products/ portsentry/

• Portscan detection daemon, Portsentry, has the ability to detect port scans 
(including stealth scans) on the network interfaces of the user’s server

• Upon alarm, it can block the attacker via hosts.deny, dropped route, or firewall 
rule
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rule



Password Cracking in Linux: 
XcrackXcrack

Xcrack finds any passwords that match words in the dictionary y p y
file the user provides, but it would not apply any combinations 
or modifications of those words

It is a comparatively fast tool

John the Ripper is another popular password cracking tool
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Source: http:/ / packetstorm .linuxsecurity .com



Password Cracking in Linux: 
ScreenshotScreenshot
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Firewall in Linux: IPTables

IPTables is the replacement of userspace tool ipchains in the Linux kernel 
and beyond  It has many more features than IPChainsand beyond. It has many more features than IPChains

Connection tracking capability is the ability to do stateful packet 
inspection

Simplified behavior of packets negotiating the built-in chains (INPUT, 
OUTPUT, and FORWARD)

A clean separation of packet filtering and network address translation 
(NAT)

R li i d i  d l i  biliRate-limited connection and logging capabili ty

The ability to filter on tcp flag and tcp options and also MAC addresses
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Firewall in Linux: IPTables 
(cont’d)(cont d)
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IPTables Command

¿ iptables -A INPUT -s 0/0 -i eth0 
d 192 168 1 1 p TCP j ACCEPT-d 192.168.1.1 -p TCP -j ACCEPT

• iptables is being configured to allow the firewall to 
accept TCP packets coming in on interface eth0 
from any IP address destined for the firewall's IP from any IP address destined for the firewall s IP 
address of 192.168.1.1

¿ iptables -A OUTPUT -p icmp --
icmp t pe echo req est j ACCEPTicmp-type echo-request -j ACCEPT
iptables -A INPUT -p icmp --
icmp-type echo-reply -j ACCEPT

• iptables is being configured to allow the firewall to 
send ICMP echo-requests (pings) and in turn, 
accept the expected ICMP echo-replies
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Basic Linux Operating System 
DefenseDefense

Linux operating system has a number of built-in protection mechanisms 
h h ld i b dif i h k l ithat you should activate by modifying the system kernel parameters in 

the /proc filesystem via the /etc/sysctl.conf file

Change the /etc/sysctl.conf to modify kernel parameters
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Basic Linux Operating System 
Defense (cont’d) Defense (cont d) 

#  File: / etc/ sysctl.conf
# ---------------------------------------------------------------
#  Disable routing triangulation  Respond to queries out#  Disable routing triangulation. Respond to queries out
#  the same interface, not another. Helps to maintain state
#  Also protects against IP spoofing
# ---------------------------------------------------------------

/ i / f/ ll/ filnet/ ipv4/ conf/ all/ rp_fil ter = 1
# ---------------------------------------------------------------
#  Enable logging of packets with malformed IP addresses
# ---------------------------------------------------------------
net/ ipv4/ conf/ all/ log_ martians = 1
# ---------------------------------------------------------------
#  Disable redirects
#---------------------------------------------------------------#
net/ ipv4/ conf/ all/ send_ redirects = 0
# ---------------------------------------------------------------
#  Disable source routed packets
#
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#---------------------------------------------------------------
net/ ipv4/ conf/ all/ accept_ source_ route = 0



Basic Linux Operating System 
Defense(cont’d)Defense(cont d)

# ---------------------------------------------------------------
#  Disable acceptance of ICMP redirectsp
# ---------------------------------------------------------------
net/ ipv4/ conf/ all/ accept_ redirects = 0
# ---------------------------------------------------------------
#  Turn on protection from Denial of Service (DOS) attacks#  Turn on protection from Denial of Service (DOS) attacks
# ---------------------------------------------------------------
net/ ipv4/ tcp_ syncookies = 1
# ---------------------------------------------------------------
#  Disable responding to ping broadcasts
# ---------------------------------------------------------------
net/ ipv4/ icmp_ echo_ ignore_ broadcasts = 1
##---------------------------------------------------------------
#  Enable IP routing. Required if your firewall is protecting a
#  network, NAT included
#---------------------------------------------------------------
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#
net/ ipv4/ ip_ forward = 1



SARA (Security Auditor's 
Research Assistant)Research Assistant)

The Security Auditor's Research Assistant (SARA) is a 
third generation Unix-based security analysis tool that third generation Unixbased security analysis tool that 
supports the FBI Top 20 Consensus on Security

SARA t   t U i t  l tf  i l di  SARA operates on most Unix-type platforms including 
Linux and Mac OS X

SARA is the upgrade of SATAN tool

Getting SARA up and running is a straightforward 
compilation process and the rest is done via a browser
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Source: http:/ / w w w -arc.com



Linux Tool: Netcat 

TCP/ IP swissarmy knife is a simple Unix utility that TCP/ IP swissarmy knife is a simple Unix utility that 
reads and writes data across network connections 
using TCP or UDP protocol

It is designed to be a reliable "back-end" tool that can be 
used directly or easily driven by other programs and scripts

It can create almost any kind of connection you 
would need and has several interesting built-in 
capabilities
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Source: http:/ / w w w .atstake.com  



Netcat: Screenshot 1
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Netcat: Screenshot 2
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Linux Tool: tcpdump

A powerful tool for network monitoring and data 
i iti   hi h ll   t  d  th  t ffi   acquisiti on  which allows you to dump the traffi c on 

a network

It can be used to print out the headers of packets on 
a network interface that match a given expression

You can use this tool to track down network 
problems, to detect "ping attacks," or to monitor the 

t k ti itinetwork activiti es
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Source: http:/ / w w w .tcpdum p.org 



tcpdump: Screenshot 1
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tcpdump: Screenshot 2
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tcpdump: Screenshot 3
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Linux Tool: Snort

Flexible packet 
iff / l  th t d t t  sniff er/ logger that detects 

attacks,  Snort is a libpcap-
based packet sniffer/ logger 
that can be used as a 
lightweight network 
intrusion detection system

Snort has a real-time 
alerting capability, with 
alerts being sent to syslog, g y g
a separate "alert" file, or 
even to a Windows 
computer via Samba 
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Snort: Screenshot
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Linux Tool: SAINT

SAINT (Security Administrator's SAINT (Security Administrator s 
Integrated Network Tool) is a 
security assessment tool based on 
SATAN

Features include scanning through a 
firewall, updated security checks p y
from CERT & CIAC bulletins, 4 levels 
of severity (red, yellow, brown, & 
green) and a feature rich HTML 
interface 
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Source: http:/ / w w w .saintcorporation.com



Linux Tool: Wireshark

N t k t ffi  l  i h k i  Network traffi c analyzer wireshark is 
a network traffic analyzer, or 
"sniffer," for Unix and Unix-like 
operating systems

It uses GTK+, a graphical user 
interface library  and libpcap a interface library, and libpcap, a 
packet capture and filtering library
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Source: http:/ / w w w .w ireshark.org/  
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Wireshark: Screenshot 
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Linux Tool: Abacus Port Sentry 

Portscan detection daemon Port Sentry has the Portscan detection daemon Port Sentry has the 
ability to detect portscans (including stealth scans) 
on the network interfaces of your machine

Upon alarm, it can block the attacker via 
hosts.deny, dropped route, or firewall ruley, pp ,

It is a part of the Abacus program suite
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Source: http:/ / w w w .psionic.com  



Abacus Port Sentry: Screenshot
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Linux Tool: DSniff Collection

A suite of powerful tools 
for sniffing networks for 
passwords and other p
information

Includes sophisticated 
techniques for defeating techniques for defeating 
the "protection" of 
network switchers 
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Linux Tool: Hping2 

hping2 is a network tool which sends custom ICMP/ UDP/ TCP packets hping2 is a network tool which sends custom ICMP/ UDP/ TCP packets 
and displays target replies like ping does with ICMP replies

I  h dl  f i  d bi  k  b d  d i  d  b  I t handles fragmentation and arbitrary packet body and size and can be 
used to transfer files under supported protocols

Using hping2, you can test firewall rules
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Linux Tool: Sniffit 

Sniffit is a packet sniffer and 
monitoring tool. It is a packet 
sniffer for TCP/ UDP/ ICMP 
packets

It is able to give you detailed 
technical info on these packets 
(SEC, ACK, TTL, Window, etc.) 
b t l  k t t t  i  but also packet contents in 
different formats (hex or plain 
text, etc )
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Source: http:/ / reptile.rug.ac.be



Linux Tool: Nemesis 

The Nemesis Project is 
designed to be a command 
line-based and portable 
h k fhuman IP stack for 
UNIX/ Linux

The suite is broken down by 
protocol and should allow for 
useful scripting of injected 

k t t  f  i l  packet streams from simple 
shell scripts 
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Source: http:/ / jeff.w w ti.com  



Linux Tool: LSOF 

List open files  Lsof is a List open files. Lsof is a 
Unix-specific diagnostic 
tool

Its name stands for LiSt
Open Files and it does just 
hthat

It lists information about It lists information about 
any files that are open by 
processes currently 
running on the system 
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Source: ftp:/ / v ic.cc.purdue.edu 



Linux Tool: IPTraf 

Interactive Colorful IP LAN Monitor, IPTraf is an ncurses-based IP LAN 
monitor that generates various network statistics including TCP info, UDP 
counts, ICMP and OSPF information, Ethernet load info, node stats, IP 
checksum errors, and others 
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Source: http:/ / cebu.m ozcom .com  



IPTraf: Screenshot 1

EC-Council
Copyright ©  by EC-Council 

All Rights Reserved. Reproduction is Strictly Prohibited



IPTraf: Screenshot 2
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Linux Tool:  LIDS 

The LIDS is an intrusion 
detection/ defense system in the Linux 
kernel

The goal is to protect Linux systems 
against root intrusions by disabling g y g
some system calls in the kernel itself
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Source: http:/ / w w w .lids.org/  
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Hacking Tool: Hunt

Hunt is a session hijacking tool

One of Hunt's advantages over other session hijacking tools is that it uses techniques to 
avoid ACK storms

Hunt avoids the ACK storm, and the dropping of the connection, by using ARP spoofing 
to establish the attacker's machine as a relay between the source and the destination

Now, the attacker uses Hunt to sniff the packets to the source and destination to send 
over this connection

The attacker can choose to act as a relay and forward these packets to their intended 
destinations, or he can hijack the session

The attacker can type in commands that are forwarded to a destination but that the 
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The attacker can type in commands that are forwarded to a destination but that the 
source cannot see

Source: http:/ / lin.fsid.cvut.cz/ ^ kra/ index.htm l



Hunt: Screenshot

Any commands the source types in can be seen on the attacker's screen, but 
they are not sent to the destinationthey are not sent to the destination

Then Hunt allows the attacker to restore the connection back to the source 
when he/ she is done with itwhen he/ she is done with it
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Tool: TCP Wrappers

TCP Wrappers allow the user to monitor/ filter incoming requests for 
SYSTAT, FINGER, FTP, TELNET, R-Commands, TFTP, TALK, and SYSTAT, FINGER, FTP, TELNET, RCommands, TFTP, TALK, and 
other network services

It provides access control to restrict what systems connect with which 
network daemons network daemons 

It provides some protection from host spoofing

It has 4 components:

• Tcpd– the actual wrapper program
• Tcpdmatch, tcpdchk– ACL testing 

programs
• Try-from–tests host lookup function
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Try from tests host lookup function
• Safe-finger– a better version of finger



Linux Loadable Kernel Modules

LKMs are Loadable Kernel Modules used by the Linux kernel to expand its 
functionalityfunctionality

The advantage of those LKMs: They can be loaded dynam ically; there must be 
 il ti  f th  h l  k l  B  f th  f t  th   ft  no recompilation of the whole kernel. Because of these features, they are often 

used for specific device drivers (or filesystems) such as soundcards

This command forces the system to do : 

• Load the objectfile (here module.o)
• Call create_ module systemcall (for systemcalls -> see I.2) 

f  l t i  f 

This command forces the system to do : 

for relocation of memory
• Unresolved references are resolved by Kernel-Symbols 

with the systemcall get_ kernel_ syms
• After this, the init_ module systemcall is used for the 

LKM i i i li i   i  i  i i d l ( id) 
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LKM i nitiali zation -> executing int init_ module(void) 
and so on



Hacking Tool: Linux Rootkits

By installing a rootkit, an intruder can 
maintain access to a compromised system

A rootkit contains a set of tools and 
replacement executables for many of the 
operating system's critical components, operating system s critical components, 
used to hide evidence of the attacker's  
presence and to give the attacker 
backdoor access to the system

Rootkits require root access to install, but 
once set up, the attacker can get root 
access back at any time
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access back at any time



Rootkits: Knark & Torn

K k

• The following is the list of files that comes along with Knark:
• Makefile  apache c Apache cgi  backup  Bj c  caine Clearmail    

Knark:

• Makefile, apache.c, Apache.cgi, backup, Bj.c, caine, Clearmail,    
dmesg, Dmsg, ered, Exec, fix, Fixtext, ftpt, Gib, gib.c, Hds0, hidef, 
Inc.h, init, Lesa, login Lpdx, lpdx.c, Make-ssh-host-key,  make-ssh-
known-hosts, Module, nethide, Pgr, removeme, Rexec, rkhelp, sl2 
Sl2.c, snap, Ssh_ config, sshd_ config, Ssht, statdx2 , Sysmod.o, sz, 
T666  hid f  W d  T666, unhidef, Wugod, zap

• KNARK comes with a few good exploits as well, such as Lpdx, T666, 
Wugod

• First rootkit of its kind that is precompiled and yet allows the user to 

Torn:
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• First rootkit of its kind that is precompiled and yet allows the user to 
define a password; the password is stored in an external encrypted file



Rootkits: Tuxit, Adore, Ramen

Tuxit

• Written by a Dutch group called Tuxtendo
• There are six files in the tuxkit, which include a README, 

an installation script, and four tarred/ zipped files

Tuxit

• Adore is a worm that was originally known as the Red Worm

Adore

• LPRng is installed by default on Red Hat 7.0  systems. From 
the reports so far, Adore started to spread from April 1, 2001

Ramen

• It is a Linux-based Internet worm named after the popular 
noodle soup

• It has been seen in the wild affecting systems that run Red 
Hat Inc's 6 2 or 7 0 versions of the open-source OS
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Hat Inc. s 6.2 or 7.0  versions of the open-source OS



Rootkit: Beastkit

Beastkit replaces common binaries that can be used to monitor system 
operations (like ps) and the list of programs included in the rootkitp ( p ) p g
(bin.tgz)

The timestamp does not change, because the rootkit uses touch -acmr
to transmit the timestamp to the rootkit filesto transmit the timestamp to the rootkit files

Beastkit contains some tools (bktools) (placed at 
/ lib/ ldd.so/ bktools):

• bkget - SynScan Daemon (by psychoid/ tCl) 
• bkp - hdlp2
• bks - Sniffer 

bksb "sauber" Script (see duarawkzrootkit)  cleans up some 

/ lib/ ldd.so/ bktools):

• bksb- sauber-Script (see duarawkz-rootkit), cleans up some 
of the intruder’s traces 

• bkscan - SynScan (by psychoid/ tCl) 
• bktd
• patch - SSHd-Patchscript (update to ssh-1.2.32 using ftp) 
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p p ( p 3 g p)
• prl - SSHd-Patchscript (update to ssh-1.2.32 using http) 
• prw - SSHd-Patchscript (update to ssh-1.2.32)



Rootkit Countermeasures

chkrootkit is a tool to 
locally check for signs of 
a rootkita rootkit

It contains chkrootkit, 
a shell script that checks a shell script that checks 
system binaries for 
rootkit modification
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Source: http:/ / w w w .chkrootkit.org



‘chkrootkit’ detects the following 
RootkitsRootkits
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Linux Tools: Application Security

• CGI vulnerability scanner

Rain.Forest.Puppy's

CGI vulnerability scanner

Flawfinder:

Source: http:/ / w w w .dw heeler.com

• It is a Python program that searches through the source code for 
potential security flaws, listing them sorted by risk, with the most p y , g y ,
potentially dangerous flaws shown first. The risk level depends 
not only on the function, but also on the values of the parameters 
of the function

EC-Council
Copyright ©  by EC-Council 

All Rights Reserved. Reproduction is Strictly Prohibited

Source: http:/ / w w w .w iretrip.net



Linux Tools: Application 
Security (cont’d)Security (cont d)

StackGuard

• A compiler that emits programs hardened against 
"stack smashing" attacks. Stack smashing attacks are a 
common form of penetration attack  Programs that common form of penetration attack. Programs that 
have been compiled with StackGuard are largely 
immune to stack smashing attack. Protection requires 
no source code changes at allg

Libsafe
Source: http:/ / w w w .im m unix.org

• It is generally accepted that the best solution to buffer 
overflow and format string attacks is to fix the 
defective programs
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p g

Source: http:/ / w w w .avayalabs.com



Advanced Intrusion Detection 
Environment (AIDE)Environment (AIDE)

AIDE (Advanced Intrusion Detection Environment) is a free  ( d a ced t us o  etect o  o e t) s a ee 
replacement for Tripwire 

It creates a database from the regular expression rules that it finds from 
the config file 

Once this database is initialized, it can be used to verify the integrity of 
the files

This first AIDE database is a snapshot of the system in its normal state 
and the yardstick by which all subsequent updates and changes will be 
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and the yardstick by which all subsequent updates and changes will be 
measured



Linux Tools: Security Testing 
ToolsTools

NMap (http:/ / www.insecure.org/ nmap)

• Premier network auditing and testing tool

LSOF (ftp:/ / vic.cc.pudue.edu/ pub/ tools/ unix/ lsof)

LSOF li t   fil  f  i  U i / Li  • LSOF lists open fil es for running Unix/ Linux processes

Netcat (http:/ / www.atstake.com/ research/ tools/ index.html)

• Netcat is a simple Unix utility that reads and writes data across network • Netcat is a simple Unix utility that reads and writes data across network 
connections, using TCP or UDP protocol

Hping2 (http:/ / www.kyuzz.org/ antirez/ hping/ )

• Hping2 is a network tool to send custom ICMP/ UDP/ TCP packets and to • Hping2 is a network tool to send custom ICMP/ UDP/ TCP packets and to 
display target replies like ping does with ICMP replies

Nemesis (http:/ / www.packetninja.net/ nemesis/ )

Th  N i  P j t i  d i d t  b   dli  b d  t bl  
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• The Nemesis Project is designed to be a command-li ne based, portable 
human IP stack for Unix/ Linux



Linux Tools: Encryption

Stunnel (http:/ / www stunnel org)Stunnel (http:/ / www.stunnel.org)

• Stunnel is a program that allows the user to encrypt arbitrary TCP 
connections inside SSL (Secure Sockets Layer) available on both Unix and 
Windows. Stunnel can allow the user to secure non-SSL aware daemons Windows. Stunnel can allow the user to secure nonSSL aware daemons 
and protocols (like POP, IMAP, NNTP, LDAP, etc.) by having Stunnel 
provide the encryption, requiring no changes to the daemon's code

OpenSSH/ SSH (http:/ / www.openssh.com/ )OpenSSH/ SSH (http:/ / www.openssh.com/ )

• SSH (Secure Shell) is a program for logging into a remote machine and for 
executing commands on a remote machine. It provides secure encrypted 
communications between two untrusted hosts over an insecure network

GnuPG (http:/ / www.gnupg.org)

• GnuPG is a complete and free replacement for PGP. Since it does not use 
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p p
the patented IDEA algorithm, it can be used without any restrictions



Linux Tools: Log and Traffic 
MonitorsMonitors

MRTG (http:/ / www mrtg org)MRTG (http:/ / www.mrtg.org)

• The Multi-Router Traffic Grapher (MRTG) is a tool to monitor the traffic load on 
network-links

Swatch (http:/ / www.stanford.edu/ ^ atkins/ swatch/ )

• Swatch, the simple watch daemon, is a program for Unix system logging

Timbersee (http:/ / www.fastcoder.net / ^ thumper/ software/  sysadmin/  
timbersee/ )

• Timbersee is a program similar to the Swatch programp g p g

Logsurf (http:/ / www.cert.dfn.de/ eng/ logsurf/ )
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• The program log surfer was designed to monitor any text-based logfiles on the system 
in real time



Linux Tools: Log and Traffic 
Monitors (cont’d)Monitors (cont d)

TCP Wrappers (ftp:/ / ftp.prcupine.org/ pub/ security/ index.html)pp ( p / / p p p g/ p / y/ )

• Wietse Venema's network logger, also known as TCPD or LOG_ TCP. These 
programs log the client hostname of incoming telnet, ftp, rsh, rlogin, finger, etc. 
requests

IPLog (http:/ / ojnk.sourceforge.net/ )

• iplog is a TCP/ IP traffic logger. Currently, it is capable of logging TCP, UDP, and 
ICMP traffic

IPTraf (http:/ / cebu.mozcom.com/ riker/ iptraf/ )

• IPTraf is an ncurses-based IP LAN monitor that generates various network statistics 
including TCP info, UDP counts, ICMP, OSPF information, Ethernet load info, node c ud g C  o, U  cou ts, C , OS  o at o , t e et oad o, ode 
stats, IP checksum errors, and others

Ntop (http:/ / www.ntop.org)

• ntop is a Unix/ Linux tool that shows network usage  similar to what the popular 
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• ntop is a Unix/ Linux tool that shows network usage, similar to what the popular 
"top" Unix/ Linux command does



Linux Security Auditing Tool 
(LSAT)(LSAT)

LSAT is a post install security auditor for Linux and Unix

h k f fi i d l l k i hIt checks for system configurations and local network settings on the 
system for common security/ config errors and for packages that are not 
needed

• checkcfg checkdotfiles checkfiles

LSAT consists:

• checkcfg, checkdotfiles, checkfiles, 
checkftpusers, checkhostsfiles, 
checkinetd, checkinittab, 
checkissue, checkkbd, checklimits, 
checklogging, checkmodules, 
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checkmd5, checknet, checknetforward, 
and checkset,  to name a few



Linux Security Countermeasures
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Steps for Hardening Linux

Minimizing installed software 

Patching the system 

Securing filesystempermissions and S*ID binaries Securing filesystempermissions and S*ID binaries 

Improving login and user security 

Setting some physical and boot security controls 

Securing the daemons via network access controls Securing the daemons via network access controls 

Increasing logging and audit information 
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Configuring vendor supplied security software (IDS, host 
firewall) 



What Happened Next

Immediately after this attack, Jason, an Ethical Hacker, was called 
in to troubleshoot the problemin to troubleshoot the problem.

After hours of tracing the systems of top-shoppy.com, Jason found 
that access rights for the users and groups were set to default 
which hackers exploited to attack the systems. 

Jason suggested the following measures to top-shoppy.com:

I t ll th  ti  t  l• Install the operating system properly

• Set up and enable iptables

• Configure security related kernel parameters

• Disable unnecessary daemons and network services

• Change default passwords and create regular users

Di bl    l i   h
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• Disable remote root logins over ssh



Summary

Linux is gaining in popularity and is fast becoming a stable industry strength OS

Once the IP address of a target system is known, an attacker can begin port scanning, 
looking for holes in the system for gaining access; Nmap being a popular tool

Password cracking tools are available for Linux as well

Sniffers, as well as packet assembly/ analyzing tools for Linux, provide attackers with 
h  d  h  h  h  h  d li  i h h  OSthe edge that they have when dealing with other OSs

Attackers with root privileges can engage in session hijacking as well

Trojans, backdoors, and worms are also prevalent in the Linux environment

A  i h  h    ll d l d i d d  i   b   i  l  
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As with any other system, a well -developed integrated procedure is to be put in place 
to counter the threats that exist
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