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Module Objective

This module will familiarize you with :

• Identify Router
• Identifying Vulnerabilities

This module will familiarize you with :

y g
• Exploiting Vulnerabilities in Cisco IOS
• Brute-Forcing Services
• Analyzing the Router Config

k h bl d• Cracking the Enable Password
• Attacking Router
• Types of Router Attacks
• Reconfigurations by Attackers• Reconfigurations by Attackers
• Pen-Testing Tools
• Cable Modem Hacking
• Bypassing Firewalls
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Bypassing Firewalls



Module Flow
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Network Devices

Computer networking devices are units that mediate data in a computer 
knetwork

Router:

• It is used to route data packets between two networks

• Device that modulates an analog carrier signal to encode digital information  and also 

Modem:

Device that modulates an analog carrier signal to encode digital information, and also 
demodulates such a carrier signal to decode the transmitted information

T  f d  th t  i il  d t  d li  b db d I t t  t ki  

Cable modem:

• Type of modem that are primaril y used to deli ver broadband Internet access, taking 
advantage of unused bandwidth on a cable television network

Firewall:
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• A firewall is a set of related programs, located at a network gateway server, that protects 
the resources of a private network from other network users



Hacking Routers
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Identify Router

Routers can run Webserver, SSH Daemon, chargen, and even run multiple 
X servers

The easiest way to identify a router on network is by using Nmap

Nmap is a vulnerable port scanner which does very accurate OS 
fingerprinting
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SING: Tool for Identifying the 
RouterRouter

SING stands for 'Send ICMP Nasty Garbage’y g

SING  is a command line tool that can send  
customized ICMP packetscustomized ICMP packets

With ICMP packets  netmask request of ICMP 
type 17 can also be includedtype 17 can also be included

Routers  reply to this type of ICMP packets
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Figure: Output of SING Command



Identifying Vulnerabilities

Poor system administration is more vulnerable to router attacks than 
ft  bsoftware bugs

Vulnerability scanners can be used to find out the vulnerability in 
routers

Attacker can use the brute-force services to access the routerAttacker can use the bruteforce services to access the router
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E l iti  V l biliti  Exploiti ng Vulnerabiliti es 
in Cisco IOS
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HTTP Configuration Arbitrary 
Administrative Access VulnerabilityAdministrative Access Vulnerability

Arbitrary commands can be executed on remote Cisco router by a Arbitrary commands can be executed on remote Cisco router by a 
request through HTTP as in:

/level/$NUMBER/exec/show/config/cr/level/$NUMBER/exec/show/config/cr

$NUMBER is an integer between 16 and 99$NUMBER is an integer between 16 and 99

An attacker can use this to cut down network access and can even 
l k  t f tlock user out of router

This vulnerability can yield full remote administrative control of the 
affected router
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affected router



HTTP Configuration Arbitrary 
Administrative Access Vulnerability (cont’d)y ( )

The hacker opens its browser and targets it to the vulnerable router

It will come up like:
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Figure : Cisco Router HTTP Basic Authentication Prompt



HTTP Configuration Arbitrary 
Administrative Access Vulnerability (cont’d)y ( )

After Clicking “cancel” button, pen tester enters URL 
http:/ / 10.0 .1.252/ level/ 99/ exec/ show/ config  in address bar

This will display startup configuration of device

 h   i  How the router is 
configured, other 
interfaces, the Access 
Control ListsControl Lists
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Figure : Cisco Router Config Displayed



HTTP Configuration Arbitrary 
Administrative Access Vulnerability (cont’d)y ( )

IOS uses 3 methods to represent a 
password in a router config file:

Encrypted Password

• Clear Text- enable password 
• Vigenere- enable password 7 
104B0718071B17

password in a router config file:

104B0718071B17
• MD5- enable secret 5 
$1$yOMG$38ZIcsEmMaIjsCyQM6hya0

N t k d i i t t  h  Vi (  Network administrator chose Vigenere(reverse 
encryption scheme)

Use getpassto reverse hash into plain text
Decrypted Password 

Use getpassto reverse hash into plain text

SOLUTION
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Disable the web configuration interface completely



Brute Forcing ServicesBrute-Forcing Services
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Scanner: ADMsnmp

ADMsnmp is an snmpd audit scanner

ADMsnmp can brute force the snmp community name (with a wordfile) 
or make a wordfile list derived from the hostname

ADMsnmp can report to you all valid community names found and ADMsnmp can report to you all valid community names found and 
inform you if writable access to the MIB has been attained
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ADMsnmp (cont’d)
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Figure: ADMsnp Guessing a Read/ Write Community String



ADMsnmp (cont’d)

“Send setrequest” string in previous screenshot tells that user has 
i d R d/ i  i i l   d igained Read/write privileges on device

After gaining such an access, you can see more information in MIB 
(Management Information Base) 
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Figure: Management Information Base



ADMsnmp (cont’d)

Now it is known that device is the router and running Cisco IOS Now it is known that device is the router and running Cisco IOS 

Use the router to send its config file to the desired system using TFTPUse the router to send its config file to the desired system using TFTP
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Solarwinds MIB Browser

Solarwinds MIB Browser is used 
when SNMP is the only mechanism 
for accessing device

With Solarwinds, MIB can be 
browsed 

It contains the vendor's standard 
MIBs for an astounding number of 
different operating systems and 
devicesdevices

One can set several configuration 
items using the Cisco generic MIB
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items using the Cisco generic MIB



Brute-Forcing Login Services

Brute-forcing login Services yield positive results for the pen tester

Before attacking the router, determine whether it is using extended 
authentication like Tacacs or Radius

If device prompts for username, then it is using some kind of 
authentication mechanism

With standard telnet, client can know whether authentication is With standard telnet, client can know whether authentication is 
passed or not

Tools that are used for Brute-force are:

• Brutus:
• It  is a Windows-based brute-forcing tool

• Hydra:
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• Hydra:
• It is a Unix-based tool which is capable of brute-forcing a 

number of different services



Hydra

Hydra is a parallized login cracker which supports numerous protocols to attack

Hydra can brute force the following: 

FTP

POP3POP3

IMAP

Telnet

HTTP Auth

NNTP

VNCVNC

ICQ

Socks5
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PCNFS



Hydra: Screenshots
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Analyzing the Router Config

With the Brute-Force, you can access the router and  see the 
config fileconfig file

Config files in router gives a lot of information to 
penetration testersp

Using g
Config, 

attackers 
can:

Figure: Router 
Config fileIdentify 

new targets

Identify 
sensitive 

t

Identify 
new 

network by 
l i  

Learn 
passwords
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new targets system analyzing 
ACLs

passwords



Analyzing the Router Config 
(cont’d)(cont d)

EC-Council
Copyright ©  by EC-Council 

All Rights Reserved. Reproduction is Strictly Prohibited
Figure: Router Config file



Cracking the Enable Password

Dictionary attack can be used to crack the enable passwordy p

Password can be cracked using the following tools:

• John the Ripper - It is put in an / etc/ shadow file
• Cain and Abel – It is capable of conducting both brute-force and dictionary attacks on Cisco MD5 

hashes

After cracking password, Pen tester can attempt to log into device, can completely disable 
an ACL, and get router config information

Once the pen tester is logged into router, he tries to know what other systems he can access

Pen tester uses both traceroute and telnet from router to explore internal network
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Pen tester uses both traceroute and telnet from router to explore internal network



Tool: Cain and Abel 
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Attacking Router
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Implications of a Router Attack

Router is considered to be a crucial component of a network

If an intruder can acquire control over 

p

If an intruder can acquire control over 
a router, he/ she can: 

• Interrupt communications by dropping or misrouting 
packets passing through the router

• Completely disable the router and its network
C i  th  t  i  th  t k d ibl  • Compromise other routers in the network and possibly 
the neighboring networks

• Observe and log both incoming and outgoing traffic
• May avoid firewalls and Intrusion Detection Systems
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y o d d o o Sy
• Forward any kind of traffic to the compromised network



Types of Router Attacks

Denial of Service attack

Packet mistreating attacksPacket mistreating attacks

Routing table poisoning

Flooding

Hit -and-run attacksHit and run attacks

Persistent attacks
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Router Attack Topology
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Denial of Service (DoS) 
Attacks

It renders a router unusable for network traffic and completely inaccessible by overloading 
its resources

If an attacker is unable to gain access to a machine, the attacker most probably will just 
crash the machine by flooding the router, accomplishing denial of service attack

Once the attacker is successful in carrying out a DoS attack, he can also maliciously modify 
configuration information or routing information

A DoS attack may lead to:

• Destruction
• Damage the capability of the router to operate

• Resource Utilization 
• Achieved by overflowing the router with numerous open connections at the same time

• Bandwidth Consumption

EC-Council
Copyright ©  by EC-Council 

All Rights Reserved. Reproduction is Strictly Prohibited

Bandwidth Consumption
• Attempt to utilize the bandwidth capacity of the router’s network



Packet “Mistreating” Attacks

Attacker acquires an actual data packet and mistreats it

Compromised router would mishandle or 

q p

• Congestion

p
mistreat packets, resulting in:

• Denial of Service
• Decrease in throughput

It becomes difficult if the router particularly disrupts or 
misroutes packets, leading to triangle routing
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Routing Table Poisoning

Routing Table Poisoning attacks refer to the malicious 
modification or “poisoning” of routing tables

It is accomplished by maliciously altering the routing data update 
packets

These routing data packets are needed by some routing protocols 
to broadcast their IP packets

This would result in wrong entries in the routing table such as a 
false destination address leads to a breakdown of one or more 
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false destination address leads to a breakdown of one or more 
systems on the network



Hit-and-run Attacks vs. 
Persistent AttacksPersistent Attacks

• In these type of attacks  attacker injects a single or a 

Hit-and-run attacks

• In these type of attacks, attacker injects a single or a 
few bad packets into the router

• It causes a long-lasting damage
• Usually these type of attacks are difficult to detect

Persistent attacks

• In these type of attacks, attacker constantly injects bad 
packets into the router

• It causes significant damages
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• It causes significant damages



Step1 - Finding a Cisco Router

Execution of traceroute command will give information of all 
routers between source and destination computer routers between source and destination computer 

Traceroute result will probably be having at least one Cisco 
routerrouter

Check whether router is blocked: 

• Ping the router- if you get the ping returned to you, it might not be 
blocked

If blocked, try with Cisco Routers port 

• Use telnet 
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• Open a connection to router on port 23



Step 2 -How to Get into Cisco 
RouterRouter

• Connect to the router on port 23 through your proxy server, and 

1

Connect to the router on port 23 through your proxy server, and 
enter a huge password string

2

• Cisco system will reboot and  freeze for few minutes, use this time 
to get in

• Another way is to go to dos prompt, and type:
2 • ping -l 56550 cisco.router.ip -t

• When it is frozen open another connection to it from some other 

3

• When it is frozen ,open another connection to it from some other 
proxy, and put password as "admin“,

• “admin” is the default password when router is in a default state
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Step 2 - How to Get into Cisco 
Router (cont’d)Router (cont d)

• Set up Hyper Terminal to wait for a call from the ciscorouter
4

Set up Hyper Terminal to wait for a call from the ciscorouter

5
• A prompt like "htl-textil“ will come,  type “?” for the list of commands

6

• After logging in, use transfer command to transfer password file  
from admin to your IP address on port 23

7

• HyperTerminal will prompt to accept the file which the machine is 
sending you; click yes and save it to disk and Logout
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Step 3 - Breaking the Password 

After acquiring password file  make attempts to break the After acquiring password file, make attempts to break the 
password

Use one of the listed tools to crack the password :

• John the Ripper
• Dictionary attack
• Brute-force attackBrute force attack

Another way is to decrypt the password
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Common Router, Switch, or Firewall , ,
Reconfigurations by Attackers
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Is Anyone Here

To see exactly what kind of a device attacker has taken over is to 
h k h th  th    tl  l d icheck whether other users are currently logged in

On IOS routers who command provides similar output

Unless session is idle for days, attacker disconnects from devices and 
waits for the system administrator to log out 
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If similar users are found, the attacker drops the connection 



Covering Tracks

The attacker follows the steps listed below:

• Turn off logging 
• Minimize the information going into logs
• Turn off or corrupt log timestamps Turn off or corrupt log timestamps 
• Eliminate the terminal command history

Turn off the log timestamps with no service timestamps log date timeTurn off the log timestamps with no service timestamps log date,time
msec

Then the attacker would exit to the EXEC mode and set an incorrect Then the attacker would exit to the EXEC mode and set an incorrect 
time with clock set hh:mm:ss

Finally, terminal history would be switched off using terminal history 
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y, y g y
size 0 , also in the EXEC mode



Looking Around

Analyze the configuration files by show running 
config and show startup-config

Study the whole device configuration in detail, 
both in RAM and in the file stored on Nonvolatile both in RAM and in the file stored on Non-volatile 
RAM 

Find out more about the device; the traffic it passes 
and its network neighborhood
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Looking Around (cont’d)

The following commands can be useful on an IOS router 
to know more about the device:

• show reload
• show kron schedule
• show ip route

h i t l

to know more about the device:

• show ip protocols 
• show ip arp
• show clock detail
• show interfaces summary
• show tcp brief all
• show adjacency detail
• show ip nat translations verbose
• how ip cache flow 
• show ip cef
• show ip cef internalshow ip cef internal 
• show snmp
• sh ip accounting
• show aliases
• show auto secure config

h fil
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• show file systems
• show proc cpu



Pen-Testing Tools
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Eigrp-Tool

Eigrp-tool acts as a sniffer and can be customized to generate  EIGRP Eigrp-tool acts as a sniffer and can be customized to generate  EIGRP 
packets

It was developed to test security and overall operation quality of EIGRP 
routing protocol

Usage: 
eigrp.pl [--sniff] [ --iface=interface ] [--
timeout=i]

Example: 
./eigrp.pl --sniff --iface eth0
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./eigrp.pl sniff iface eth0



Eigrp-Tool: Screenshot 1
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Eigrp-Tool: Screenshot 2
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Tool: Zebra 

Zebra manages TCP/ IP based routing protocolsZebra manages TCP/ IP based routing protocols

It supports BGP-4 protocol described in RFC1771 (A Border Gateway It supports BGP4 protocol described in RFC1771 (A Border Gateway 
Protocol 4) as well as RIPv1, RIPv2, and OSPFv2

Features of zebra:

• Modularity
• Speed
• Reliability
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Zebra: Screenshot
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Yersinia for HSRP, CDP, and 
Other Layer 2 AttacksOther Layer 2 Attacks

Yersinia is a network tool designed to take advantage of some g g
weakness in different network protocols such as Hot Standby Router 
Protocol (HSRP) and Cisco Discovery Protocol (CDP)  

It pretends to be a solid framework for analyzing and testing the 
deployed networks and systems
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Yersinia for HSRP, CDP, and 
Other Layer 2 Attacks (cont’d)Other Layer 2 Attacks (cont d)
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Cisco Torch

Cisco Torch was designed as a mass scanning, fingerprinting, and exploitation toolg g, g p g, p

Cisco-torch utilizes multiple threads and forking techniques, to launch multiple scanning 
processes on background for maximum scanning efficiencyprocesses on background for maximum scanning efficiency

Execution:                                                                                                                   
./cisco-torch.pl <options> <IP,hostname,network> ./cisco-torch.pl p p p
<options> -F <hostlist>

Cisco torch can be used to launch dictionary based password 
attacks against services and discovering hosts running  the 

• Telnet
• SSH
• Web

g g g
following services:
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• NTP 
• SNMP



Capturing Network Traffic
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Monitoring SMTP (Port25) 
Using SLcheckUsing SLcheck

SLCheck can monitor your SMTP server by connecting to it

Command to monitor your SMTP server:
SLCheck -p 25 -a 10.1.1.1 -r "220" 

SLCheck tries to establish a connection to server 10.1.1.1

The results are logged in file SLReport.csv

In dependence of the result, one of the following 
batch files will be executed:

• CheckOK.cmd : If the connection is successful
• CheckTimeout cmd:  If the server does not answer within 2000ms

batch files will be executed:
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• CheckTimeout.cmd:  If the server does not answer within 2000ms
• CheckMismatch.cmd: If the servers answers with a different answer string



Monitoring HTTP (Port 80)

SLCheck can monitor your webserver by requesting a certain URL periodically

SSL attempts to establish a connection to server www.website.com and fires a 
HTTP GET request

Results are stored in SLReport.csv

With respect to the reply, any one of these batch 
files is executed:

• CheckOK.cmd: GET request was successful
• CheckTimeout.cmd: Server does not answer within 2000 ms
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CheckTimeout.cmd: Server does not answer within 2000 ms
• CheckMismatch.cmd: Server replies with a different string



C bl  M d  H kiCable Modem Hacking
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Cable Modem Hacking

This hacking allows to communicate directly with cable modem and performs 
low-level operations like booting firmware or changing MAC addresslow-level operations like booting firmware or changing MAC address

Internet bandwidth speed can be increased by tweaking the cable modem

It involves the process of:

U i   bl  dUncapping a cable modem

Programming of a DOCSIS configuration file

Putting up a TFTP server

Changing an IP address
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Running a DHCP server



OneStep: ZUP

i f h k bl d h ki iOneStep is a software that takes cable modem hacking mainstream

It accomplishes the task of uncapping by incorporating all tedious It accomplishes the task of uncapping by incorporating all tedious 
steps into an easy to use program

B  ki  i  i  O S  i d d bl  d  By making uncapping easier, OneStep introduced cable modem 
hacking to individuals 

This application requires Java runtime environment
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OneStep: Screenshot
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Bypassing Firewalls
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www.bypassfirewalls.net

Free script which can bypass firewalls by unblocking the websites 

It can give access to all blocked websites 
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Trojans that can Bypass 
Firewalls
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Waldo Beta

Waldo Beta lets hacker ‘sneak ’ into victims computer and 
control it

With the help of  Waldo Beta, a hacker can: 

control it

• Open and close CD Drive 

p ,

• Hide or show Cursor 
• Hide or show Desktop 
• Hide  or show Taskbar 
• Flip mouse buttons Flip mouse buttons 
• Shutdown PC 
• Reboot PC 
• Execute files 

Delete files 
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• Delete files 
• Open browser to any website



Waldo Beta: Screenshot
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Summary

Login service like telnet or SSH can be used to connect to an 
appropriate port

SING can send  customized ICMP packets  from command lineSING can send  customized ICMP packets  from command line

B t f i  l i  S i  i ld iti  l t  f  th   t tBrute-forcing login Services yield positi ve results for the pen tester

C fi  fil  i   i   l  f i f i   i  Config fil es in router gives a lot of information to penetration testers

Traceroutecommand lists all the routers between the source and the 
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Traceroutecommand lists all the routers between the source and the 
destination computer
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