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Chinese trainee goes on trial as French industry

fears espionage

Acdam Sage in Paris

A Chinese trainee will go an trial in France today charged with pirating
her employer's computer system, in a case that has raised Gallic
fears over industrial espionage by Beijing.

Li Liwhuang, 24, is accused of copying confidential data from Yalea,
the French automative equipment supplier, on to her persanal
computer.

Dubbed the Chinese Mata Hari by the French media, she has been
porrayed as the symhbol of an Asian plot aimed at ohtaining secret
commercial and technical information. "She was seen as the foot
soldierwho came to steal France's industrial secrets," Le Parisien
newspaper said.

Her arrest in 2005 came as the French authorities set up an Economic
Intelligence Unit to help husinesses to fight industrial espionaae, with
Zhina denounced as one ofthe prime culprits. Counter-espionage
experts believe that among the growing numhber of Chinese students

EXFLORE LAW

» CORPORATE Lawy
» PUBLIC L
» COLUM

migh profile

MORE LAW NEWS

» OFT attack on drugs distribution
deals

¥ Conrad Black iz sentenced to 6z
vears in jail — after festive season s
aver

» Plan to reduce legal fees
'ieopardizes terror trialz’

» Mo damages for 'zhaken bakby'
mather

» Legal fears left Atlantic Conwveyar
defenceless

All Rights Reserved. Reproduction is Strictly Prioibvéd

Sourcehttp://business.timesonline.co.uk/

Copyright © byEC-Council




C EH News

Cartified = Ethicol Hocker

Update: Oracle Says No Settlement Talks In SAP Case

Posted by Eric Savitz

Oracle (ORCL) 1s not in settlement talks regarding its corporate espionage sult
against SAP (SAP) and ks TomorrowMNow division, Oracle spokesperson Deborah
Hellinger said in a statement today, She said that *such discussions are
premature,”

In a post earlier today, I noted that a federal court judge overseeing Cracle’s case
bhiad issued an order referring the case to a mediator, But Oracle says that doing
that is routine, and that COracle plans to file an amended complaint with additional
claims.

Here is the full text of the staterment:

Most cases are referred o ADE [alternative dispute resolution}, no date for
mediztion has been set, and we are hot currently in settlement discussions,
In fact, such discussions are premature, As set forth In Oracle’s current
clafims, [t appears that SAL infringed Oracle’s intellectua! property on 3 dally
basls over 3 course of many vears, In ways that Oracle is only beglnning o
discover, In addition, Oracle has uncovered 3 broader prograrn of copyrigh?
intringement that is endirely different frorn the scherne alleged in the
current complaint, Based on this evidence, Qracle will file an amended
cormpiaint that will include these new claims.,

Sourcehttp://blogs.barrons.com/
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[This module will familiarize you with:

Corporate Espionage

Information Coporate $ies Seek

Different Categories of Insider Threat

Driving Force behincInsider Attack

Common Attacks carried out by Insiders

Techniques Used for Corporate Espionage

Tools

Countermeasures
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Espionag

"Espionage is the use of illegal means
to gaher informatiort’
Sour ce: WwWw. SCi p.org

Term ‘Corporate espionage’is used to
describe espionage conducted for
commercial purposes on compani
governments, and to determine the
activities of competitors

EC-Council
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C FH Information Corporate Spies See
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Marketing and new product plans
Source code

Corporate strategies

Target markets and prospect information
Usual business methods

Product designs, research, and costs N~

Alllance and contract arrangements: delivery, prggiand terms ;E%E'

Customer and supplier information
Staffing, operations, and wage/ salary

Credit records or credit union account information
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C/EH insider Threat
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The Insider Threat to critical infrastructure is an
individual with the access and/or inside knowledge of a
company, organization, or enterprise that would allow
them to eyloit the vulnerabilities of that entyfs securiy,
systems, serviceproducts, or facilities with the intent to
cause harm

- National Infrastructure Advisory Council (NI AC)
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C EH Different Categories of Insider
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Pure Inside

« An employee with all the rights and access
associated with being employed by the comg

 Elevated pure insider is an insider who has
additional privileged access such as, administrator
access

Insider Associate

 People with limited authorized access are called
Insider Associate

 Contractorguards and cleanig andplant services
all comes under this category

Copyright © byEC-Council
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C EH Different Categories of Insider
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Threat (conl)

Insider Affiliate

* Insider affiliates do not have direct access ¢o th
organization but illegally use the employ®
credentials to gain access

 An insider affiliate is a spouse, friend, or even
client of an employee

Outside Affiliates

« They are non-trusted outsiders who use open
access to gain access to an organization’s
resources

 The best way of outside affiliate is access
unprotected wireless points
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c EH Privileged Access
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Insiders enjoy two critical link
In security

Trust of the emloyer

Access to Facilities
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c EH Driving Force behind Insider
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Work related grievance
Financial gaii
Challenge

Curiosity

Spy ( Corporate Espionage)
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c EH Common Attacks carried out by
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Sabotage of information/systems
Theft of information/computing assets
Injecting bad code

Viruses

Installation of unauthorized
software/ hardwar

Manipulation of Protocol/OS Design Flaws

Social engineering
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c EH Techniques Used for Corporate
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\
\‘\’_*J‘ Social Engineering
* Social engineering is defined as a non-techniodl &f
intrusion that relies heavily on human interactammd
often invoives tnckimg ourter peopie 1o oreak mom
security procedures
/
\

Dumpster Diving

« Dumpderdivingisiookingfor treasuran someoneelses
trash. (Adumpster is a large trash container thie world
of information technology, dungter diving is a technique
used to retrieve information that could be usedany
out an attack on a computer netw

/
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. Technigues Used for Corporate
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Espionage (cond)
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Information extraction

« The information can be extracted through:
 Hidden files
* Removable media
» Wirelessexiilt ration
 Laptops
« PDAs/Blackberrys

Network leakage

« The network traffic that are allowed in an orgatiarais
Web and emalil

* Insiders can use these techniques to disclose the
organization’s information
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Espionage (cond)

Cartified = Ethicol Hocker

Encrypt.ior.l”" Cryptography
o « Cryptography garbles a message in such a waytshat
meaning is concealed

o |t starts off with a plaintext message and ther
encryption algorithm is used to garble a messagehwh
creates cipher text

Steganography
« Steganography is data hidinga1s'iitearc o Lorrck
the true meaning of a message

e |tisreferred to as a secret communication andrto
communication
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Malicious attacks

 Malicious attacks are used to gain additionalsscoe elevated
privileges
« These attacks usually involve running exploit cagi@ainst a syste
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C EH Process of Hacking

Cartified = Ethicol Hocker

Gathers Information {:é:} Scans the target {E}Exploits Known
network for Vulnerabilities Vulnerabilities t

breach defense
mechanisms

of Target Organization

Hacker following
the 7 habits to
attack the

target organization

|q_-p.J.
' [ \ —

O £ expos e
programs for Resources Defen_se using
backdo exploits f_qr_known
ac vulnerabilities

Clears
Evidence by
erasing tracks J
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C EH Process of Hacking (contid)
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Network Defense Mechanisms

B
' > %f

Target Organization’s
\ Internal Network

/

3

Launches an attack
8 ¢ from the Organization’s
Inter_nal Network - Copyright © byE-CoUmeT
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c EH Case Study : Disgruntled System

- = BE Administrator

A system administrator, angered by his diminishe
rolein athriving defensimanufacturin firm whose
computer network he alone had developed a
managed, centralized the software that supported t
company’s manufacturing processes on a sing
server, and then intimidated a cowoker into giving
him the only backup tapes for that software.

Following the system administrator’s termination for
inappropriatt  anc abusive treatmen of his
coworkers, a logic bomb previously planted by the
insider detonated, deleting the only remaining copy
of the critical software from the company’s server.

The company estimated the cost of damage in excess
of $10 million, which led to the layoff of some 80
employees.

Source: U.S Secret Service aBBERT Coordination Center/ SEI
Insider Threat Study: Computer System S@lge in Critical Idrastructure Sectors
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, Former Forbes Em ployee Pleads
CEH
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In 1997, George Parente was arrested for causing =
network servers at the publishing company Forbes, In
to crasl. Parentt was a former Forbe: compute §
technician who had been terminated from tempora®
employment. i

In what gpears b havebeen a vegeful act ajainst the |1
company and his supervisors, Parente dialed into t
Forbes computer system from his residence and gair_.8
access through a co-worker's log-in and password. O
online, he causd five of the aght Forbes compter
network servers to crash, and erased all of the server
volume on each of the affected servers. No data could be
restored.

Parente's sabotage resulted in a two day shut down in
Forbes' New York operations with losses exceeding
$100,000.

Parente pleaded guilty to one count of violatingseurce: - |
Computer Fraud and Abuse Act, Title 18 U.S.C. 1030 jibjy " sicheov/enminalioybererimery
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Two Men Plead Guilty to Stealing Trade Secrets from Silicon Valley Companies to Benefit
China

First Conviction in the Country for Foreign Economic Espionage

SAN JOSE United States Attorney Kevin V. Ryan announced that Fei Ye and Ming Zhong pleaded guilty today to two counts
each of economic espionage. Ming and Zhong were arrested at the San Francisco International Airport on November 23
2001, with stolen trade secret information in their luggage while attempting to board an aircraft bound for China. The
defendants today admitied to possessing stolen frade secrets from Sun Microsystems. Inc. and Transmeta Corporation with
the intent to benefit the Peoples Republic of China. These guilty pleas mark the first convictions in the country for economic
espionage under 18 U.S.C_ 1831, and are the result of an investigation by the Federal Bureau of Investigation. with
assistance from U.S. Immigration and Customs Enforcement and Customs and Border Protection

.5 Aftorney Kevin V. Ryan stated, "These guilty pleas represent the first convictions in the country under this section of the
Economic Espionage Act of 1996, a law that was enacted by Congress against a backdrop of increasing threats to corporaie
security and a rising fide of international and domestic economic espionage. Silicon Valley generates so many of the ideas
and innovations in technology that give this country an economic edge and we are commitied to working with and protecting
the companies who are robbed of their valuable frade secrets "

MroYe and Mr. Zhong today admitted that they intended to utilize the trade secrets in designing a computer microprocessor
that was to be manufactured and marketed by a company that they had established, known as Supenvision, Inc. In pleading
guilty, Mr_%e and Mr. Zhong admitted that Supervision was to have provided a share of any profits made on sales of chips o
the City of Hangzhou and the Province of Zhejiang in China, from which Supervision was to receive funding. Mr. Ye and Mr
Zhong further admitted that their company had applied for funding from the National High Technology Research and
Develgpment Program of China, commonly known as the "853 Program.”

Sourcehttp://www.usdoj.gov/
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c EH California Man Sentenced For
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California Man Sentenced for Recklessly Damaging a Protected Computer Owned by his
Former Employer

United States Attorney Carol C. Lam announced that Jay Vern Heim was sentenced today by United States District Judge
Roger T. Benitez in federal court in San Diego. Judge Benitez first accepted as final Mr. Heim's previously tendered plea of
guilty to a charge of recklessly damaging a protected computer, in violation of Title 18, United States Code, Section 1030(a)
(3 AND

According to Assistant U.S. Attorney Mitch Dembin, who prosecuted the case, in connection with his guilty plea Mr. Heim
admitted that he was a founding partner and employee of Facility Automation Systems ("FAS"), a San Diego company that
installs and maintains building automation systems. He left FAS in March 2003, Mr. Heim further admitted that on January 26
2006, he used the username and password assigned to FAS for its Internet domain, facilityautomationsystems.com. and
redirected all FAS Internet traffic, including electronic mail, to a server at Mr. Heim's new employer, the Moreno Valley Unified
School District. Mr. Heim knew that redirecting the traffic to that server would make FAS' web site and electronic mail services
inaccessible. The cost to FAS in lost productivity and restoring services exceeded 56,000

Mr. Heim was sentenced to two years of probation and required to pay a 3500 fine in addition to having to make restitution to
his victim, Facility Automation Systems, in the amount of $6.030

This case was investigated by Special Agents assigned to the Cybercrime Squad of the San Diego Division of the Federal
Bureau of Investigation

Sourcehttp://www.usdoj.gov/
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c EH Federal Employee Sentenced for
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Former Federal Computer Security Specialist Sentenced for Hacking
Department of Education Computer

WASHINGTOMN — Kenneth Kwak, 34, of Chantilly, Va., was sentenced today by U.S. District
Judge Royce Lamberth o five months in prison followed by five months of home confinement
based upon Kwak's conviction for gaining unauthorized access to and obtaining information
from a Department of Education computer system, the Department of Justice announced
today

Kwak's sentence results from his March 2006 guilty plea to one count of intentionally gaining
unauthorized access to a government computer and thereby obtaining information. In his plea
Kwak, who had been working in an office responsible for ensuring the security of Depariment
of Education computer systems, admitted that he had placed software on a supenvisor's
computer which enabled him to access the computer's storage at will. He later used that access '@’
on numerous occasions to view his supervisor's intra-office and Internet email as well as his @‘
other Internet activity and communications. Kwak then shared this information with others in his @

office ®

As part of today's sentence, Judge Lamberth also ordered Kwak to pay restitution to the U3
government in the amount of 540 000 and serve a three-year term of supervised release. The
five months of home confinement with electronic monitoring was ordered as a special condition
of this term of supervised release

The matter was investigated by the Computer Crime Investigations Division of the Department

of Education Inspector General's Office. The case was prosecuted by Senior Counsel William

Yurek, cross-designated as a Special Assistant U.S. Attorney in the U.S. Attorney's Office for

the District of Columbia, with assistance by Trial Attorney Howard Cox, both of the Computer Sourcehttp:// www.usdoj.gov/
Crime and Intellectual Property Section of the Criminal Division. The prosecufion was part of

the "zero-tolerance policy” recently adopted by the U .S, Attorney's Office regarding infrusions

into U.S. government computer systems
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Internd breates
Included:

Viruses/Worms outbreal— 21%
Wireless network breach — 1%
Loss of customer data/ privacy
issues — 12%

Internbfinancid fraud involving

information systems — 18%

Theft or leakage of intellectual
property (e.g. customer leakage)
— 10%

Accidental instances — 18%

Other form of internal breach —
12%

Do not know — 5%

EC-Council

Internal breach experience

One Repeated
CCCUTENce OCOUrrences
(%) (%)
Vinuses/Worms outbreaks g 13
Wireless neteork breach 1
Loss of customer datafprivacy isues 4 g
Imtermal financial fraud involving information
systems 7 1"
Theft or leakage of intellectual property
(e.g. custormer leakage) 3 7
Accidental instances 5 13
Other form of internal breach 2 10
Do not know 3 2

Source: Deloitte, 2007 Global Security Survey
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Key Findings from U.S Secret Service and

c E H CERT Coordination Center/ SEI| study on
wnt | el e [N SIEF Thres

A negative worlrelated event triggered most insideastion:

The most frequently reported motive was reve

The majority of insiders planned their activitiemsadvanc

Remadeaccessvasuseal 1o carryout' the mgority ortrie artaxs

Insiders exploited systemic vulnerabilities in aipations hrarasses. Aand/«
procedures, but relatively sophisticated attackgowre also employed
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Key Findings from U.S Secret Service and

c E H CERT Coordination Center/ SEI study on
wined | i w1 SiA €N Threat (contt

The majority of insiders compromised computer acdsiicreated _
unauhorized badkdoor accountspr used shared accountdn their attaks

The majority of attacks took place outside normalking hour:

The majority of the insider attacks were only dééglconce there was a
noticeable irregularity in the infonation system or a system beca
unavailable

The maority of attacks were accoptished usimg company’s computer
equipment

In addition to harming the organizationtbe insiders caused harm to spec
individuals
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C/IEH NetVizor
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NetVizoris a powerful network surveillance tqol. &b at.allatee
monitor the entire network from one centralized kca

It enables to track workstations and individualnss@ho may use
multiple PCs on a network

\ &

7
g

/

i

—

it

iy i‘
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C/EH NetVizor: Screenshot
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bkt e : i HetWizor Help @
5 i - . Connechion 9
Security Info

Configurs NetWizor's Security Options

Setup
tizard

Content Filtering

['J:lnﬁg e Fijtg't'i”;_'ﬂ ﬁndpﬂ';ﬁt S | -::-:-ru[l:';:;tln:nrl Qj
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CIEH FPrivatefirewall w/ Pest Patrol
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Privatefirewal is a Personal Firewall and Intrusion Detect
Application that eliminates unauthorized acceshwPC

It provides solid protection "out dhe box" while allowing advanced
users to create custom configurations

3

7
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c EH Privatefirewall w/ Pest Patrol;

Screenshc
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Privatefirewall with Anti-5pyware

[ Privutefirewull File Yiew Help Home Profile Firewall ONM - Filter Traffic
with Anti-Spyware ; ExITh : '
™ aBelU wid @08
w? B~ B LA
MAIN MENU &) Internet Security L1 High Main Menu
Cuztom - Highly Recommended. The zafest way Internet S ecurity -
APPLICATIONS to access the Internet. Azsign protection levels for
D efault - Appropriate for sites that may have Internet use. For most systems,
FIREWALL LOG harmful content. ) the High setting is advized.
- Default Privatefirewall Setting.
Network Security -
PORT TRACKING Configure zettings for Internet
%9 Network Security Protocolz [IPg) that access the
SPYWARE i network, o [nkernet, IF drive or
~ JS[AHNER Cuztom - Shared dives/printers are accessible printer sharng iz required,
/ within the local network, [make sure your zelect the 'Low' zetting and
Default local network, [P Address/Metmask is L1 Low fallow the onzcreen
ligted by clicking on the "Sites' button) inztructions, [local nebwork, may
Sites - Recommended if the netwark iz secure hawe been auto-detected by
and frequent file zharing iz required. Frivatefirewwall].
_ ] ] Trusted Web SitesfIPs -
a Truzted Sites / |P Addresses (ﬂl Blocked Sites / IP Addresses Specify webszites or [P
addrezzes Authonzed to
UBLAP addrezs | Met Mask IBLAP Addreszs | Met kMask ancess your computer.
Blocked Web SitezfIPs -
Specify websites ar [P
addrezzes that should be
denied access bo vour
cormputer.
add | Edt | Remove add | Edt | Removel
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Countermeasures
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C EH Best Practices against Insider
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Monitor employee’s behavior

Monitor computer systems used by employees

Disable remote access

Make sure that unnecessary account privileges atalotted to
normal users

Disable USB drives in your network

Enforce a security policy which addresses all yoomcerns

Physical security check should not be ignored
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C EH Best Practices against Insider

Threat (conl)
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Verify the background of new employees
Cross-shred all paper documents before trashingthe

Secure all dumpsters and post NO TRESPASSING’'sign

Conduct security awareness training programs foeraployees
reguarly

Place locks on computer cases to prevent hardveang@eéring

Lock the wire closets, server rooms, phone closatsl, other sensitive
equipments

Never leave a voice mail meggaor e-mail broadcast meggathatgives
an exact business itinerary
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C EH cCountermeasures
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( Understanding and Prioritizin
L Critical Assets

\—

Determine the criteria that is used to determine
the value as monetary worth, future benefit to
the company, and competitive advantage

e According to the criteria determined.snote
assets of the organization and prioritize them

« List all the critical assets across the organimatio
which needs to be properly protected

« Understand the likely attack points by analyzing
the threats to the organization

) Copyright © byEC-Council
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C/EH Countermeasures (contd)

Cartified = Ethicol Hocker

Defining Acceptable Level of Loss

« The possibility for loss is all around and risknagement
will determine what efforts should be focused onalmy
organization and what can be igno

 Cost-benefit analysis is a typical method of deteing
acceptable level of risk

« The two methods to deal wyphtential loss are:
prevention and detection
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C/EH Countermeasures (cont'd)
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Controiling Access }

« Controlling the access of the employees acconading
the requirement of their job

« The best way for securing an organization’s ctitica
information is by using Principle of Least Privieg

 Pringnle states thayou give someone the least
amount of access theyrequire for their job

 Encrypt the most critical data

 Never store sensitive information of the busimoess
the networked comput

o Store confidential data on a stand alone computer
which has no connection to other computers and the
telephone line

 Regularly change the password of confidential

EC-Council
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C/EH Countermeasures (contd)
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—[ Bait: Hong/pots and Hongokens }

e Catchingthe insiders when they are stealing
the information is called honeypots and
honeytoken

« Honeypots and Honeytokens are traps which
are set at the system level and file level
respectively

« Honeypot onhe netwok looks attractive to
attackers and lures them in

e |tisused when someone wanders around the
network looking for something of intere

« Honeytoken is done at a directory or file level
Instead of the entire system

« Display an attractive file on a legitimate server
usal to trap heinsder
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C/EH Countermeasures (contd)
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Mole detectiol

* Inthis, a piece of data is given to a personifand
that information makes its way to the put
domain, then there is a mole

e |t can be used to figure out who is leaking
Information to the public or to another entity

Profiling

* It controls and detects the insiders by
understanding behavioral patterns

 The two types of profiling are individual and gro
profiling

Copyright © byEC-Council
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C/EH Countermeasures (contd)
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Monitoring

 Watching the behavior by inspecting the infornratio
* |t provides a starting point for profilir

« The types of monitoring that can be performed are:
» Application-specific
* Problemr-specific
 Full monitoring
 Trend analysis
 Probationgr
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C/EH Countermeasures (contd)
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Signaure Analysis

* |tis an effective measure for controlling insitlereat or
any mdicious actvity

 Itis also called as pattern analysis becauseksl| for a
pattern that is indicative of a problem or issue

|t catchesonly known attadks and the attas wnich
occurs same way all the time

- § - -
- -y
- .
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c EH Summary
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Term ‘Corporate espionage’is used to describeasgpge conducted for

commercial purposes on companigevermmreriisarta o treteminre* b
activities of competitors

People with limited authorized access is calleddesiAssociat

Insiders carnuse vwEpana enran 10 ursciose tiganegation's o matior

Cryptography gamiesamessagen suat awaythiat'its meanngis conceaea

Make surethat unnecessargccoun priviiegesarenaot allotted to normd users
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2 1999 Randy Glasbergen. www.glasbergen.com

"It's the latest innovation in office safety.
When your computer crashes, an air bag is activated
so you won't bang your head in frustration."
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GIASBERGENm——

“In the corporate world they pay you
big bucks for thinking outside of the box!”
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