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Module Objective

This module will familiarize you with:

• Online Games
• Basics of Game Hacking
• Online Gaming Exploits
• Types of Exploits
• Online Gaming Risks
• Threats in Online Gaming
• Online Gaming Theft
• Social Engineering and Phishing
• Email-Worm.Win32.Lewor.a
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Online Games: Introduction

Online games are played over a computer network 
(the Internet) 

Online games come in different forms, including 
simple text based games and games with high simple text based games and games with high 
graphics

Online games associate themselves with online 
communities and form a social network
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Basics of Game Hacking

Cheating Massively Distributed Systems, discover g y y
the various attacks and hacking techniques to 
target the vulnerabilities found in online games

Game hacking includes the 
following techniques:

• Building a bot
i h i f

following techniques:

• Using the user interface
• Operating a proxy
• Manipulating memory
• Drawing on a debugger
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Drawing on a debugger



Online Gaming Exploits

Online Gaming Exploit is a software bug, hack or bot that 
is gi en to the user's in a manner not intended b  the is given to the user's in a manner not intended by the 
developers

The consideration for this type of exploit varies between 
games and developers

The EULA (End-User License Agreement) typically affirm 
what type of gameplay is not acceptable

Developers may consider First-person shooter (FPS) to be 
an exploit  while others may not
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Types of Exploits

Wall hack:

• It is the process of changing of wall properties 
in first-person shooters

a  ac :

p
• Wallhack gives hidden information about the 

players, thus by allowing players to see objects 
that are present behind the wall

Aimbot:

• Aimbot is software used in online “multiplayer 
first-person shooter games”

• It provides guidance to the player to reach the 
target and gives advantage over unaided 
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target and gives advantage over unaided 
players



Types of Exploits (cont’d)

Cham hacks:

• Cham hacks are a common method of cheating in 
online first-person shooters
It restores player models with brightly colored 

Cham hacks:

• It restores player models with brightly colored 
skins such as neon red/yellow and blue/green 
colors

• Bunny hopping or Strafe-jumping use both mouse 
and keyboard input

Bunny hopping or Strafe-jumping:

and keyboard input
• The correct method and the combination depend 

on the game
• Most of the games follow some types of user actions

S  FPS(Fi t P  Sh t ) G  h   
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• Some FPS(First Person Shooter) Games have maps 
made just for this trick



Online Gaming Risks

li i i k i h f ll iOnline gaming risks comprise the following:

• Malicious software
• Risks from viruses, Trojan horses, computer worms, and spyware 
• Insecure or Compromised Gamer Servers
• Insecure Game Coding
• Risks from computer intruders
• Risks from online and real-world predators
• Risks are associated with strangers who may trick you to get personal or 

fi i l i f ti  financial information 
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Online Gaming Risks (cont’d)

The intruders may want to do any of these: 

• Capture your personal information 
• Steal your identity

S l  di  d i f i• Steal your credit card information
• Inappropriately contact children by pretending to be another child, setting up 

meetings, or tricking them into revealing personal information
• Cyber prostitution• Cyber prostitution
• Virtual mugging
• Virtual sweatshop
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Threats in Online Gaming

Gain illegal access to play the game by guessing 
d  i i  it b  bbpassword or acquiring it by robbery

Cheat at game play

• Collude with others to attain higher levels of play
• Use cheat program
• Buy virtual properties/skill
• Steal virtual properties/skill
• Attack on gaming software that controls play levels

Disrupt game play

• Man-in-the-middle attack on communications
• DNS (denial of service) attack
• Inside job arranges disruptions

Disrupt game play
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• Inside job arranges disruptions
• Release virus/worms



Threats in Online Gaming 
(cont’d)(cont d)

Cheat while paying for game play

• Obtain copies of legitimate time card serial numbers
• Obtain card by robbery
• Dictionary attack on time card serial number

Cheat while paying for game play

• Dictionary attack on time card serial number
• Guess time card serial number
• Use Trojans to transmit a player’s time card number
• Attack on connection time tracker software

I id  k    id   f  f  i• Inside worker at game provider arranges for free time

Steal proprietary parts of the software

• Inside worker arranges theft
• Attack on server containing desired software
• Use Trojans to transmit desired code or design documents
• Kidnap members of design team
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Online Gaming Theft

Player authorization system in most online games is based on a 
password systempassword system

Online games use player authorization system to verify player 
authenticity

Malicious users steal usernames and passwords to steal items, put up for 
auction, and sell them to get virtual money

A cyber criminal may also demand a ransom for stolen items

Malicious users demand money for stolen items from the users

Malicious users target most of the online game players
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Malicious users target most of the online game players



Online Gaming Theft: 
ScreenshotScreenshot

Characters for sale on Ebay

A message on a gaming forum (and 
some appropriate Google Ads)
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Methods Used to Steal et ods Used to Stea  
Passwords
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How Passwords for Online 
Games are StolenGames are Stolen

Cyber criminals steal only the user name and passwords of 
i ti   d t th  dd  f  h  th   i  victim users, and not the address of server where the user is 

actually playing the game

Malicious users log on to the machine where the victim is 
actually playing
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Social Engineering and Phishing

Social engineering:

• A person using social engineering try to gain the confidence of someone 
who is authorized to access the network in order to reveal information 

Social engineering:

who is authorized to access the network in order to reveal information 
that compromises the network's security

• Cyber criminal sends phishing emails, from the server administrators, 

Phishing:

Cyber criminal sends phishing emails, from the server administrators, 
which invite player to authenticate his/ her account via a website linked in 
the message

• Cyber criminals enter a game or a forum on a game server and offer a 
bonus, or help in the game, in exchange for other players’ passwords
M li i   hi  hi /h  l ( i  h ld f d ) d 
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• Malicious user achieves his/her goal (getting hold of passwords) and 
leaves his/ her victims with nothing



An Example of a Phishing Email

llHello,
You have been sent this email because you are a registered user on our
server (www.Lineage2.su). Because the number of registered users of
our server has increased sharply over the last month, we have to purge 
i ti  t  f   d t b  Pl  fi  th t  till l    inactive accounts from our database. Please confirm that you still play on our 
server by undergoing authentification here:
If you do not authenticate your account within 48 hours of receiving this 
message your account will be deleted, and it will not be possible to restore it.
Y
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Yours,
The Lineage2.su administrators



News: Phishing Attack on 
Gamers' AccountsGamers  Accounts
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Exploiting Game Server 
VulnerabilitiesVulnerabilities

Game Servers comes with system services, programs and databases designed to 
support on line gamessupport on line games

Game server software might contain programming errors, bugs, and 
vulnerabilities

Attackers use these vulnerabilities to exploit the Game Server and gain access 
to the databases

After gaining access they execute arbitrary code and retrieve the encrypted 
passwords

Another way to get passwords is by clicking on forgotten passwords

Cyber criminals send mails with malicious content to the target user, then 
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Cyber criminals send mails with malicious content to the target user, then 
change the victim's password, and enter the game using new password



Vulnerability in-Game Chat in 
Lineage 2Lineage 2
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Using Malware

Malicious users create malware and send it using 

• Publishing links to malicious programs which claim to be game patches 
on player message boards

Malicious users create malware and send it using 
any means possible:

on player message boards
• Sending in-game spam containing links to a malicious program presented 

as a “new patch”
• Sending spam via email with a malicious program attached, or a link to a 

malicious programa c ous p og a
• Spreading malicious programs via file sharing networks
• Exploiting browser vulnerabilities in order to download malicious 

programs when a user visits a game-related website
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Using Malware (cont’d)

Translated, the message above reads as follows:
Attention all,
Certain people in this game have been forcefully recommending a certain path, which 
allegedly makes it possible to enchant items completely safely. This patch is actually a Trojan 
which steals your user name and password. We ask you not to launch this patch, and if you've 
already downloaded it and launched it  it's still not too late to change your password  And  already downloaded it and launched it, it s still not too late to change your password. And  
here's a general earnest request - don't download any dodgy patches because they could 
contain all types of viruses and Trojans imaginable. In such cases the administrators won't 
take any responsibility for the loss of your  characters. Only use the patches which are on our 
it
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Malicious Programs and 
MalwareMalware

The following are Malicious Programs and 

j i

The following are Malicious Programs and 
Malware designed to attack online game players:

• Trojan-PSW.Win32
• Trojan.Win32.Qhost
• Trojan-Spy.Win32.Delf
• Trojan-PSW.Win32Trojan PSW.Win32
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Message from a gamer about a password stolen by a malicious program



Email-Worm.Win32.Lewor.a

The first worm to steal passwords for online gamesp g

This worm sends itself to addresses harvested from Outlook Express address 
books on infected computersp

If the worm finds user name, password, and server address on an infected 
computer, it saves that data to an FTP server belonging to a malicious user

The malware would be designed to copy itself to removable disks with an 
additional file called “autorun.inf”

One example of this class of malicious programs is classified by Kaspersky Lab 
as Worm.Win32.Viking

Currently  the most recent achievement by those writing viruses for online 
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Currently, the most recent achievement by those writing viruses for online 
games is the polymorphic Virus.Win32.Alman.a and its successor, 
Virus.Win32.Hala.a



Part of a file infected by 
Virus.Win32.Alman.aVirus.Win32.Alman.a
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Online Gaming Malware from 
1997-20071997 2007
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How Modern Attacks are 
ConductedConducted

Attacks on computer players are conducted by creating worms that 
h l i l f ihave multiple functions:

• Self-replicating (email worms, P2P worms, network worms)
• Infecting executable files (viruses)g
• Masking their presence in system (rootkits)
• Stealing passwords (PSW Trojans)

The passwords retrieved after the attack is sent to an email address or The passwords retrieved after the attack is sent to an email address or 
to an FTP server on a .cn domain
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Geographical Considerations

The theft of passwords of online games primarily concerns China and South 
Korea

The reasons are not entirely clear, but the figures speak for themselves: over 
90% of all Trojans targeting online games are written in China, and 90% of 
passwords stolen by these Trojans belong to players on South Korean sites
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Statistics

Total number of malicious programs
targeting online game passwords

Malicious programs targeting Lineage 2
and World of Warcraft passwords, 2006
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Best Practices for Secure Online 
GamingGaming

Steps for protecting Online Gaming Steps for protecting Online Gaming 
from risks are:

• Use antivirus and antispyware programs
• Be cautious about opening files attached to 

email messages or instant messages
Verify the authenticity and security of • Verify the authenticity and security of 
downloaded files and new software

• Configure your web browsers securely
• Use a firewallUse a e a
• Identify and back-up your personal or 

financial data
• Create and use strong passwords

h d d li i f
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• Patch and update your application software



Summary

Online games are played over a computer network (the Internet) and come in varied 
forms ranging from simple text based games to games incorporating complex graphics 

d i l ldand virtual worlds

Cheating Massively Distributed Systems, discover the various attacks and hacking 
techniques to target the vulnerabilities found in online games

After the theft, malicious users can demand money for stolen items from the users. All 
online game users are made target by cyber criminals

M li i    l   t  th  hi  h  th  i ti  i  t ll  l iMalicious user  log on to the machine where the victim is actually playing.

With online games fast growth and popularity, cheating online games has become a 
regular incident in current game play on the Internetg g p y

Cyber criminals steal only the user name and passwords of victim users, and not the 
address of server where the user is actually playing the game.
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Game Servers comes with system services, programs and databases designed to support 
on line games
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