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C EH Module Objective
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This module will familiarize you with:

Botnets

Botnet Life Cycle

Botnet Detection: Tools and Techniq!
Ourmon Tool

Anomaly Detection

IRC Protocao

Optimizing the System

Responding to Botnets
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CEH Module Flow
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Botnet: Anomaly Detectio!
Botnet Life Cycle IRC Protocol
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Botnet Detection:
Tools and Techniques
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Qurmon Tool — Responding to Botnets

Optimizing the System
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c EH What |Is a Bothet?
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A botnet consists of at leashe bot server or controller and
one or more botclients in many thousands

The ability of the botnet to ad In acoordinared rasion with
all or some parts of the botnistfundamental to the botnet
concept

Botnets are managed by a botherder

Hackers are attracted to botnets because botneattslmarry
out their orders on computers that are at leastdewputers
removed from any computer directly connected tarihe
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C EH The Botnet Life Cycle
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Computer exploited and becomes a botclient

New botclient rallies to make botherder awdahat he/she has joined the botnet

Retrieve the latest Anti-A/V module

Secure the new botclient from A/V, user detectiomg @ther hacker intervention

Listen or subscribe to th@&C Server/Peer for comman

Retrieve the payloads modules

Execute the commands

Report results back to the C&C server

On command, erase all evidence and abandon thetclie

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioihéd




Compuier is

il The Botnet Life

Cycle (cont'd)

Certified = Ethical Haodker Hew Bot balks o

kit Botherder Know
It5 Joined the Team

betriev the Anti
&V Maduk

"y

Sacure the Hew
Bt Client

2

Liskn o the CEC
Sarver/ Pear far Commnonds

Faport Resull 1o Betriave the
the C2C Channel Payload Moduls
Exenuke the
(ommmiks
On Command, Erese
&l Evidene and Abandon
he Chent

Copyright © byEC-Council
All Rights Reserved. Reproduction is Strictly Prioihéd

EC-Council




c EH Uses of Botnets
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Recruits other botclients (sniffing for passwordssning for vulnerable
systemsg

Conducts DDoS attacks

Harvests identity information and financial crediam

Conducts spamming and phishing campa

Scams adware companies

Installs adware for pay without the permissiontod user

Storesand distributesstolenor lil'egd intellecual propeity (movies,games,
etc.)
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c EH How to Identify Whether Your

Cortified = Ethical Haocker CO m p u te r iS a BOt n ‘

If your computer runs slower than normal

If the network activity light on your DSL modem biHC card flashes
rapidly

If your antivirus program shuts off by itself

If it is still running, it may detet several types of malicious code
simultaneousy

Run TCPView and examine all the network connectiand the
processes that are associated with them

Run Process Explorer and examine all the procetsssse if any
process is running that doestran on your computer normally

Chea the securty event logfor login failurefor network type 3 where
the workstation’s name does not match the localgotar’s name
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C EH Common Botnhets
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SDBot
RBot
Agobot
Spybot

Mytob
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CIEH sDBot
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SDBot takes advantage of the iksee network shares or uses
knownvulnerability exploitsto compromsesystems

Once SDBot is able to connect tvalnerable system, it executes
a script hatdownloads ard executes SDBot to fect the system

It typically includes some sort of backdoor that allows an
attacker to gain complete access to compromiseksys

It spreads primarily via network shares and seaks o
unprotected shares or shares that use common us@ar
weak passwords

It modifies the Windows registry tensure that it is started ea
time Windows starts
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C EH RrBot
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RBot was the first of the bot families to use gmmassion or
encryption algorithms

It uses one or more runtime exgable packing utilities such
Morphine, UPX,ASPack, PESpin, EZIP, PEShield, PE(Qauwt,
FSG, EXEStealth, PEX, MoleBox, or Petite to encrpg bot
code

It also leverages a variety of known software vubislities in
the Windows operating system and common software
applications

It terminates the processes of many antivirus aaadigty
productsto ensureat remansundeteaed
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CEH Agobot
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Agobot infects the computer with the botclient
and opens a backdoor to allow the attacker to
communcate aml contrd the madine

It has the capability to spread via peer-to-peer

(P2P) network

It modifies the host’s file to block access to
certan antivirusand securty firm web sites

It steals the CD kgs from apreconfguredgroup

of popular games

It uses predefined groups of keywords to cre
flenames designed to entice P2P downloaders

EC-Council
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CEH spybot
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Spybot’s core functionall is based on the SDBot famil

It incorporates aspects of spyware, including kegls¢ logging
and passwod steding

It spreads via insecure or poorly secured netwhidkres and by
exploiting known vulnerabilities common on Microsslstems

It connects to a designated IRC server specifiethieySpybot
variant and joins an IRC channel to receive comnsaindm a
botherder

It propagates throgh the same standard means as other bot
families
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c EH Mytob
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Mytob is actually a mass-mailing worm, not a bott bu
Infects target systems with SDBot

A hybrid attack that provides a faster mean
spreading and compromising systems to create bot
armies

It harvests e-mail addresses from the designated fi
types on the infected system

It eliminates addresses with certain domains tadvo
alerting antivirus or securitfirms o its existence
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c EH Bothet Detection: Tools

Cortified = Ethical Haocker a- n d Te Ch n iq u E

Abuse E-mail

Network Infrastructure: Tools and Techniques

Intrusion Detectio

Darknets,Honeypotsand other snares

Forensics techniques and tools for Botnet detection
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CEH Abuse E-mail
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Abuse e-mail list can help to learn about malware a
your site

The global registry WHOIS mechanism can help you

learn whom to contact at other sites

Spam from your site can cause your site to be

blacklisted

Be wary of open proxies in general, and note thayt
can be the side effect of a malware infection

EC-Council
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c EH Network Infrastructure: Tools

Cortified = Ethical Haocker a- n d Te Ch n iq u E

Switches have port-mirroring featurtdsat allow you to send packets to a
sniffer

Tcpdump and Wireshark are open-source sniffers

If you find abot client with a sniffer, also remember to watch &y
suspicious external hosts talking to the bot client

SNMP using RRDTOOL graphics can bseful for seeing DoS attacks via
graphics

Netflow data is more compact than patkand can give you a log of recen
network activity

Netflow tools include open-source tools like flowots and Silktools

Netflow canbe usal to see DoS att&s ard scannng as wé as more
conventional traffic monitoring
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CEH
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Network Infrastructure: Tools
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and Technigques (coimf

Firewall ACLs can alert you about haesthat have been hacked via their
logs

Firewalls should minimally block Microsoft File Sheaports such as 135-
139and 445aswell asSQLportsl433and 1434

Data link layer suffers from vasus forms of attack, including ARP
spoofing, which can lead to MITM attacks

It can suffer from switch forwardmtable overflow attacks, which can
lead to password-guessing attacks

Its switch features can include various securityasiees such as port
secuity, DHCPsnoopng, IF SurceGuara, ana‘aynamc ARF”
inspection, especially on recent Cisco switches
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C EH Intrusion Detection
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Intrusion detection systems are either host or wekvibase:

NIDS should focus on local and outgoing trafficil® as well
as incoming Internet traffic

HIDS can pick up symptoms @bt activity at a local level
that can not be seen over the network

IDS can focus on either anomaly detection or signat
detection

EC-Council
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C EH intrusion Detection (contd)
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Snort is a signature-based NIDS with a sophistidateproach
to rule sets, in addition to its capabilities asaacket sniffer

and lagger

Tripwire is an intgrity management tool that uses a database
of file signatures to detect suspicious changedds

The database can be kept more secure by keepangrgad-
only media and using MD5 or snefru message digests
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c EH Darknets, Honeypots, and Other

Cortified = Ethical Haocker S n a r e ‘

Adarknetis an IP space without active hosts aref¢fore there is
no legitimate traffi

Any traffic that does find its wawy is due to mis-configuration or @f@
attack

Intrusion detection systems in that environment taarefore be
used to collect attack data

A honeypot is a decoy system set up to attract &étesc

A low-interaction honeypot can collect less informatibian a higl-
Interaction honeypot, which is open to compromisatand
exploitation

A honeyne consists of a number of hi-interactionhoneypot in a
network, monitored transparently by a honeywall
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CEH Forensics Technigques and Tools

e Tor Botnet Detectio

Digital forensics is concerned with the@ication of scientific
methodology for gathering and presenting evidemaefdigital
sources to investigate criminal or unauthorized\atstioriginally for
the judicial review

The forensic process at the judiciary level invalstrict procedures
to maintain the admissibility and integrity of teeidence

There is no single and simple approach presenmnfagstigating a
suspected botnet

) Copyright © byEC-Council
E}C\DunCII All Rights Reserved. Reproduction is Strictly Prioihéd




C EH Forensics Technigques and Tools

- wa e 1Or Botnet Detection (corr)\

Make the best of all the resources that can
help you out from spam and abt
notifications to the logs from your network
and system administration tools

Automated reports generated from log
reports by tools like Swatch helps
monitor the systems

In the event of a security breach, these
tools (reports) give an immediate start on
Investigatngwhat hashappend
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CEH Tool: Ourmon
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Ourmon detects network anomalies based on hosts that
attacks other hosts via der-of-service DoS) attacks ol
by network scanning

It is based on promiscuous mode packet collectio
Ethernet interfaces and uses port mirroring via an
Ethernet switch

It collects IRC information with its IRC module anges
the TCP report in particular to attempt to figunet o an
IRC channel is actually a botr

A probe collects packets deemed important and sends
Internally definectuplesback to a graphics display syste
which may or may not be on the same host
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CEH
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How Ourmon Works

EC-Council

Ourmon architecturally has two main components,@per(sniffer)
used for packet capture and a back-end graphicsmerngat makes
web pages

The probe produces outputs in every 30 seconds

The back-end software produces bdsed data including hourly and
daily ASCII reports

RRDtool graphs include daily, weekly, monthly, anshyly graphs

Ourmon dynamically creates web pages and logs

The logs may be used for extracting more detaisudla particular
case and are also used intelipyay ourmon to produce hourly
summarizations
Copyright © byECG-Council
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c EH Anomaly Detection
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Anomaly detection dpends on baselinmof data

It can point out new anomalies which are abnol

Signature detection can tell you if a particulacket or file
IS evil

It cannot recgnize new evipackets or new evil files and
hence is not good at zero-day attacks

It may only detect anomalies and ghit not be able to
explain them
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c EH TCP Anomaly Detection by

Cortified = Ethical Haocker O u r m O n

The basic 30-seconds TCP port repora snapshot of individual hosts using
TCP; the main goal is to catch T-based scanning ho!

It is sorted by ascending IP addresslailows you to spot hacked hosts on
the same subnet

The basic TCP port report includenly hosts with nonzero TCP work
weights which may show large parallel scans

The TCP work weight is a per-host measurement & €@iciency

The TCP port report shows a number of attributeshmst, including L3 and
L4 destination counts

These are unique counts of L3 dlestination addresses and L4 TCP
destination ports during the sample period
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c EH TCP Anomaly Detection by

Cortified = Ethical Haocker O u r m O n (CO n’ﬂjl

The TCP port report also includasSA/ S statistic that can indicate
that a host is mostly acting as a server

The report includes a port signatuat the end, which is sorted in
the ascending order

The port signature can show that more than one isakbing the
exact scan

The TCP worm graph shows the overall number of seas, remote
or locd, asan RRDTOOL graph
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C EH UDP Anomaly Detection by
ot e QUM ON

Ourmon has a 30-second UDP port report that is sintd the TCP
port repor

The port report is sorted by thEDP work weight, which represents
a per-host value based on the number of UDP padertsand
ICMP errors returne

The UDP work weight for the top Isbis graphed in the UDP work
weight graph in every 30 seconds

The UDP anomaly mechanism typically captures UDdnhsang
systems or UDP DOS attacks

The default UDP work weight threshold is 10000000

Any events with UDP work weights larger or equathas thresholc
are put in the event log
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C EH Detecting E-mail Anomalies
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The e-mail syn report has a 30-seconds and
hourly summarzed form

An e-mail-specific work weight is given s
that e-mail connections can be distinguished
from other kinds of connections

The e-mail syn report is sorted by e-mail
SYN count which is anamoly-based

| /8 The e-mail reports may show a local host
@om sending spam

EC-Council
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C EH rCProtocol
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Internet Relay Chat (IRC) is an Internet Enginegrirask
Force specified Protoc

Channels are the fundamental target of data message
channels are strings in IRC

The ngrep tool can be used to directly sniff strimgsthe
network

An IRC network consists of a set of servers andisios

Users join a channel and can then send messaggh¢o
users

The messages are distributed by the servers totsl
Interested in the channel
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C EH 'rCProtocol (contd)
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Ourmor looks for four fundamental IRC messac

EC-Council

JOINSE
e These are used by an IRC cliemlog into a channel on a server
PINGS

e These are sent from a server taentlto discover if the client is
still interested in the channel or not

PONGS

e These are returned from the client to the seovehow that it
doesnotwantto be logged out and still ‘exists

PRIVMSG

|t contains both the channel naam data sent to the channel
name
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c EH Ourmon’s RRDTOOL Statistics

— wmwe anNd |IRC Report

All IRC statistics are found on the irc.html p:

The IRC dara nastrireepans:

« RRDTOOL global IRC stats
« Weekly summarizations..stidgpathadsgheiay
« 30-seconds IRCreport

The IRC RRDTOOL graph shows message counts for RING
PONG, JOIN, and PRIVMSG IRC messages

The IRC ASCII report showsglobal, per channelandper-host
statistics
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c EH Ourmon’s RRDTOOL Statistics

o wawe aNd IRC Reports (coimt)

The most important parts of the ASCllp@t are the two channel sorts at the
top

It includes the evil channel sort dithe max message sort, as well as the
breakdown of each channel with per-host statistics

The evil channel sort shows IRC channgidsted by the number of scanning
hosts in the channel

The max message sort shows IRC chansetsed by the total number of all
four kinds of IRC messages

The per-channel host statistics shithve IP addresses of hosts in an IRC
channel as well as other data

The maxworm field in the per-hostatistics is the TCP work weight
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C EH Detecting an IRC Client Bothet
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An IRC channel having more than a few clients
with high maxwormn (work weight) value:
could be a botnet channel

If there are only a few hosts with high wc
weights, one should search the TCP port
report logs to see if the host has been scanning

Non-scanning hosts in an “evil channel” are
likely remote botnet servers

It is good to watch those hosts’behavior with a
sniffer
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C EH Detecting an IRC Botnet Server
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High and anomalous counts in the RRDTOOL IRC statssgraph
could indicate the presence of a local botnet serve

Botnet servers typically have unusual host co

Theycould haveunusudcourntstor remae I'P ceginations(L3D)

They might appeain the evl channé sort

This is due to connection failures by remote exgldihosts

{TRIR]]
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C EH Automated Packet Capture
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Ourmon has an automated packet-capture feature that
allowspadket captureduringcertan typesof anomaous
events

Automated packet capture is turned on in the prai€ig
file

Trigger-on and -off events are logged in the ournegant
file, which can be found from the main web page

Triggers of interest for anomaly detection include
trigger_wanm dnggey Jhiad U»Dauekluainh tggeen. a
the drops trigger
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c EH Automated Packet Capture

| e (CONTAD

The trigger_worm trigger is used to capture packdisn the
supdied threshold or scannng P hos's IS excea@ed

The UDP work weight trigger is used for capturinackets
whenthe suppied thredhold is exceaed

The drops trigger is used to capture packets whempalied
dropped packet threshold is exceeded

This trigger has goor sgnal-to-noise ratio and is more likel
to succeed if most packets are DoS attack packets

Capturedpackets can be viewed with a sniffer such a&ltomp
or WireShark
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C EH ourmon Event Log
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The evert logrecoms both probe and badk-end everts

The goal of the event log is to store significaatsrity-related events

as well as important ourmon system events

Event log stores both bot client mesh detection baidserver

detection events

Event Iags for rowghly a week are kgt by the yystem and made

available at the bottom of the main web page

EC-Council
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C EH pbNsand c&C Technology
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IRC is built in a fashion that seversgrvers can be inter-linked to form a
network orrmugs; pfancnesanu iedes

DNS was manifested in two main uses: domain nanmelsmultihoming

Both of them were working as facilitators to finldetbotnet C&C as well as to
keep it alive on the Internet, before connectinghte actual C&C server

Reporting, which results in a “takedown” for a DNS recoisl often more
difficult than a compromised IP address

Several such RRsoeild be put in place br the same IP@&dress or different
ones, making the C&Cs much more robust
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C EH Tricks for Searching the Ourmon

Cortified = Ethical Haocker LO g S

Log information inourmor exists in two directorie

 Logdirectory
« Web directory on the ba-end graphics syste

In the web directory, IRC summarizations are stared
ircreport_today.txt (today) and ircreport.0.txt ¢yerday),
ircreport.L.txt (day before yesterday), and s

In the web directory, syndump (all local host) TCBriwweight
information is stored in syndump.daily.txt (todagyndump.0.txt
(yesterday), and so on

In the web directoy, normal TCP work weht information is
stored in wormsum.all_daily.txt, wormsum.all.0.tahhd so on
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CEH Sniffing IRC Messages
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Ngrep is a sniffer designed to search for string@mats, primarily in
the application layer payloads

It can be used to look at IRC ffig to and from suspicious IP hosts

Ourmon also includes an additional sniffer calleé tRC Flight
Recorder (ircfr) that can be used to log all IRGada

This allows the security engineer to look up sugps IRC hosts or
channels in bord«line anomaly detection cases to determ
whether the host or channelis benign or euvil
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C EH Sandboxes
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Sandboxes protect the local system while executimknown or malicious
code

Protection is achieved either by blocking critioplerations completely or by
performingthemin avirtua envMronmentinsteal of on thered system

Sandboxes can be integrated into a bigger prodesstomatic malware
analysis

Norman Sandbox or CWSandbox both use a databaden® malware
samples and the resulting analysis reports

CWSandbax is embedded into the Automateal AnalvsisSuite that omes with
the CWSandbox software package
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C EH CWSandbox
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CWSandbox is a tool for automatic behavior analp$ig/indows
executable

Steps performed by the CWSandbox are:

The initial malware process is created by thaestapplication,
cwsandbox.exe

Cwmonitor.dll is injected into each monitored pres

The DLL installs APl hooks for athportant functions of the Windows
AP|

If a new process is started by the madnarif an existing one is infected,
this process is also monitor

After a customizable time, all monitored processeserminated

A high-level summarized analysis refie created of all the monitored
actions

The network traffic is examinead fputtadi wWe'n piviotos &t ietoymniy
and all relevant protocol data is reported
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c EH Operations Revealed by

e CWSandbo

Reading, writing, or locating objects of the lofid system, .ini files,
or the registr

Finding active local antivirus or secuyisoftware

Starting new or terminating active applicati

Injectngmaliciouscode intorunningprocesses

Reading or modifying the virtual memory of runnipgocesses
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c EH Operations Revealed by

o o CWSandbox (conidi)

Installing, starting, or deactivating Windows S&es

Enumerating, creating, or removing local users

Reading or writing data from do the Windows Protected Storage

Enumerating, creating, removing, and modifying Wome network

shares

Loading and unloading dynamic link libraries (DLLS)

Querying system informatign.. shuttgpasawo, n rrnmettha.svsjem

accessing mutexes, or creating threads
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C EH Automated Analysis Suite (AAS)
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Automated Analysis Suite (AAS) istaol for automatic collection and
andysis of malware

AAS uses a database to store malware samples ancbtinesponding
creat@ andysisreports

AAS integrates the honeypot tool Nepenthes for aldtoomalware
collection

Additionally, malware can be submitted via a PHP-based Web
Interface

AAS embeds CWSanabox for automaic andysis
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c EH Responding to Botnets
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Improve local security policy authentication pr&ets to prevent
passwor~guessing attacl

Use firewalls and other containment technologiebmat the scope of
attacks

Update all systems and verify that all systems hecaepted and
Installed the patches

Every windows host needs a virus checker and posaibpyware or
adware checker

Send abuse e-mail about remote attacks

Law enforcement may be invokeds psoasiplhifdhadaot, is
considered serious for legal or financial reasons
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C/EH Responding to Botnets (contd)

Cartifiad Ethical Hocker

Darknets, honeynets, honeypot tools, and sandbmealbuseful for
detemmigwnatis-gomgon-irbotne-land

Shadowserver is an all-volunteer grotyat tracks and reports on botnets
and other malware

All outbound mails have to go through the officrakil servers to prevent
botclients from spamming directly to the Internet

Use networkig equipment that spportsport securiy to detect DHCPIP
address, and ARP spoofing

Devdop your sourcef internd intelllgence
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C EH Summary
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A botnet consists of at least onetls@rver or controller and one or more
botclient<in many thousanc

SDBot typically includes some sort of backdoor thddws an attacker to gain
complete access to compromisgsg®m®

Ourmon detects network anomalies based on hostsatteadttacking other
hostsvia denial-of-servce (DoS) attadks or by netwolk scannng

An IRC channel with more than a few clients witlglhimaxworm (work
weight) values could be a botnet channel

Sandboxegrotect the localgstem while executigunknown or malicious
code
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